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Apa peadl) (a2 3 peia (3 BRAVE Gl Jio i) aum il plail
https://laptop-updates.brave.com/download/BRV010?bitness=64J: ¥l Ll

) o e owpns ouamers Jasse

The browser that puts you first

Block ads. Save data. And get way faster webpages. Just by switching your browser.
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Duck Duck Go

1ol mialll -3

&l sall (o gaaill 5 aitill pae ) ) adins juadl) da gide 5 uBlock Origin 4l alasiul
(Pop_ups):\s.\.wd\ .JSU.J\ déé} c'&)\..ﬁa]\

https://ublockorigin.com :Js il kil

@uBlock Origin

1 sl iual) -4
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https://protonvpn.com/download :¢ss5s0 gl Ja i3 Jal
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2 o)) Cus s SIS e AedAi Lgﬂ\ C\A..Ald\ u\ O Xl coveryourtracks CE}A e\AA:u\
L Yy L,,_". 4024000 Lﬁm C\é..ald\ lea (s2e Hials as é}d\

https://coveryourtracks.eff.org :ad sall Lyl

Our tests indicate that you are not protectec
against tracking on the Web.

IS YOUR BROWSER:

Blocking tracking ads? No

Blocking invisible trackers? No

Protecting you from fingerprinting? | Your browser has a unique fingerprint |

s Aila glral) el 39 25 -6

Jla sl daadl) Ble) pa i iV e dpliadl CYVSY g Al Jle ) Gl 8 il
Gl i 3 akalis Y Uas el el g aia ) algas dyinall @lliy Apaliie V) aleal) (8 dariil)
.L@:\:\lc\j B2 Ji LL\\;\_)_;:}“ Al

1S LY Jual gl Jilug B () Caad) -7
Gcl.d;‘ﬁ\d...a\ﬂ\ dJLu)&%)A.\HBJMMJMJA ela.u.n'” |
3 laiee ) 4 g8 L&Y fakenamegenerator & se adaiul

https://fakenamegenerator.com :ad sall Jayl

Your y d
Gender Male v
Name set  German v
Country  Germany v
Jérg Schifer
Neue RoBstr. 3

54295 Trier Trier-Nord

Mother's maiden name  Grunwald
Geo coordinates 49.787"

Logged In users can PHONE

view full social s P
securty numbers and

can save thelr fake Country code 4

names to use later.
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2a g e selihual¥) olSA) Aol s yadil 5 ) gea oLl &l =i thispersondoesnotexist a8 s
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https://www.thispersondoesnotexist.cc :é}d‘ Ll

:adiiusal) (a5 UAS Ajlas -9

i)y sl il Gyans e Jaila g edianall Ul ol a5 il g i) Andla mal y paiial

G S IRV

<l paldll Sleallaliadty i85 Slae 4les =ali 2 58 5 Bitdefender Ji i o8

https://www.bitdefender.com/en-us/consumer/free-antivirus; :Ja il kil

Trusted. Always.

Home / Consumer / Bitdefender Antivirus Free for Windows /

Bitdefender Antivirus Free for
Windows

Antivirus protection for Windows. Absolutely free.

Choose the only free antivirus software that keeps your computer running clean
fast & virus-free while shielding you from the latest e-threats

FREE DOWNLOAD FOR WINDOWS

@ Free antivirus protection that stops even the fastest-evolving attacks
@ Runs silently in the background and stays out of your way
@ impossibly light on CPU (won't suck up your system resources)

@ Live customer support included (unlike with other Free Antivirus Software!)
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el Aalal bl g Jl) AT 3 8 5 ye IS a2siu)
B D9 an pwa g S Cagoa Gedaald (e (ST g el QLS Jaal
A A g 2a) g S B el paldll ) cilalS adat § Jadal KeePass X C gl pddiul o
https://keepassxc.org/download :Js 38l kil ;o

KeePassXC

and auto-fil

Le your
favorite apps. 50 you can forget all about them.

We do the heayy lifting in a no-nonsense, ad-free. tracker-free. and cloud-

free manner. Free and open source.

sda giiall abaal) e el el el

b siaall ) Jsall s cull Ciladia (i 2l PRENVE ‘f:uﬁ G.Atug s :(browser) @mld\ -1

(i Y e

‘)MAM 3\;)33.4\ &L\\A}LLA.“ s C'_i\:\Lu; ‘f IQJ};A 3lal C'_t;.ﬂ\ &"_1\5‘);..4 ;sin,d\ S jaa-2

Qi) 883 a3 Laa cBeliS 5 e yuas (3Ll dand 5 il ) J e sl llanall s 3] «(OSINT)
) 3% de s

Sl o
Archie
WebCrawler
Lycos
Yahoo!

Google
Bing
DuckDuckGo
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Yandex

Dxaall s gide Gl glaall pan Jlas 8 dedile 28 4 :(google dorks) o<SUse Jas> -4
Cmalall cpeadtiall 3 jalds o oS8

site: (pre a8 sa (aca Caanll Al paal

o filetype: PDF 5l DOC Jis (ame g 5 Slile (e Eandl
° lnurlURLu\ﬁ‘:AoJm@w&QLﬁ#um&JM
o intitle: Aadall O sie 8 dme GllS o (g giad Cladia (e Gl

e intext: iaial (s sine J3l> LS (e Canl

URL SEARCHES

Search Operator:
inurl:[search term]

Example:

inurl:pdf

Purpose

Targets specific web addresses or URLs. This
can help you find web pages or documents with
specific terms or file types within their URLs.
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AL e gl 51 Slead) e sl 3 jxal) g sal) i dia ) wl shall Jie diaa s

EXIF.tools

A multimedia file metadata tool

EXIF.1ools runs exiftool to extract all metadata about an uploaded or intemet-located object. Exif.
simple web-wrapper for the tool for online use. Questions/comments can be sent to me@luke Joi

View File Metadata via Upload

L |l

Upload File

View File Metadata and HTTP Headers via URL

Get URL

QUOTATION MARKS

Search Operator:
“[search term]”

Example
“open source intelligence”

Purpose

Use quotation marks to search for an exact
phrase, preventing results with individual words
but not in the desired order. Precision is crucial in
investigations, making this operator exceptionally
useful.

FILE SEARCH

Search Operator:
filetype:[file extension]

Example

filetype:pdf

Purpose

Use this operator to pinpoint specific file types in
search results and locate documents, images, or
other content in your desired format. Common
file extensions include: pdf, doc, docx, xls, xIsx,
PPL, PPX, jpg, jpeg, png, gif, html, and xml.

WILDCARD SEARCH

Search Operator:
[search term] * [search term]

Example:
John * email address

Purpose:

Inserting the asterisk symbol (*) allows you to
substitute it for unknown characters in a search
query, enabling you to find variations of search
terms or discover hidden content patterns on
websites during open-source intelligence
investigations.

o Sy ol i) ]y 555 Jin doal il il

https:/www.idcrawl.com Sl pe Sl [Dcrawl pasiul o

https://www.social-searcher.com :bluall e Sl gocial-searcher paaiul o

https://infospace.com :“lhluall e Gl INFOSPACE aadial o
https://www.usersearch.org :2Lluall e G N USERSEARCH a3l

:Sblall oo Sadllinstant Username Search aaiivl o
https://instantusername.com
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Google Jie 48 )l Ll Al ciless 5l e luall Ll clily o adied il g <l ol alasinl s
& il ) dgiatl) Al Aadal) sast s 4l aall &8l sall Jilail Google Earth siMaps
oSy

Alle B iy Hsa e //:d sasll Google Earth paaiu

http:searth.google.com :a8 sall 1o

An animation tool for Google Earth imagery

Blank Project v

gl (8 pual) Gial) -8

i EY) e b sea dayl ) JA3) 5l 5 ) sea Jaend (ppeddivsall i 4 4 ) seall (o Sl Canl)
sl oo Gl tineye b padinl ccu sl e Ll dilan 5l dgilin pa o ) iall

https://tineye.com :a8 5!l 1ol

TinEye

Reverse Image Search. Learn more ©

Upload your image Enter image address

Browse_ | OF  paste URL here (page of image) m
sl s ‘”,uSaJ\ ¢l L9
klu‘):u‘y‘wﬂjyah\)dhd\jiﬁjﬂdém'uyw@ﬁ@ﬂﬁ J}ha!\uc‘;u&d\&"_\;.ﬂ\
sl e Mfacecheck@\jﬁ?m\ sl e L@J&\J:m}\l@d\.&a‘))més el

FaceCheck.ID https:/facecheck.id :ad sl 1l )

Bypually Sl e polaill pe Sadl

[—\ e el 5 Gl aadlls gl a

wiliadl Jzul jo0 @ dpuinll iyl Sipe @ reloizl Lolsil Jilwg @
Sligaelly ;LY @ Slbgrall @ oellizall @

a23)l 8)310 Sy e Sl

alaioVl bgsi e @olsl
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https://www.truecaller.com :a sll 1ol

9:01

truecaller

Aasi jo Dl slan pand sl egpma (S5 SN 2 0 daaa gl asa g 2asil s H gAY Al oo Gl -1
Lol Jea Glaglas e Esll minervaosint cﬁ}o eqil.u\ ‘wﬂ\ Gblaadl o) g sl Jie 4

(s RS

https://minervaosint.com :a8 sll 1o

Minerva

Find QISESENSSE of anyone's email

Email OSINT Breach Searck

Use Premium Lookup @

1A AN Ll e Gad) 12

i) Ayl ULl ac ) 8 8 g IV a5l (il il sles e shall S5 88 Gla¥) any
bkl el 8 8 Sl haveibeenpwned &8 g

https://haveibeenpwned.com : a8 sall Lyl
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A8 ja agd Caagy AadHll Cleally Adadi jall e slaall Jilads pen 15 ldall cSlaal) B ) 13
8 50 paiiul Aiiia il se b jadiall Jadlaall Jay ) f e g il e AdasY) CadS g el J) saY)
Bl 4 ) 3leall 3las Jas A& Sall intel arkham

https://intel.arkham.com : a8 sall ki

Arkham

Callaall ae Lt 48y yhay daauaall 3 ) gall g ) gAY (he ALl de sane; OSINT frame work -14
daall da gide Cila glaall adali g aes g Sl &

Usemame Search Engmes ©

Username O e c S o
Emat Address © Imsses O
Domain Name ©
Videos ©
P Acoress ©
Images / Videos / Docs O Webcams O
Social Networks ©
Instant Messagng O Documents @
Paopie Search Engines ©
Dasng @ Fonts O
Telephone Numbers ©
Pubiic Records ©
Busines: Recoros @ General Search ©
Meta Search ©
OSINT Framework O Transportation © Code Search O
Geotocasen Tooks / Maps © FIP Sewcn ©
Acadamic / Pubkcation Search ©
F Search Engines O News Search ©
‘orums / Biogs / IRC @ Omer ®
Archives @ Search Tools ©
Longuage Traaslaton Search € e ©
Metadata © Fw"c' "I"’o
Mobile Emulaton ©
Terrorism ©
Dark Weo © Baseds O
Digits Currency © Barcodos | QRO
Cassisecs © Javascrpt @
Encoding J Decoding O PHP @
Toois @ XORO®
Mabcous Fiie Analysis ©

Explots & Advisores ©
Threat inalgence ©
OpSec @
Documantadion O
Trainng @

2025

O CyberChet
O Functions Online

29

https://osintframework.com :ad sall kil

O ExifTook (T)
Search © O Jefirey's Exif Viewer
tnstagram © O Extviewor
Fickr © O Search by Exif
Matadata O QO ImgOops
O Motagicz
O JPEGsnocp (T)
O GeoSetter
O gbimg.org
O FoloForensics
O lzitru
Forensics O O Ghire (T)
OCRO O Stolen Camera Finger
Tools @ ) Camera Trace
O What The Font
O Font Squirret
O idenFont
O Font Spring
O What Fenl Is
O PubicWww
O Searchcooe
) NerayData
O Qurob (T)
O Gitnub-Dorks (T)
O GitLoaks
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Adld) bl ac ) 68 g sl IS jaa (e el ) J gea ll Cppendiionl

e

TR b e

https://faganfinder.com :a8 sall 1ol

I | search Google
Results cpen in a new window,
Change search tool
Search engines Encyclopedias — Other  Non-English Q8A Academic engines
Wikipadia — Spanish Zhihy — Chineso Google Scholar
Googlo — verbatim Wikipada — Portug... Baidu Knows — Chi... The Lers
Bing Vidipadia — Halian Oroorui Mail ru Somantic Scholar
Yandex Wikipeda — French Yandex Q — Russian BASE
Qwant E. Universalis — FR Yahoo! Chobukuro ... Scilt
Exaload Wikipeda — German Oshivto! goo — Jap... ResearchGate
Mojeak Wikipada — Dutch OKWAVE — Japanese Dimensions
Wikipedia — Swedish Gutefrage — German MyScence'Work
Alternative engines Wiipedia — Russian SHARE
DuckDuckGo Groat Russian Ency...  Web hosts Baidu Scholar — Ch. ..
Ecosia Wikipeda — Polish Wordpress.com
oTools.ch Wikipodia — Arabic Modaum Open access academic
Startpage Mawdoo3 — Azabic Substack CORE
Posioar Wikidot Papenty
Swiascows Miscellaneous JURN
Yippy WikiLoaks How tos and checklists  FreoFulPDF
Mion Shoet GitHud Hes widHow DOAJ
M.S. non-commercial OCCRP Aleph Chechil
Guinnass Records Googhe how-i0 sites Paig databases
Non-English engines Primo by ProQuest

30

2odls Cuilga Al (peddiue sland Ge iyl ded ol g )

Libraries+ Europe
Europeana
Archives Portal Europe
Osmikon
Nat Archives — UK
Britsh Libeary
Ji5¢ Lb, Hub — UK
Archives Hub — UK
Galtica — France
Arch. Nat. — France
DO8 — Germany
Russian Stato Library
NEB — Russia
NaL Lib. of Russia
GPB — Russia

DPLA — USA
Libeary of Congress
Nat Archives — USA
Lib, and Arch. Canada

:OSINT Rocks -16

Q\}Jy‘ w&.‘;}m L.-?Aj

(s S

https://osint.rocks & sall Jay

osint.rocks
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https://www.osint.industries/project/using

facebook-to-crack-fraud-and-find-missing-persons-with-osinttactical

O Ll ClaS ae daede OSINT dae ki () sialil aodiind 1dgad l) cBlaad) glad Cids 22
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1 UC, Recommendation No. R (95) 13 of the Committee of Ministers to Member States Concerning Problems

of Criminal Procedure Law Connected with Information Technology (Adopted by the Committee of Ministers
on 11 September 1995 at the 543 meeting of the Ministers' Deputies) Available on line in dec. 2000 at
http://www.usdoj.gov/criminal/cybercrime/crycoe.htm
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36 Jan Brown & Brian Gladman — The Regulation Powers Bill — Technically inept: ineffective against criminals

while undermining the Privacy, safety & security of honest citizens & businesses — P. 4 Available online in june
2001 at http:/www.fipr.org/rip/RIPcountermeasures.htm

37 14

3% M. Hubert BOUCHET- LA CYBERSURVEILLANCE DES SALARIES DANS L’ENTREPRISE -

RAPPORT D’ETUDE ET DE CONSULTATION PUBLIQUE - Mars 2001 — P. 12: . La mémoire cache:
L'utilisation de la mémoire cache est un moyen d’optimiser les temps de chargement et désengorger le réseau.
Son principe est analogue a celui du proxy évoqué ci-dessus : éviter de solliciter inutilement les serveurs distants
de site web quand I’internaute consulte fréquemment les mémes pages. Mais a la différence du proxy qui est sur
un serveur externe, ici les pages sont mémorisées sur le micro de I’internaute au fur et a mesure de leur
consultation. Si cette fonctionnalité est présente sur le navigateur, lorsque une requéte est lancée, le navigateur
commence par aller voir sur un répertoire du disque dur si la page HTML demandée n'aurait pas été chargée
auparavant. Si tel n'est pas le cas, il effectuera alors la requéte auprés du proxy, puis aupreés du serveur distant,
mais lorsque son résultat arrive, il sera enregistré sur le disque en méme temps que présenté a l'écran. La fois
suivante, si la méme requéte est lancée, le navigateur ira simplement la lire sur le disque. Cette mémoire est trés
souvent appelée “Temporary Internet Files” ou “cache” dans I’arborescence du disque dur. La rubrique “Vos
traces” sur www.cnil.fr explique aux internautes comment effacer leurs traces, s’ils le souhaitent.
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3 Orin S. Kerr — Computer Records & the federal Rules of Evidence, op cit at 7

40 Testimony of Kevin R. Mitnick / U.S. Senate governmental affairs committee, op - cit
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DIGITAL EVIDENCE
& THE NEW CRIMINAL PROCEDURE
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Prof. Orin S. Kerr:-

! Associate Professor, George Washington University Law School. Thanks to John Duffy, Laura Heymann,
Mark Lemley, Cynthia Lee, Chip Lupu, Dan Markel, Tom Morgan, Julian Mortenson, Spencer Overton,
Steve Schooner, David Sklansky, Daniel Solove, Peter Swire, and Bob Tuttle for their helpful comments

on a prior draft.
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DIGITAL EVIDENCE AND THE NEW CRIMINAL PROCEDURE

58S Crug) g g )

Orin S. Kerr**
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2 Associate Professor, George Washington University Law School. Thanks to John Duffy, Laura Heymann,
Mark Lemley, Cynthia Lee, Chip Lupu, Dan Markel, Tom Morgan, Julian Mortenson, Spencer Overton,
Steve Schooner, David Sklansky, Daniel Solove, Peter Swire, and Bob Tuttle for their helpful comments
on a prior draft.
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INTRODUCTION

Lleadl) e ) yial) aaell Alacind Ailiall el aW) o $lE s o camy Ca ) jall sda J5liw
ol Y Bl 8 o gulad) 5 e alasciad Gl Jalas 5 34068 1 A1) ) € Sy axis ) sl
Gl s e A 1) ALY aan Caling (S 5 el ) ALY ALY (e lyas OIS gL 8
08 (& Cladla) ) gasi O gy i Al ALY aaad saaadl Cldlll) G e iy dpagal)
Aol 1 ALY pas anaiil Aladl Cilel YY)
el o gudadly Aalaiall 3l ) (Y Agliad) o) padl saaa ael @ ) A N ALY o o oy
(2 (Al AS il LIV aplasil Alall Cile) aY) 538 ) shai a8y s U 5il8 allai sagas (iliay
b i il G ol apaat 5 lall 3 sed Clalged s Apalall AY) aan A 5 galall Q) )
O Adlise (3 ylay 43ad H1) ALY pan by G L ) A seadl Cilagags 5 bl claliia) 4l
e gl of A Hal 1€ ) ALY aead Bagaall 5kl calias alall AaY) 5l Glaall 3 sedi aled
Lo Llle L) 31 sagaall cliggaill daily (L) (e, 3 Agilaie aa ol dagail) cilaaaill by ohat o3
Al pall 8 clagal) 2l 5 e Lt die dalall Aadlall 5 Ay sanddl (g ()31 55 Al e sl @l g3
bl e gd Aaad N ALY Clida 3 ALl ) e Wil vie dlade gl ) dgalall
Uy b dabie je maal oh ol e S invasive government powers & ) A sSal)
oAl il e o il ciligaill BNl dpes sl dpa peadll Cilang) e @l aa g cclilud)

daaae 43l a) e ) dalall el new dynamics suaad) Cluliall G dul ol 038 XS5
Aol o suaall 35l (aans 2ol @l (i o) a Ll a2l ALY) pes ailatil Lanad
e Laia V) s jlaall 5 3aaal) 3ilEa) sle ) je an 5 AY) 25l elal) 5 Sl Tl ) gula /Ada )
ke 355 misuse computers Lol adind selu) s o gulall s jeal Liahadiu) 44 4 dailall sauaal)
oy O s o8 ) ac) il eda (e el ol a5 olizalll ol 55 Le A dans o) Gasg celld
domy il gl (e 2l (Sl o Sy oAl O Daiaall e s aSlaall e (A (G (S il il
A sl Lol 3 il dani 3 Y 5 Sy s et ani oo 30Ul daanll oISl

.constitutional traditions

& Saally aoai Sl (e sedall (8 saaall de ) g8l (e dae Ty ppaill Gany Jadly iy S
a8 Gl JSE ) dosetl i 3 aSlaal ey iy caaldl) uadl @ sind)
c el (g siall (e 5 Baaall ae ) g8l Lellasinl &3 g ¢ gag 4aEil) ae | g8l b ) o3 285 0 gulal)
) oasll Apa padll (6 AV saaall Glangdll Asdladl el Aala ol B Gesad SI

3 Criminal procedure is generally defined as the rules and procedures that the police and prosecutors must
follow as they investigate and prosecute criminal activity. See, e.g., Russell Weaver et al., Criminal
Procedure: Cases and Materials 2 (2001)
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alasinl Y sl Jaay 2S5 <digital evidence dxdLll Y ) eyewitness testimony
Sl ol Y facts @il e AU ¢ all Jsady AV e Gae i) Gaded laa Adlide pen 35k
Ugiaall pe Jasally (hnall Sbleal ol )l Jadll s Je 35S 3l ae cgoverning law
b 4 aaae Jall ol ) Baedl) s o an s .unreasonable searches and seizures
iy e ) 13 gl 2 Lavie Ui 3 el gall (e laae llin (€15 ol il jall aili )
oY) e bl saaa 2ol 8 ) dals @lia gl GBI ¢ ) Jalay galall Q) a8 claasl)
LS et () amgy A b 5l g 20 ) gall 038 adle gari a8 (G3) JSA J ga ) ) SET a0y 5 cdad )
Aalall ae ) gl e 2aey g ALY ARl laiua) 8 Jadlly | gy 38 (s yai o1 g aSlaal) o elay

smlally

B0 Jaal) dgal ga A salal) ) T
I. PHYSICAL EVIDENCE VERSUs DIGITAL EVIDENCE

corganic rules 4l 218 4 Rules of criminal procedure 4stall Clel j2Y) ac) & ¢l
4 Al Badall Huadl Un graca (33Ead) juat Ay e jlaly Lgwdati ) st iy e Cad 60
el @ Jal e Unria 3185 48,1l A5V 0 3 Gl 46 el 5 existing legal doctrine 4l
Lé é.-.‘sﬂ‘ é\ﬁ}i donlail) (.\3\‘);1\ ‘; é.\sa.ﬂ\ Golaa L‘)\&M sl LA\ Ct\;.s agiliald) Q\c\ﬁ?\l PAEREN
Jaal e 45 jlie JNA (ye UMY 6 Jal 138 (o€ i gun AT e (5 a5 1 250 o
) s 4y aiiall (3 pay Cum Ly 85 Al o gl Aoy a5 LN Uil g Aol ol 48 s g J 5!
G O Wiy (e yall il 45 e A a5 8 e sula Slea hacking Ba) (3 b oo
e (585 La Lle dalall 23 el s Cybercrime 4sal y@Y) a3l yall mechanisms <l o <
) 4 ‘_A\ dalall ccalaall Al 9 aaliag (5aaa Q\}E}j (Aalid o 4l ‘;\ aalia ) QLJSI\ o S5

N .w -S.~ . a:‘-.’\}-.’lﬁ

@) allad) ad) o A Clidadllg galall alladl ail A
A. Physical Crimes and Physical Crime Investigations

(olne oo op iSa ) Al 3 8 25 i) aal 48w ) 8 Fred Felony ishé w8 off Jiad
aadle (358 2,8 31w deller Gl pall alel o )50 i Ledie (i g JA 4 A5 b 5y
daa Dl y Adas Sall Gl peall (5 "s3h aal a5 ) 5a W IS ke stick up Aluaza o2 ¢ 58
2y 5 Apaally 2 )8 Glasey Jlall e s 3 8 Sgsany (ol paall alusy 3 585 i e )k Qs Aiad

A o i 5 e Cua 4 b 58 a3 3 e )

76

o5l dlogll —Lgh)
Aol dlogul i)
2025 ~—



3l dadl4 o §)la|
A | 64167
CYBER CRIMES DEPARTMENT
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(8 Apatl) L) 8 Bac Lusall a3 (5 ) e il (e Sy s A ) e ANV ren s (sl
2sed ilaled pan (A 5 Sinall oY) dadl yiuY) (5SS STy Al Yisa g Y Loy AaSaal
0kad) 12y (2 b shaa e Caia g clid) i oy AV (alalil g Gl yeall (e Bl il §0)Lal)
Cre ol 3 ged aled alliin S0 g el 55l asd sl 5 Ja fedle e Alga IS Ja gl IS S
e ALY = sl s il 5L IS (e w3 o gman s pgiielio slaa¥ Le Jga (alidl e S
Al dray Ladie azang ol ) Lo Joa alaledy oYY e 150l 0o tle & 53 (e (e LG (Gisl)

e pall A Gis )

g yad) Loy 8 Aol ALY aelos o Aalall DY) pan & (Biaall 206N dadl iuY) ()5S
sk 8 LS 5 Al AaaSlall iaall dseiin (JUall Jua e Glill Yisa g Y Loy 44 agiially
A nua Aol )y u B e ilary el all bad gl e leway (e Uiy Lellay 5 il juall aa
OSan A (8 aleny S Ylay) i i ¢l 5 288 Lay )y il 2 A g Ledie il o Lay ) Lial
defendant aeiell (4258 dussale Aha LESY Cuilaall din ) Lea s alall ADaY) oda apai

RESSEER

<lidl e physical evidence 4l A2Y1 5 eyewitness testimony gl 2 e salgd Cagi ol 13)
additional evidence A1 (lSa 8 dla) Aol e Canll ) dda il rling 288 (3 58 2z dpuzadl)
A8 s el s iy (e G5 pry SIS 1Y) Lo dd el (AT agn Leiidie Ada il o saiu 8 elsewhere
Ao il al CulS 1) g el Bl a5l Alae Ol jl e el elail tpen 8 () sfiagy 8 @il
o) gl 48 5 el Al (315 5Y) Jia Aol e Uiy 4 yie G0 Ll ) gad e 33 Jon diala & K4
OSa Aaake a5 Adlia) lie 3 5e5 Claled man g Caagll ()5S G5 bad) Lgai s A Al daiadl)
o i) Canaind dilia) A1 e lSaSal o (e gl ynd 13 i) (3 258 of bl A aclas

.crime scene da_all 7 e 853 sa sall Glaadl 3 5ed ol dpalall AaY) Y 3auaal) 1Y)

U dpailly cagie y b il A8 pu K51 a8 O LY AAS A peny Ginall G ia idil
28 o LY Lald) AoV 5 ) 3 s 3ol ey () saladl () se el a5y AaSlaall i g daSlaall
35 (A g B SAall daplusi g 4t 5l 4y )8 ol 81 A8 J s (il peaall gy g Ay jadl ST )
e b ) 3 sedl) ae i 48 ) o Ll o grams g "}i) L Jsa agdlale O Al eyewitnesses Obe
482 8l D) e jury slaal) dia (S i Qi Lgiile ) 8 o) AaVL dpad s 4
dsune 358 AT Q) Jas e 0 deliberations <Y shaall ¢l the jury room ¢l s
omdaaall 2a g cpl 5 (oS Jsa 2y g i sall Sl 2alid ¢ Sinall a5 s i) (g g Al ARyl
L ) Jaandl (8 ¢ 5k 2y )8 J Jie A Liids dda i) <l 13 7SS el J 58 D amy S

4 See In re Winship, 397 U.S. 358, 363-64 (1970) (discussing the reasonable doubt standard).

5 See, e.g., United States v. Patane, 124 S. Ct. 2620, 2631 (2004) (Kennedy, J., concurring) (noting "the
important probative value of reliable physical evidence").

¢ Evidentiary rules such as Federal Rule of Evidence 901 guide the admission of evidence. Such rules
normally require testimony "sufficient to support a finding that the matter in question is what its proponent
claims," Fed. R. Evid. 901(a), such as by testimony from a witness with personal knowledge, id. 901(b)(1).
7 See, e.g., United States v. Towns, 913 F.2d 434, 439 (7th Cir. 1990) (reviewing physical evidence admitted
at trial following a bank robbery, including "a small blue vinyl bag similar to the one that [a] defendant
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.beyond a reasonable doubt <Lill ¥laa & Y Lay 4253 L) A glaa g

Qgulall ol & il g G gulal) ol 2 B
B. Computer Crimes and Computer Crime Investigations

Aalall 5 Ll Jarius Lo a Ay jadl 028 (e electronic version 4 s i<l 4aus ) Jais Le s (Y
O Aaad )l J) Y1 48 s il virtual visit dsal i) "5k o Al o &l ela yial g Sl
] dllia Aola) Ll A8l dids BB e gl Gl B e casgd) @il Cgula
Jains Lavie AaY) 5 e pall 5 48 o o patll ga Cangll ()6 b (e Yoy SV (g Al

digital evidence 4xd Al e (5 ghaii Al 231 all ) Zualad) 23l jall (g

iy cbaadd i) 5L e Yo sala Slea aladiuly ) sa¥) A8 ju 5k 358 8 6 all o2
) Aedd 35 30 ae A8l il (e i Y ) sl Jaads 358 0 5 A Jie e S0 BY) e
336l (1) s Sledll 4 () e a2 ) e Jocal internet service provider (ISP) (slss
Uases sl gl 8 gl (e Jalf 230 IR (e Vsl s S a8 o V) ety alil) pulal)
crad Aliade ¢ anin Jalaia U AL Aalad) g Camcall L) il G gulall 8 jeal HUAy a3) jlaa oAy
Yl sla gl pe s el adle Cpatiad el 3 8 sl s gas il Gad s (5l Jsla 13) L agadl 53 padiul
Rale 3a o a3la g 4l Ul Jasns 5S Uiy salS 3 Al el oo Ladlas ) 3 8 o pim sl
Axalall Gogula Yl hack (3 5 cdn (el TSP e i) 3add 3y e o Al U Jasa S ulailS
Gl (A Jsea s oLl e ASall G gl 31380 lld 2ey 28 dralall gl M) J i £ L) c“
& 2 e Y glaa sae a5 bank's main server Slill oo Hl) ad Al 4 8 Caagioy (Al
psaell (ki) ol gay 28 il ada ) Jsdall da 5 s S0 At 1) 5l AalS 200

HEATEPS

[was carrying during the bank robbery,] an empty ammunition clip that would fit only a .44 caliber magnum
semi-automatic pistol" that was recovered from hotel room where defendant stayed on the night of the
robbery, as well as "a pair of sunglasses similar to those that defendant Towns allegedly wore during the
bank robbery; and . . . several money wrappers that were identical to those that had bound the money that
the robbers had taken from the bank").

8 The most obvious difference is that the physical crime involves a threat of physical harm to persons. In
the language of criminal law, the physical crime is a robbery; the virtual crime is a form of bank theft. See
generally Wayne R. LaFave, Criminal Law 996 (4th ed. 2003) (noting that the crime of robbery "may be
thought of as aggravated larceny-misappropriation of property under circumstances involving a danger to
the person as well as a danger to property-and thus deserving of a greater punishment than that provided
for larceny" (citations omitted)).
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Ssed aa o Y Lalai Ulide 5o crime scene deall 7 sase O )il e Gl TaaSu S oK)
Ao s e e Ul (nsale il an 50 Y5 calaBY) Ggan aal ol gale Jida aa o W el b (e
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e als il cdigital evidence <8 Jis 4 Aole Al 5l e 3 sed Baled ey Al ol

. It is digital evidence: zeros and ones of electricity.db xS 4xph

Gl Cgula e el alaidll Jgase Lldae & Giaall Y15 shadll ()5S §5a8a0) o as
o‘).nl.nubyw;y‘@muﬁju)u\aj\és@ﬂeﬁgﬁ&m:@ﬂhw\uu}u\@m@m
dagyall 7 puse iy Of (8 B e b llin CilS a8 dpalal) Ao sall pas Jaa QI il gleall 228
bt e Gl e aad (K ol 5 s substantial leads 3xS ks e crime scene
a ) Groa da all 7 e A 3l s2 52 5 18 cnumber of suspects ag Adidiall a je ALK
A e Vel aliee 88 Lolad Lilide Gyl 38Y) dagsall 7 jue s2u 5 age 4didiadl 2ae S
@J;g\é\)zsu.euf‘(,M\@ud&gg.;\}:g‘uwoimé@\w\gy‘;wggﬂ\

.hacked into the bank

sl S5 n olsie JSS GO investigative lead Gss3 dao Sl b dlzadll alasa b
A Jalay Lo g [P i Y1 JsS5i5 O sie @il aal o ddau) 51 Jasse Internet Protocol (IP)
o smbal) eay 58 Juaty sy Jain) 38 il s 55 of Jeinall (a5 ¢10C5 501 e i)
Dl dadl 13 (e 6 3aS 4y Galall LY TP i) J €555 ) sie da s iy palal)
Sl (e S S Al i i e Jslag s [P o) st sl faw of casy Fred Felony e

? This hypothetical is loosely based on a case from 1995. A computer hacker named Vladimir Levin, located
in St. Petersburg, Russia, hacked into Citibank computers, set up various accounts, filled them with money,
and then had coconspirators withdraw the money. See, e.g., William M. Carley & Timothy L. O'Brien, How
Citicorp System Was Raided and Funds Moved Around World, Wall St. J., Sept. 12, 1995, at Al

10'See generally Register.com, Inc. v. Verio, Inc., 356 F.3d 393, 407 n.4 (2d Cir. 2004) (posthumously
published draft opinion of Parker, C.J.) (defining an Internet Protocol address as "[t]he unique identification
of the location of an end-user's computer [which] serves as a routing address for email and other data sent
to that computer over the Internet from other end-users").
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A Al TSP i Y1 A 35 e (Al paldd LoV [P < i) J S g g g o) sic
il JLaiD i3l (51 agual (LS 13) Lo ol TSl 6 alal g ey SV GGl e cang
D O g Al 84S records Sla 2 ga s Alla 5 8 gngll 48 a8 g (53 2aadll il B
Giob oo Aleal ) S @l aay Giaal) 4 g Aaaladl 8 L elid) e s gagdl o ) Ol o3a
‘A;\ ) o2 i daalall ‘_,’AAJAL...; Ol dga g alls uﬁ} Axalall (.9 eLL',.'\S\ J g Jlait)
SIS smy Ginall g g 305k (a8 Y1 A 3530 3 (Sl daalal) 3 Uiy o gl o
e Y Al 3 e (B ALl OOlas lia ClS 1Y) p i palAd) o Y deas 3 e JuaiYl
G ) asagll g e YD A Jgea sl i S 58 Ol o ) Sl oda i O and

' Cf. Michael L. Rustad, Private Enforcement of Cybercrime on the Electronic Frontier, 11 S. Cal.
Interdisc. L.J. 63, 98 (2001) (noting that for investigators of internet crimes there are no geographical
borders and thus there is no "traditional crime scene").

12 Orin S. Kerr, Internet Surveillance Law After the USA Patriot Act: The Big Brother That Isn't, 97 Nw.
U. L. Rev. 607, 663 (2003) [hereinafter Kerr, Internet Surveillance]. This is true because the internet is a
packet-switched network, and a communication intentionally sent from A to B to C is normally routed via
two different stages of packets: First, a packet is made to send the information from A to B, then at B a new
packet is created to send the communication from B to C. As a consequence of this architecture, the packet
only indicates the source of the most recent packetizing. See id. at 663 n.284.
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o 433 el Alud (o gini Ladie | Cpinal) Jalia da sdna gl AL Doy Ledaliialy 3 5 yadll
A8 yall cant AT (ISa A ALY peal AliAg ) sl Jsma O sl e ang ) suSalal
‘_Ac _)J)A\ Z\SJ; 4_\§\).d d:\;.uﬂo_).géi ji cn\_).} e\d;:u.u\ L.A\ Aalisiiuall Mg\).d\ 150 g 15:\,3&.\53;.».«3\
QS e oAbl 48] jall (GUai adiny g 0da 5 yell AS jad Ja L] 5 Jatanall 8 i y33Y)
ol Bl G iad (Al 4 k) Apsiled) ClallSall e Cuanill Jady 88 45 oS5 448 5 481 jal) Sl
esaell alal) Y jaadl ol g N dai 5 8 o daalaldl g Sy

| e (1583 sl reoccur LSk 8 el jaY) Ll G o dliieal 48 el o) s Al 5 Sl
oA (e AaY) Al 8 50 ikl clilad) JLS) Wlauzall allas 55 Oisall (Say5 congoing
el 130 )51 (e 3y 3l Cam sy AT s o L) A gladd 3y 58 gy 38 Ll Jalial) 48) e
cLaJ}}L@_aC‘)mA\):\QJ}@AJ\UGMMMJ\AU\)AMMcwaﬂqﬂ\edhé\d‘)b:ﬂéy‘)w
Of Adainall 48 yall (K (5 AT 5 pe dglia 58 S 13 Sl ) asladl e dga 50 VL)

160 54y (al Al TSP i i) Aedd 25 e ) AY) (e s |l (3A3

sd 4l SX electronic evidence a5 IV AaY) pan (a5 a Y1 5 LGN Al ) ) Lo g8 138
S Aol pand Al jie A (i el 235 ) Ada ) s ) Sl (e (IS bl a8 ey ja Al

13 For example, in United States v. Kennedy, 81 F. Supp. 2d 1103 (D. Kan. 2000), FBI investigators
determined that a computer assigned the IP address 24.94.200.54 contained illegal images of child
pornography. Investigators contacted Road Runner, the ISP that controlled this IP address, and obtained
the following information: The subscriber whose computer used I.P. address 24.94.200.54 on July 2, 1999,
at 11:49 p.m. was Rosemay (sic) D. Kennedy of 9120 Harvest Court, Wichita, Kansas, telephone 316-722-
6593. Two users were listed for that account: RKENNEDY@KSCable.COM and
KENNEDYM@KSCable.Com. The account had been active since June 7, 1999.

Id. at 1107.

14 See Computer Crime and Intellectual Prop. Section, U.S. Dep't of Justice, Searching and Seizing
Computers and Obtaining Electronic Evidence in Criminal Investigations 104-07 (2002), available at
http://www.usdoj.gov/criminal/cybercrime/ s&smanual2002.pdf (on file with the Columbia Law Review)
[hereinafter DOJ Manual]. The manual notes that: Some providers retain records for months, others for
hours, and others not at all. As a practical matter, this means that evidence may be destroyed or lost before
law enforcement can obtain the appropriate legal order compelling disclosure. For example, agents may
learn of a child pornography case on Day 1, begin work on a search warrant on Day 2, obtain the warrant
on Day 5, and then learn that the network service provider deleted the records in the ordinary course of
business on Day 3. Id. at 104-05.

15 See Kerr, Internet Surveillance, supra note 10, at 616-18 (explaining distinction between prospective and
retrospective surveillance).

16 One early example of how such a trail of evidence might be traced back to a suspect is recounted in Cliff
Stoll's The Cuckoo's Egg. See CIiff Stoll, The Cuckoo's Egg: Tracking a Spy Through the Maze of
Computer Espionage (1990).
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S & Wala il (S deleted files A a )l colalal) g 18 g 1ale Jad (e Adade Jualdhy
dalie Wl o cp el dalie ) Laié 06 Lo sdle delete function <eis dads S 195Lal) (1
e Al e g sing cale o gl Jalat (oS a8 a8l 5l 8 e o8 (gl saad Vg saal) al sall
COlas sf eclaaadl 138 e Ol oo ISy 35 2045 & jeaddl e luad) dlae Y daddiuall el
O 0sSs a8 (laiial) 22 Jie o il 2ol 1) cia Ao ol G gulall 5 eal (e e 33 ale
Aoy e baie Sls Jall s 85 o Sy o sailal (e 48] 3 38 2 gl S 1) Lo ddyaa (Sl
psagdl ) (8 casaa (il 4 4iliall el lll o sulall aladiul Cauad 4y 5y Ol juadi aa 65 08 s 8

Jstrall il e oLl g D gha Un gl aday o Sy 40 4gidiall Lalal) cilSliadlly

(# Aliais de seaa Computer forensics experts 4w gulall dae H3l Jalaall o) 3 sha 2l
Jaalill 5 21allas s Goaghl pula e o) ie sale el il llaa a3 el aY)
A 4sam s salall gl jaliay Lesale sl aga alall aladall (S1g clin dage Cand Ayl
Gt o il Jasall Gl jal GV Uy pn clld yoinyy 22440a30 o Sall o i) Jaral) s
eany A gl bl a8l e AN e ) diall sale (o gulaldl o] i aodalion Vg DU gla U
5 "bitstream <l 35" 5 ) g oLl Jlaall ay Jarall ) 33 5all s a8 sall 3 Cand) ol jals

17 As the Justice Department has recognized, "generally speaking, the fact that an account or address was
used does not establish conclusively the identity or location of the particular person who used it." See DOJ
Manual, supra note 12, at 69.

18 See Eric Friedberg, Catch as Cache Can: Forging or Altering Electronic Documents Leaves Tell-Tale
Fingerprints Behind, Legal Times, Feb. 2, 2004, at 36.

19 See, e.g., United States v. Upham, 168 F.3d 532, 533 (1st Cir. 1999).

20 See James M. Rosenbaum, In Defense of the Delete Key, 3 Green Bag 2d 393, 393 (2000).

21 See, e.g., United States v. Whitaker, 127 F.3d 595, 602 (7th Cir. 1997). In Whitaker, the government
retrieved computer files from the computer of a narcotics dealer named Frost. The files from Frost's
computer included a spreadsheet file detailing records of narcotics sales and amounts owed to him by his
coconspirators. See id.

22 See generally Bill Nelson et al., Guide to Computer Forensics and Investigations (2004) (surveying
current computer forensics practices).

2 See DOJ Manual, supra note 12, at 44 ("As a practical matter, circumstances will often require
investigators to seize equipment and search its contents off-site.").
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dpaill 5 cagio 2 80 gaed) o A e CASSH 3 8 gaila Qi Ol 5 cdaals Sl o2 o (]
e Yl BEaTl e o il At Jle 3560 plal) o) g AeSladl I s
Uases sl) gl 5 jead oUai ol pase Jars cclld amy g il i s gl Jom alaledn clidl Cala g
gy 2y 5y aalad) i Y Aedd 35 3e e il ge  ans g AV Al b aglali ) s agilaled
Ao sSall eDlae o ol yals w58 Gl ) 055 S electronic clues 4w s xS il &l Jsa
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24 See United States v. Gawrysiak, 972 F. Supp. 853, 866 (D.N.J. 1997) ("The Fourth Amendment's mandate
of reasonableness does not require the agent to spend days at the site viewing the computer screens to
determine precisely which documents may be copied within the scope of the warrant.").

25 As the Justice Department has explained: Creating a duplicate copy of an entire drive (often known
simply as "imaging") is different from making an electronic copy of individual files. When a computer file
is saved to a storage disk, it is saved in randomly scattered sectors on the disk rather than in contiguous,
consolidated blocks; when the file is retrieved, the scattered pieces are reassembled from the disk in the
computer's memory and presented as a single file. Imaging the disk copies the entire disk exactly as it is,
including all the scattered pieces of various files (as well as other data such as deleted file fragments). The
image allows a computer technician to recreate (or "mount") the entire storage disk and have an exact copy
just like the original. In contrast, a file-by-file copy (also known as a "logical file copy") merely creates a
copy of an individual file by reassembling and then copying the scattered sectors of data associated with
the particular file. DOJ Manual, supra note 12, at 42 n.6.

26 See, e.g., United States v. Triumph Capital Group, 211 F.R.D. 31, 48 (D. Conn. 2002).
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i) g 3 (o) Allall il a8 51 G Al Ailiad) e ja ) ae ) 58 sl o (raalall (ye
Clalae " i al Sl Qe ae ) g8 2l g 2840 iaall e 3 joliaall 5 (il cullasd aol Hl Joasil) jlas
Ll U8 e e 356 3algd JS5 8 AY1 aes unreasonable 4 sisall e "searches (il
Loe & 33U | sy o Sl Jasall (5 sallal oSy g sk g (g ol Gl ae ) g8 S g Ada 50
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Sl ac) @ alaii ¢ Sladll apall ) sela daluall L) candy o) oSy A (SLY) aslas JDIA e
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27 C.f. Nadine Strossen, The Fourth Amendment in the Balance: Accurately Setting the Scales Through the
Least Intrusive Alternative Analysis, 63 N.Y.U. L. Rev. 1173, 1181-84 (1988) (describing the use of
balancing tests in Fourth Amendment law).

28 _U.S. Const. amend. 1V.

2 See William J. Stuntz, Reply, 93 Mich. L. Rev. 1102, 1102-03 (1995) [hereinafter Stuntz, Reply] (noting
that "[t]he Fourth Amendment regulates street stops, but it pays little attention to how coercively the police
behave in those stops-instead, the law concerns itself with whether and when the police can look in suspects'
pockets").

30 Katz v. United States, 389 U.S. 347, 351 (1967).
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the search rules b i) Llua Jd (e glal) 3563 laled Ao gana ol Gaaisill e 58 () (pa
vzl ae) 8 lé regulate the collection of eyewitness testimony by police officers

the seizure rules govern the collection of physical 4mlall AsY) pen 2Sa3 3 jaladl)
5l CJL.AA &.9 ) Lﬁh Jaxs 4.\\_1 Gl "seizure bua" Wl A4l ¢ e evidence

31'1d. at 361 (Harlan, J., concurring)

32 Stuntz, Reply, supra note 28, at 1102. Stuntz goes on to note that "the law limits police officers' ability
to enter people's houses but turns a blind eye to how violently the cops behave once inside." Id. at 1103.

33 For a discussion of how the "reasonable expectation of privacy" test applies to investigative steps
involving technologies that can conduct searches without invading physical space, see Orin S. Kerr, The
Fourth Amendment and New Technologies: Constitutional Myths and the Case for Caution, 102 Mich. L.
Rev. 801, 827-837 (2004) [hereinafter Kerr, New Technologies].

3% Illinois v. Andreas, 463 U.S. 765, 771 (1983)

35 Smith v. Maryland, 442 U.S. 735, 739-40 (1979).

3¢ Tlinois v. Rodriguez, 497 U.S. 177, 183-84 (1990).

37 But see Harold J. Krent, Of Diaries and Data Banks: Use Restrictions Under the Fourth Amendment, 74
Tex. L. Rev. 49, 51 (1995) (arguing that Fourth Amendment should be interpreted to provide use restrictions
on information gathered by government).

38 California v. Greenwood, 486 U.S. 35, 41 (1988).

39 Horton v. California, 496 U.S. 128, 135 (1990) (quoting Coolidge v. New Hampshire, 403 U.S. 443, 465-
66 (1971) (Stewart, J., concurring)).

40 United States v. McCoy, 200 F.3d 582, 584 (8th Cir. 2000).
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41 Abel v. United States, 362 U.S. 217, 241 (1960) (holding that it is lawful for government investigators
to seize abandoned property).

42 Schneckloth v. Bustamonte, 412 U.S. 218, 219-20 (1973).

43 United States v. Place, 462 U.S. 696, 701 (1983) (noting that in "the ordinary case," seizures of personal
property are "unreasonable within the meaning of the Fourth Amendment unless . .. accomplished pursuant
to a judicial warrant," issued after finding probable cause). Schneckloth v. Bustamonte, 412 U.S. 218, 219-
20 (1973).

4 Abel v. United States, 362 U.S. 217, 241 (1960) (holding that it is lawful for government investigators
to seize abandoned property).

45U.S. Const. amend. V. The Fifth Amendment provides that no person "shall be compelled in any criminal
case to be a witness against himself."

46 1d. amend. VI the Sixth Amendment guarantees every defendant "compulsory process for obtaining
witnesses in his favor,".

47 See Katz v. United States, 389 U.S. 347, 361 (1967) (Harlan, J., concurring) (noting that what is exposed
to the public cannot receive Fourth Amendment protection).

48 Horton v. California, 496 U.S. 128, 136 (1990) (citing Coolidge v. New Hampshire, 403 U.S. 443, 466
(Stewart, J., concurring) (1971)).
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4 Kyllo v. United States, 533 U.S. 27, 40 (2001).

50 See, e.g., Horton, 496 U.S. at 138-40; United States v. Tamura, 694 F.2d 591, 595 (9th Cir. 1982) (noting
that probable cause to seize specific paper files enumerated in warrant does not permit seizure of
commingled innocent files).

51 See supra notes 8-11 and accompanying text.

52 See, e.g., Daniel J. Solove, Digital Dossiers and the Dissipation of Fourth Amendment Privacy, 75 S.
Cal. L. Rev. 1083, 1092-94 (2002) (discussing information stored by service providers).
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33 The two most common types of subpoenas track the traditional evidence gathering techniques in physical-
world crimes. They are subpoenas ad testificandum, subpoenas to testify before a grand jury, and subpoenas
duces tecum, subpoenas ordering the recipient to give physical evidence to the grand jury. See Black's Law
Dictionary 1467 (8th ed. 2004).

54 See United States v. Dionisio, 410 U.S. 1, 10 (1973) (noting that forcing compliance with a grand jury
subpoena raises minimal privacy concerns).

55 See United States v. Morton Salt Co., 338 U.S. 632, 642-43 (1950) (noting that a grand jury subpoena
can be issued even just to make sure that no crime has been committed).

56 Cf. William J. Stuntz, Commentary, O.J. Simpson, Bill Clinton, and the Trans substantive Fourth
Amendment, 114 Harv. L. Rev. 842, 857-58 (2001) [hereinafter Stuntz, Commentary] ("While searches
typically require probable cause or reasonable suspicion and sometimes require a warrant, subpoenas
require nothing, save that the subpoena not be unreasonably burdensome to its target. Few burdens are
deemed unreasonable.").

57 In my experience working with ISPs in digital evidence investigations, system administrators
occasionally expressed willingness to turn over many gigabytes of information relating to thousands of
customers rather than go through the trouble of searching through their files for the documents relating to
the target of the investigation.

58 See SEC v. O'Brien, Inc., 467 U.S. 735, 743 (1984) (rejecting arguments that a suspect is entitled to
notice of a third-party administrative subpoena).

39 See Fisher v. United States, 425 U.S. 391, 397 (1976) (holding that Fifth Amendment privilege does not
immunize third-party agent from complying with subpoena directed to suspect's information in the agent's
possession).
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60 United States v. Hubbell, 530 U.S. 27, 36-37 (2000). Even beyond these practical concerns, there are the
very different ways in which subpoenas and direct searches pursuant to warrants are executed. Consider
Judge Henry Friendly's rationale for why the Fourth Amendment offers little regulation of subpoenas. He
looked to the physical mechanism of how the orders are executed: The [direct search] is abrupt, is effected
with force or the threat of it and often in demeaning circumstances, and, in the case of arrest, results in a
record involving social stigma. A subpoena is served in the same manner as other legal process; it involves
no stigma whatever; if the time for appearance is inconvenient, this can generally be altered; and it remains
at all times under the control and supervision of a court. United States v. Doe, 457 F.2d 895, 898 (2d Cir.
1972).

6! See Stuntz, Commentary, supra note 57, at 857-59.

2116 U.S. 616, 630 (1886). Boyd involved an order to disclose customs invoices. The Court suggested
that there was no Fourth Amendment difference between a direct search and an order to disclose: Breaking
into a house and opening boxes and drawers are circumstances of aggravation; but any forcible and
compulsory extortion of a man's own testimony or of his private papers to be used as evidence to convict
him of crime or to forfeit his goods, is within the condemnation of [the Fourth Amendment]. Id.

63201 U.S. 43, 76 (1906).

64 See United States v. Dionisio, 410 U.S. 1, 11 (1973) (affirming the rule of Hale).
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2. Prospective Surveillance and the Problem of Wiretapping.

(e (,é“ QLA}M\ LA“' Jalatic | ctu:u.a ‘gi :\.a...u\_s w.’ 188 all :\_ﬁ\‘)ﬂ\ BEx ui Koy Eua .69¢5‘)33>“

65 See Stuntz, Commentary, supra note 57, at 859.

6 "3 probable cause standard for subpoenas would end many white-collar criminal investigations before
they had begun." Id. at 860. Stuntz continues: "In short, if the government is to regulate business and
political affairs-the usual stuff of white-collar criminal law-it must have the power to subpoena witnesses
and documents before it knows whether those witnesses and documents will yield incriminating evidence."
Id.

%7 Fisher v. United States, 425 U.S. 391, 398-99 (1976) (holding that the Fifth Amendment does not regulate
a subpoena served on tax preparer for tax documents given to the preparer by customers).

68 United States v. Bach, 310 F.3d 1063, 1067-68 (8th Cir. 2002) (holding that such a procedure pursuant
to a warrant does not violate the Fourth Amendment).

% Prospective surveillance can occur in the context of any computer network, and is not limited to cases
involving the internet and internet packets. For the sake of simplicity, however, I will focus on the case of
prospective surveillance involving packetized internet traffic.
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0 See Vincenzo Medillo et al, A Guide to TCP/IP Internetworking (1996), at http:/
/www.ictp.trieste.it/~radionet/nucl996/ref/tcpip/partl.htm (on file with the Columbia Law Review)
(describing the internet as transmitting separate packets of data)

"I'See Soldal v. Cook County, 506 U.S. 56, 69 (1992) ("[T]he reason why an officer might enter a house or
effectuate a seizure is wholly irrelevant to the threshold question whether the Amendment applies. What
matters is the intrusion on the people's security from governmental interference."); cf. Arizona v. Hicks,
480 U.S. 321, 325 (1987) ("It matters not that the search uncovered nothing of any great personal value to
respondent . . . . A search is a search, even if it happens to disclose nothing [of importance].").

2 See Vincenzo Medillo et al, A Guide to TCP/IP Internetworking (1996), at http:/
/www.ictp.trieste.it/~radionet/nucl996/ref/tcpip/partLhtm (on file with the Columbia Law Review)
(describing the internet as transmitting separate packets of data).

3 See Soldal v. Cook County, 506 U.S. 56, 69 (1992) ("[T]he reason why an officer might enter a house or
effectuate a seizure is wholly irrelevant to the threshold question whether the Amendment applies. What
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matters is the intrusion on the people's security from governmental interference."); cf. Arizona v. Hicks,
480 U.S. 321, 325 (1987) ("It matters not that the search uncovered nothing of any great personal value to
respondent . . . . A search is a search, even if it happens to disclose nothing [of importance].").

74 See Kerr, Internet Surveillance, supra note 10, at 629 (noting possibility that courts may not find
Fourth Amendment protection for internet communications).

75 See Amicus Curiae Brief of Professor Orin Kerr in Support of the Appellant at 6-8, United States v.
Bach, 310 F.3d 1063 (8th Cir. 2002) (No. 02-1238), available at 2002 WL 32139374 (explaining that
courts may view information transmitted across the internet either as equivalent of stored postal mail,
in which case it is entitled to Fourth Amendment protection, or as equivalent of information disclosed to
a third party, in which case it is not).

76 See Kerr, Internet Surveillance, supra note 10, at 629 (noting possibility that courts may not find Fourth
Amendment protection for internet communications)

See Amicus Curiae Brief of Professor Orin Kerr in Support of the Appellant at 6-8, United States v. Bach,
310 F.3d 1063 (8th Cir. 2002) (No. 02-1238), available at 2002 WL 32139374 (explaining that courts may
view information transmitted across the internet either as equivalent of stored postal mail, in which case it
is entitled to Fourth Amendment protection, or as equivalent of information disclosed to a third party, in
which case it is not).

77 Cf. Berger v. New York, 388 U.S. 41, 58-60 (1967) (applying the Fourth Amendment to a wire
communication in context of a wiretap). Berger addressed a facial challenge to a state wiretap statute,
making it difficult to apply its principles to an asapplied factual context. At the same time, Berger does
suggest that the act of wiretapping rather than the precise information collected is the core constitutional
concern.
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3. Searching the Target's Computer and the Warrant Rules.
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8 See Katz v. United States, 389 U.S. 347, 353 (1967) (holding that electronic recording of a conversation
in a telephone booth falls within the Fourth Amendment's scope); Berger, 388 U.S. at 64 (describing
wiretapping as akin to "a trespassory invasion of the home or office"); Olmstead v. United States, 277 U.S.
438, 475-76 (1928) (Brandeis, J., dissenting) ("Whenever a telephone line is tapped, the privacy of the
persons at both ends of the line is invaded and all conversations between them upon any subject, and
although proper, confidential and privileged, may be overheard.").

7 See Kyllo v. United States, 533 U.S. 27, 31 (2001) (noting that "[w]ith few exceptions, the question
whether a warrantless search of a home is reasonable and hence constitutional must be answered no").

80 See, e.g., Maryland v. Garrison, 480 U.S. 79, 84 (1987).

81 See id.
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82 Garrison notes these concerns: The manifest purpose of this particularity requirement was to prevent
general searches. By limiting the authorization to search to the specific areas and things for which there is
probable cause to search, the requirement ensures that the search will be carefully tailored to its
justifications, and will not take on the character of the wide-ranging exploratory searches the Framers
intended to prohibit. Thus, the scope of a lawful search is defined by the object of the search and the places
in which there is probable cause to believe that it may be found. Id. (internal citations and quotations
omitted).

8 In United States v. Tamura, 694 F.2d 591 (9th Cir. 1982), the Ninth Circuit considered a factual situation
similar to a modern search through computer files: a search for a single document hidden somewhere in
many boxes of documents. Rather than search through the boxes and seize only the one document,
investigators carted off all the documents to search them off-site at a later time. The Ninth Circuit
condemned the practice: It is highly doubtful whether the wholesale seizure by the Government of
documents not mentioned in the warrant comported with the requirements of the fourth amendment. As a
general rule, in searches made pursuant to warrants only the specifically enumerated items may be seized.
It is true that all items in a set of files may be inspected during a search, provided that sufficiently specific
guidelines for identifying the documents sought are provided in the search warrant and are followed by the
officers conducting the search. However, the wholesale seizure for later detailed examination of records
not described in a warrant is significantly more intrusive, and has been characterized as the kind of
investigatory dragnet that the fourth amendment was designed to prevent. We cannot sanction the procedure
followed by the Government in this case. Id. at 595 (internal citations and quotations omitted). I am
assuming in this discussion that the hardware is not also evidence or an instrumentality of crime. Where
that assumption is incorrect, the hardware can be independently seized. See Davis, 111 F.3d at 1480
(computer used to store obscene images); United States v. Lamb, 945 F. Supp. 441, 462 (N.D.N.Y. 1996)
(computer used to store child pornography).

84 See generally Kremen v. United States, 353 U.S. 346 (1957) (per curiam) (holding that the Fourth
Amendment does not permit seizure of a house and removal of its contents for subsequent examination).
85 See supra notes 3-5 and accompanying text.
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86 See generally Kremen v. United States, 353 U.S. 346 (1957) (per curiam) (holding that the Fourth
Amendment does not permit seizure of a house and removal of its contents for subsequent examination)

87 See supra notes 3-5 and accompanying text.

8 "meaningful interference with an individual's possessory interests in that property." See Arizona v. Hicks,
480 U.S. 321, 324 (1987) (holding that copying a serial number does not constitute a seizure); United States
v. Thomas, 613 F.2d 787, 793 (10th Cir. 1980) (holding that photocopying documents does not constitute
a seizure because it is not a taking that involves dispossession). United States v. Jacobsen, 466 U.S. 109,
113 (1984)

8 Courts have hinted in some cases that they might adopt a different definition of seizure in the context of
electronic evidence, but those cases generally arise in the quite different context of interpreting Federal
Rule of Criminal Procedure 41. Rule 41 authorizes warrants to seize "property," and several cases have
raised the question whether this authority allows the police to use Rule 41 to authorize electronic monitoring
or conduct so-called "sneak and peek" warrants. In that context, the courts have suggested that it is a seizure
of property to view or copy information. See United States v. N.Y. Tel. Co., 434 U.S. 159, 169 (1977)
(stating that Rule 41 "is broad enough to encompass a 'search' designed to ascertain the use which is being
made of a telephone suspected of being employed as a means of facilitating a criminal venture and the
'seizure’ of evidence which the 'search' of the telephone produces"); United States v. Freitas, 800 F.2d 1451,
1455 (9th Cir. 1986) (holding that Rule 41 authorized a sneak and peek search in a case involving an illegal
drug laboratory and that the property to be seized under the warrant "was information regarding the 'status
of the suspected clandestine methamphetamine laboratory' ").

% See Susan W. Brenner & Barbara A. Frederiksen, Computer Searches and Seizures: Some Unresolved
Issues, 8 Mich. Telecomm. & Tech. L. Rev. 39, 107 (2002) ("[T]he terms search and copy, as used with
regard to electronic evidence, have different implications than the terms have in the physical world.").
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1 United States v. Van Dreel, 155 F.3d 902, 905 (7th Cir. 1998) ("Under Where... once probable cause
exists, and a valid warrant has been issued, the officer's subjective intent in conducting the search is
irrelevant."); United States v. Ewain, 88 F.3d 689, 692-93 (9th Cir. 1996) (noting that "once the police are
lawfully searching in a place for one thing, they may seize another that is in plain view, if its incriminating
nature is immediately apparent")

%2 As the Supreme Court suggested in United States v. Ross: Just as probable cause to believe that a stolen
lawnmower may be found in a garage will not support a warrant to search an upstairs bedroom, probable
cause to believe that undocumented aliens are being transported in a van will not justify a warrantless search
of a suitcase. Probable cause to believe that a container placed in the trunk of a taxi contains contraband or
evidence does not justify a search of the entire cab. 456 U.S. 798, 824 (1982).

% See, e.g., How to Buy A Desktop PC, at http://www.pcworld.com/howto/bguide/ 0, guid,14, page,3,
00.asp (last visited November 13, 2004) (on file with the Columbia Law Review).

% See, e.g., How Much Text Is in a Kilobyte or Megabyte, at http://www.wisegeek. com/how-much-text-
is-in-a-kilobyte-or-megabyte.htm (last visited November 18, 2004) (on file with the Columbia Law
Review) (explaining conversions of bytes to pages of text); Megabytes, Gigabytes, Terabytes ... What Are
They? at http://www.pcsndreams.com/ Pages/Articles/Megabytes.htm (last visited November 18, 2004) (on
file with the Columbia Law Review) (comparing measures of data stored digitally to the physical space
required to store the same amount of data printed on paper).

% One can see this phenomenon in the rapidly outdated claims of how much storage space computer hard
drives contain. See, e.g., Kevin J. Harrang, Licensing Issues in Creating and Publishing Multimedia
Software Products, 418 PLI/Pat 289, 294 n.3 (1995) ("The typical hard disk of a personal computer..,. stores
anywhere from about 40 to 400 megabytes of data."); Shira A. Scheindlin & Jeffrey Rabkin, Electronic
Discovery in Federal Civil Litigation: Is Rule 34 Up to the Task?, 41 B.C. L. Rev. 327, 367 (2000) ("Hard
drives that store 3000 to 4000 megabytes (or three to four 'gigabytes') are commonplace.").
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% Andresen v. Maryland 427 U.S. 463 (1976).

971d. at 482 n.11.

%8 "In searches for papers, it is certain that some innocuous documents will be examined, at least cursorily,
in order to determine whether they are, in fact, among those papers authorized to be seized." Id.

» 1d.

100 See generally Nelson et al., supra note 20, at 73-158 (reviewing various types of file systems, structures,
and storage).
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101 United States v. Ross, 456 U.S. 798, 824 (1982)

102 See United States v. Gray, 78 F. Supp. 2d 524, 529 (E.D. Va. 1999) (noting that agents executing a
search for computer files are "not required to accept as accurate any file name or suffix and [to] limit [their]
search accordingly" because criminals may "intentionally mislabel files, or attempt to bury incriminating
files within innocuously named directories"); United States v. Sissler, No. 1:90-CR-12, 1991 WL 239000,
at *4 (W.D. Mich. Aug. 30, 1991) (stating that "the police were not obligated to give deference to the
descriptive labels placed on the discs by [the defendant]. Otherwise, records of illicit activity could be
shielded from seizure by simply placing an innocuous label on the computer disk containing them")

103 See United States v. Scarfo, 180 F. Supp. 2d 572, 578 (D.N.J. 2001) (stating that when searching
computer data for information whose nature cannot be known in advance, "law enforcement officers must
be afforded the leeway to wade through a potential morass of information in the target location").

104 See United States v. Van Dreel, 155 F.3d 902, 905 (7th Cir. 1998) ("[U]nder Whren, .. . once probable
cause exists, and a valid warrant has been issued, the officer's subjective intent in conducting the search is
irrelevant."); United States v. Ewain, 88 F.3d 689, 694 (9th Cir. 1996) ("Using a subjective criterion would
be inconsistent with Horton, and would make suppression depend too much on how the police tell their
story, rather than on what they did.").

105 See United States v. Van Dreel, 155 F.3d 902, 905 (7th Cir. 1998) ("[U]nder Whren, .. . once probable
cause exists, and a valid warrant has been issued, the officer's subjective intent in conducting the search is
irrelevant."); United States v. Ewain, 88 F.3d 689, 694 (9th Cir. 1996) ("Using a subjective criterion would
be inconsistent with Horton, and would make suppression depend too much on how the police tell their
story, rather than on what they did.").
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196 Cf. Raphael Winick, Searches and Seizures of Computers and Computer Data, 8 Harv. J.L. & Tech. 75,
104 (1994) (describing the "intermingled documents problem" of Fourth Amendmentjurisprudence and its
relevance for computer searches). The problem is particularly significant because other digital files may
support a more severe and more easily proven criminal charge. When searching through Fred's computer
files, for example, agents would have a strong incentive to check to see if it happens to contain any images
of child pornography. The possession of child pornography carries very high felony penalties. See, e.g.,
United States v. DeBeir, 186 F.3d 561, 567 (4th Cir. 1999) (calculating a sentence under U.S. Sentencing
Guidelines). Smart investigators would know that if they find child pornography images on the hard drive,
they could drop the bank theft charges against Fred and charge him with possessing child pornography
instead. See, e.g., United States v. Carey, 172 F.3d 1268, 1273-74 (10th Cir. 1999) (discussing search
through computer for drug-related evidence that led to child pornography charges); United States v. Turner,
169 F.3d 84, 86 (1st Cir. 1999) (explaining how a search through computer for evidence of assault led to
child pornography charges); see also Gray, 78 F. Supp. 2d at 526-27 (explaining how search through
computer for evidence of computer hacking led to child pornography charges).

197 United States v. Hernandez, 183 F. Supp. 2d 468, 480 (D.P.R. 2002) (holding that Rule 41 does not
"provide[ ] for a specific time limit in which a computer may undergo a government forensic examination
after it has been seized pursuant to a search warrant").

108 See DOJ Manual, supra note 12, at 77 ("The government ordinarily may retain the seized computer and
examine its contents in a careful and deliberate manner without legal restrictions ....").

199 Fed R. Crim. P. 41(g) ("A person aggrieved by... the deprivation of property may move for the property's
return.").

110 See Ramsden v. United States, 2 F.3d 322, 326 (9th Cir. 1993) (stating that "[t]he United States' retention
of the property generally is reasonable if it has a need for the property in an investigation or prosecution.
However, 'if the United States' legitimate interests can be satisfied even if the property is returned, continued
retention of the property would become unreasonable" (quoting Fed. R. Crim. P. 41(e) advisory committee's
notes (proposed amend. 1989))).
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1 See id. at 327 (requiring government to return original set of documents but noting that it can keep a set
of copies).

12 See, e.g., Wayne R. La Fave, Search and Seizure: A Treatise on the Fourth Amendment (3d ed. 1996).
"3 1t (3d ed. 1996). 114. See Carroll v. United States, 267 U.S. 132, 149 (1925) (holding that an automobile
can be searched without a warrant if probable cause exists to believe contraband was stored within it). The
rule announced in Carroll was based, at least in part, on the technological reality of automobiles. A warrant
requirement would not be practicable, the Court noted, "because the vehicle can be quickly moved out of
the locality or jurisdiction in which the warrant must be sought." Id. at 153. The rule also appeared to factor
in the social realities of automobile use in the Prohibition era. Probable cause was required, the Court
suggested, because "[i]t would be intolerable and unreasonable if a prohibition agent were authorized to
stop every automobile on the chance of finding liquor and thus subject all persons lawfully using the
highways to the inconvenience and indignity of such a search." Id. at 153-54.

114 Katz v. United States 389 U.S. 347, 353 (1967).

115 See supra text accompanying notes 97-100.
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re sulall 33l o oaaindl Uolaie) aady Cum Al GlEdadl e daul s de sana (e
Ay ac) @l 8 Sal sale Y dale dala ol gl A8l ALY 5 Dol ALY G Y
Al V) aan a8

Levie "translation des il & & Li G s oSladll (b Lawrence Lessig e ()51 dals
8 maiall chla@ll Alatial o glAl ae) @ Cuaail Al glae oo dea il 1200 Y e ) gl (gl
dads Jll 5 basic role sl el lacal Aanilsall ac) @l Huad jHu e g 121Aaclaia¥) 4 jlaall
Ok Lessig g Jabag «JUal) Jans a0 30 e il 4 gial) el 530 CpsnluY) function
&I daail) ks vie 5 122privacy dsa saadl) el ale el 4l e agdy () Gy gl 1 Qaaedtl)
I8 i) Jae 4 lia ) Hhill da eadl) s ae ) g8 slaadl) sy o o i ey e
Al s g A 00 ¥ 4 cinteresting possibilities plaia 3 e Y] Lessig gl med o
Ll V) 63 panciall Ao laian W) il jlaall 5 clidill dlain) ailiall ) sdailly s il prans (i 8 4050
sl M u\ 951;4]\ e allaty ga g _preexisting Laiea 33 9 gl A gl ol yil) A (a3
in s siSl yuall ¢ gia 8 2o il Qi sale) 83 okl ale ) 280 o 5 Lalis 4y Canllaizal (52
light of technological change

116 See Kerr, New Technologies, supra note 32, at 807.

17 See supra notes 97-100 and accompanying text.

118 Jack M. Balkin, Digital Speech and Democratic Culture: A Theory of Freedom of Expression for the
Information Society, 79 N.Y.U. L. Rev. 1, 2 (2004).

119 "What elements of the social world does a new technology make particularly salient that went relatively
unnoticed before? . . . And what are the consequences . . . of making this aspect more important, more
pervasive, or more central than it was before?" Id. at 2-3.

120 See generally Lawrence Lessig, Code and Other Laws of Cyberspace (1999) [hereinafter Lessig, Code];
Lawrence Lessig, Fidelity as Translation, 71 Tex. L. Rev. 1165 (1993).

121 See Lessig, Code, supra note 121, at 114.

122 See id. at 115.

123 See id. at 115-16.
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A2l 5 dgey i) Cpiilalull Sy 438 cstare decisis Jelill saie dpladll ddalull G G 8
Crog 2t LegiSay 1240 Hlaal) (e daul 5 4o saae 4y ai Jegislative and executive branches
doay il Al Sy el ) A8l Baaall Sla ol g€ Gilalinal dlatiul 3a3a 2e) 8

125ENAY 5 Uil el LTI )y 53 ALeLEl) ( slall alats Al YIS )

Laid e of W ey W sl ) 208l 5 dey il cplalid) 8 ae ) gl juag & SN &g all i
e laill Lgga) 5o i) Al A 5all Ly gaaall 5 ¢ HAT (1S 8 ) )3 50 Camaia gl LS5 oSl )
RSE aw G ay Cuany 1260aga ) 50 aali O s (s 3V g 5 8l G ) 8y shaital) i) anlass
& Allady calee A Ay ) siwall B ol 55 Le ) kil 5 o oY) ol (e il 25 o sl

Al N A0 e Leiulat vie Lalad 30dlS Ll e W a8 Lo duaulaal) LLieasl)
saaadl sliall a3 gilal) HUaill Lasdiey 38 @n Jslall J sa Al ISEY) any Ug;‘s\ KPR
O Y cbaas Jsla (8 Sall 8 eadl sa ol Ledan 408 5l AY) aaad GO dpulul) il
il aaad iy 38 () Ly 5 il o3 o (0 Jledal s (5 5 Ledan Aliaia Cila e un g
JS Al Cua o gulall Q) ey ddlaial) Gladadl) & Adidaall o) sl e Buda Ao gana yelad oy 28
Clagaill aaaall Gilaall dladiul 4ball Cle | aY) ac) 8 e el iy J2dlly aSlaall g s 20 581 (e
Alee (o IS apdaiil | 8 (g 288 2 il o i I el g G o oS OIS 5 0 pualad) 0
Al 8 las (3 )k prospective surveillance 4liiual 431 )y subpoena process sle i)
o= 0 Janall e yal e (g gdain AN dls ) 8 A aSlaall cul€ s Aldiaall cilalgay)
onlall (amd Aaial e QY1 (Sa 83 &l shall s computer forensics process (s swial)
DA (e Ldlea] s alitiaVl 8 L lguSe (S Al Liall aSlaall s yiie o dliail)
Oe waad) zlings Alladl (i Joa 5 AY) Ll 8 s ae adalily Lgdany s bl <l ) 3l
o3 Jiad () e sal) (g s ey Jasll e S )38 ) Jegislative measures 4 i) il

sl 2sa sall & AN (ha Lanons 3 Lo g5 Aulaial ST g 58 ga 5 Ayl ALY

124 See Kerr, New Technologies, supra note 32, at 166-69 (noting different operative constraints of judicial
and legislative branches).

125 See id. at 163-66.

126 See generally id.
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A. Collection of Stored Evidence from Third Parties

A 330 ALY pen o e sulall B a8 ladal) aliead 35V 5 shall o jlie) 8 g

il skl vie 45 3l Gl sleall dpaal s 40aS 8300 50 053 3 ) Caplall a5 cleadd) (535 30 (1

sy subpoena power slexivy) dhaly e saaa g8 ) dalal) ) Adl) 4y 8 43S

compel laiyl e ;Ladla higher legal threshold (el 4 sl8ddie (S5 A la pm g KV

oe dald Alaglas ‘_A:; J gl s ) _)ﬁ\ Ll g La yo (5Ll .L:_)LIQ u\ <« A ¢disclosure
Ll s Al agaa 3 laill (Sary oadll) g SISV aa g S cag 4giiall

Y e g gl 8 aiSIL W jla) S ) ddaginall llal) 3o (e & 88l any G a Las 5
prior notice (e i) bl i3 iyl ) 5. absent special justification =l ) e e A
OS5 35 il G gan aay Dyt ) 3y G giad (b Cliiailly cpdagioall ¢3Sl VA any A
S 8 (J s e 5 B sl laliad) e 25500 LA e 0l s 2 yLa A230Y) 3 o8
(V) CRESIL A AMe Y o pad Aeadll Sy 3e (e Ayl Cle glaall alasind cillalud) e sl
O n Cin Leg o Ly e gl (e By das e glaal) Cada cOlalid) e ey 88 c@lld e Y
Tl e el A il 3l Lty ) 3as0n ) Fem sl s anl) s @) Cuaios

Y1 5 o paal) S A g Ralld Canaial

elal Gl Jad G ya oI (1 V) ol 1aa Jie ga il ghad 40 22 W) Slaall of (e a2 1) e
i subpoena power sleJiwY) ddall gUas st ae ) 8 JDIA (pe 4da gala 3 yuan ey S
Cun e dall alSa & 1274 5 SKIY) VLAl dia pead (58 Cupai KU A Laie (1986 ale
2703 audll i Cua 18 U.S.C.2703 il 3 slexia¥) ddali e aad il ac) gall jelas

i Y] Gledd (535 3a (0 Slaglaall e da Sall Jgias 488 e 43538 1 58 Section

law Ualull (e allaty V) cnn IS5 asebe e Jn Y LsS3all @opiill O e a2 N e
Gl Lals Glasles e J seanll subpoena sledivl el e el (e 445 enforcement
Claglaa e Jpanll o siinall ca Laxie g 12800 iY) Glad (53530 (o (S yidiall 5 o Slaally
el (R O3 o Jgeanll Yl agale iy a2 ol (A g 5KV  pal) Sl Jie Aala
specific dacalsssaine Glaa" LaSan jal o Jil a8 0 8 i sy Cam "129 Jiine e e

127 Pub. L. No. 99-508, 100 Stat. 1848 (1986). Section 2703 imposes statutory restrictions on how the
government can obtain information from ISPs.

128 1 explain section 2703 in considerable depth in Orin S. Kerr, A User's Guide to the Stored
Communications Act-and a Legislator's Guide to Amending It, 72 Geo. Wash. L. Rev. 1208, 1218-20
(2004) [hereinafter Kerr, User's Guide].

12918 U.S.C. ? 2703(a) (2000). This section states: A governmental entity may require the disclosure by a
provider of electronic communication service of the contents of an electronic communication, that is in
electronic storage in an electronic communications system for one hundred and eighty days or less, only
pursuant to a warrant issued under the Federal Rules of Criminal Procedure or equivalent State warrant. Id.
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B. Prospective Surveillance

Llsi Leasl The mechanisms of prospective surveillance 4 yall 48 yall <l Callai
relevant legal 4wl b 4 ld) Gliall K 5 o 8 Al dalall Jiatiy Juas Lyl
Y lgzan iy 9;\l\ ila slaall g e 33 s sall Lia ol <Al ) Jaliia) SaeY) 38 cthresholds
ol Jayy 2ol @l Jglad o amy Lala l Lele 4l Jsaall ol jall Sl S L e 58 il o

A el e g sl 138 0 iy (s3] dpua geadll gt A )2 481 el o) jaY slladll

Sl Aals dlia 658 ol g dlald 05 OF ) daas g 55 0 Dl slae ead dbat Jale (055 e
i Gl slen pan oy Lodie ol A cand 40 yal) 481 yally pladl oy (Jdad) iy e aa
dlas da 0 e ol e mY) alall caial ool e gmedl) 1aa Qllalh Cagn Apa gad
doalal) o) sall sl 548 Ll ) oK o kel (e (580 38 e Uil Janns e 5 yladll A yaall Ay gucadll
A8 Aie 5 oo sl puiaad lalay alaial) e ghaall Alaguns A5 ¢ ST 3 ) sy i nn
5 Sl Yl Ji IP headers < yi¥l JSgig p (i) Jie Aaddiall dua gadll Cila sladl

.hacker communications

A el cu Y AS e p L GLISIY) Gt Lelul) SN Ge aell 0SS
a needle-in-the-haystack (8 S & 3 44 Prospective internet surveillance
25 hay @l ol (S needle 30Y) bl Susy filter b el /38l s s :problem
e <t <l Al sl Jiab g Aalenll 38 53 ‘_g sacluall mechanisms <L) (e de gana
e Lty Ll Gl e Wiretap Act Caaiil) & 58 (e 2 Sl ) Jaliill cilasi) i)

323005 480 jall QIS ares o sl (3L
A8 5all JMA (e Lgran a3 3l ALY dra) e Bl 2305 Gl hal (e 380 callay 28 JUal) Qs e
Jlacal Testioad) o) )5 adais (5 lall (S oclld g Yars bl ) Lelis (6 Al
Jass LYl g el Ao 53 Ol Jads ol Jrassill allaty 38 (Alled cul o) ST alasia

1301d. 2 2703(d). The section states that: A court order for disclosure . . . may be issued by any court that is
a court of competent jurisdiction . . . and shall issue only if the governmental entity offers specific and
articulable facts showing that there are reasonable grounds to believe that the contents of a wire or electronic
communication, or the records or other information sought, are relevant and material to an ongoing criminal
investigation. Id.

B1d. Sec. 2703(b).

132 See 18 U.S.C. ? 2518. See generally United States v. Scott, 504 F.2d 194, 198-99 (1974) (discussing
section 2518's minimization requirements in context of telephone wiretap).
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Clagaill CiSal A pal) A8 yall gali e Jsa G 3 HSEY) o3 (any ol Lgaladiin) 48]
c'-Ui Glar e Ay il T ok Gua 133 Carnivore L sas S anly Ulal Ca g yaall Sl
.any method of prospective surveillance 48 all Jaise zgie i J s

Ay K &l gl s colai¥) 138 Jis A tentative steps Adam Gl shad gy Jadlly (g jad K1 325 M
dea goad () 58 (<50 510 () 538) 2001 alad (Ko e i sl (3 Jaat 5 S Jan 500 (52 0
Aulteal) A5l o ) A 134 8 ) Ayl A1l i DAy A YT VLY
dialling Juai¥) e slaa' 1A liiual) 480 jal) o4 230 5 350U "contents <l sisa" | A

13 (DRAS) "signalling 3,3 s addressing 455l sl routing 4 sil

:more private category of communication 4us sad SY) CYLY) 4 a J5Y) 4
Las s (s ASIY) 2 ) Jilaa s <l sina Jadii Ll W) ¢1370alai Lol 5 ad Ll o (e 2 ) e
& 5,35 Psearch terms Ll Clallaas s P8internet commands < yBY) el 5l pai
s sbie s cinternet packet headers < Y1 a s (s @lld A Ly s sead JEY) VLAY 438
i i) VLl 4 il dexdioal) 5,29 data <Uldls ce-mail addresses (s Sy a5l
e gar s M0(El sina AT e 3 (s O =4l (s <) routing internet communications
(e hid DRAS aand Al Adisiiall 48 jall aidats o34 cthe Patriot Act <o pb /is )l shll o5

JH4LA (=idie Pen Register Statute Jasill oyl J3A

133 135. See, e.g., IIT Research Inst., Independent Technical Review of the Carnivore System Draft Report
(2000), available at http://www.usdoj.gov/jmd/publications/ carnivore draft l.pdf (on file with the
Columbia Law Review); IIT Research Inst., Independent Technical Review of the Carnivore System Final
Report (2000), available at http://www.usdoj.gov:80/jmd/publications/carnivfinal.pdf (on file with the
Columbia Law Review) (emphasizing need for postcollection auditing of uses of Carnivore).

134 See generally Uniting and Strengthening America by Providing Appropriate Tools Required to
Intercept and Obstruct Terrorism Act (USA PATRIOT Act) of 2001, ? 216, Pub. L. No. 107-56, 115 Stat.
272, 288-90 (amending generally 18 U.S.C. ?? 3121-3127).

135 See generally Uniting and Strengthening America by Providing Appropriate Tools Required to Intercept
and Obstruct Terrorism Act (USA PATRIOT Act) of 2001, ? 216, Pub. L. No. 107-56, 115 Stat. 272, 288-
90 (amending generally 18 U.S.C. ?7? 3121-3127).

136.3127). 137. See 18 U.S.C. ? 2510(8) (defining "contents" for wire or electronic communication as that
which "includes any information concerning the substance, purport, or meaning of that communication").
This provision was enacted in 1968 and amended in 1986. See Kerr, Internet Surveillance, supra note 10,
at 647 n.194.

137 See United States Telecom Ass'n v. FCC, 227 F.3d 450, 462 (D.C. Cir. 2000)

138 See United States Telecom Ass'n v. FCC, 227 F.3d 450, 462 (D.C. Cir. 2000). 141. In re Pharmatrak
Inc., 329 F.3d 9, 18-19 (1st Cir. 2003).

139 In re Pharmatrak Inc., 329 F.3d 9, 18-19 (1st Cir. 2003).

140 See Kerr, Internet Surveillance, supra note 10, at 644-48 (describing status of these data in statutory
surveillance regimes).

14118 U.S.C. 72 3121-3127 (Supp. 2002); see DOJ Manual, supra note 12, at 111-12. 144. Section 3121(b)
lists the exceptions, which include monitoring conducted in the following circumstances:

(1) relating to the operation, maintenance, and testing of a wire or electronic communication service or to
the protection of the rights or property of such provider, or to the protection of users of that service from
abuse of service or unlawful use of service; or
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Jalay) "super 31" search warrant (i O3 e J peasdl Sl lasall ) gale e an
Gl Wi Bae (pa a5 e o LS glu 8 V) 5 Al jall o) ja) J8 149 2 ad) caldll e (3Y)
&3 Ly Ladl (5 ) shall () 538 Cascay 5 145" narrow statutory exceptions L ddus 4y 58
A8 pall pladin) ey S apass el e Bl (amy & bl (3 reporting requirement
146385l il 3l el ) Al

Al /ASLA) LIS e Camiill il ) Ui Cipiny sgd < AT | S (o) sall () 58 (pariay
coSall 138 Can gay g Taaall guda e Alu yall hackers 3_Sel) DLl slieY Wiretap Act
g\.}ui" Slla il 1) Sell aYlaty aalitue 48] ja o) jals aUalill T U‘ 5 Sl dnal (S
1481 6l Al il ()5S ganial) VLl (s alie S Al ghae

A A1yl A 5 dmn€ Alall A glian padl 13 Yle i Y1 e 3 b iy 3y a0
3 b U A8 e e e sSall (S ¢ g AT 5 ye Al gl 3y b 3ia) 138 ALl oy 3
P trespasser exception Lﬁd:ld\ Uil e la el g5 Sdll Lfa\.mﬁ )A\ AL \ﬁ}\ Jganll 5
ol sl (3 yida (Y 5 i EY) e OYLA) L da gadll dalias pe 4) all 2o 8 CapSs

(2) to record the fact that a wire or electronic communication was initiated or completed in order to protect
such provider, another provider furnishing service toward the completion of the wire communication, or a
user of that service, from fraudulent, unlawful or abusive use of service; or
(3) where the consent of the user of that service has been obtained. 18 U.S.C. ? 3121(b) (2000)
142 Section 3121(b) lists the exceptions, which include monitoring conducted in the following
circumstances:
(1) relating to the operation, maintenance, and testing of a wire or electronic communication service or to
the protection of the rights or property of such provider, or to the protection of users of that service from
abuse of service or unlawful use of service; or
(2) to record the fact that a wire or electronic communication was initiated or completed in order to protect
such provider, another provider furnishing service toward the completion of the wire communication, or a
user of that service, from fraudulent, unlawful or abusive use of service; or
(3) where the consent of the user of that service has been obtained.
18 U.S.C. ? 3121(b) (2000).
43 1d. Sec. 2510-2522.

a2 el ddL) 144
145 See generally DOJ Manual, supra note 12, at 116-41 (describing protection of the Wiretap Act and its
exceptions).
146 18 U.S.C. Sec. 3123(a) (3)(A) (Supp. 2002).
147 See 18 U.S.C. Sec. 2510(21), 2511(2)(i) (Supp. 2002). See generally Kerr, Internet Surveillance, supra
note 10, at 658-71.
14818 U.S.C. Sec. 2511(2)(i)(IIT) (Supp. 2002).
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C. The Computer Forensics Process
35l o gilal) a ying iy Aaall e G pulall 3 ey Hnaall cilaladiny) W i S claliayi
Aalal) et s g cullbad e dia g jiall daa ol i<l
il e i) i) Rpaliall (e el g8 Lo ) sl B o iy s AT Rali (e
Anal) claliay) o) 1) (Jhall Jane And 40l 5 gu6l) 238 A 4 38 (GAl) pall 45 ) gal anall
G RV - I RPN
dUad Federal Rules of Criminal Procedure 4xbiall cle) a4 jadll ac ) gl Jaaes Sy
Gl sall Bale ) 5 cAda gumall Cual gall o 81 Janall Jidas 31558 c0dls investigators (mfésal)
ot Aiiiall i Ay joa Al 2o ) il 535 08y A ghaa Agia )5 i G gne AL Lo s giad Y il
Ol (A agrlsa sile) A Ball wiadll & e agamal sa e dia) Giba 3 ) 5a 4B o ailly
J130an 0 A1 33 yid
e ) die geized files 4o suaal) Chlalal) (ha C.u.a‘\_a\ o Ol o gy Ol Leadl ae ) @l (allats 58
adail) @l aey Aa guaall sulall Clile Aral ja 5l 2 e il aie JBY) ol ciilia Al

149 See Orin S. Kerr, Are We Overprotecting Code? Thoughts on First-Generation Internet Law, 57 Wash.
& Lee L. Rev. 1287, 1298-1300 (2000) (discussing difficulties created by applying Title III's "one-size-
fits-all" approach to variety of internet communications).

150 For example, existing law does not make clear the precise scope of "contents" versus "DRAS," or even
whether there is a third category of communication outside these two categories. Kerr, Internet
Surveillance, supra note 10, at 644-48, 645 n.186. It also defines the scope of the trespasser exception using
sloppy language. 1d. at 667-69.

131 Of course, exceptions would be required for cases involving computerized contraband such as images
of child pornography, as the equipment used to commit child pornography is subject to forfeiture
provisions. See 18 U.S.C. Sec. 2253 (2000) (criminal forfeiture); id. Sec. 2254 (civil forfeiture); cf. United
States v. Hill, 322 F. Supp. 2d 1081, 1091-92 (C.D. Cal. 2004) (Kozinski, J., by designation) (holding that
defendant has right to independent inspection of child pornography evidence, despite government's
objections that material should not be allowed to be copied due to potential dissemination).
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152 jon). 153. Cf. James M. Rosenbaum, In Defense of the Hard Drive, 4 Green Bag 2d 169, 171 (2001)
(suggesting rules that might limit authority of employers to search employee computers, including a time-
out period combined with prior notice).

153 United States v. Carey, 172 F.3d 1268, 1275 n.7 (10th Cir. 1999).

154 United States v. Barbuto, No. 2:00CR197K, 2001 WL 670930, at *4 (D. Utah Apr. 12, 2001).

155 People v. Gall, 30 P.3d 145, 156 (Colo. 2001) (Martinez, J., dissenting).

156 See Hill, 322 F. Supp. 2d at 1089-90 (noting time required to search a computer without damaging it).
157 United States v. Upham, 168 F.3d 532, 535 (1st Cir. 1999).
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158 United States v. Henson, 848 F.2d 1374, 1383-84 (6th Cir. 1988); see also United States v. Gawrysiak,
972 F. Supp. 853, 866 (D.N.J. 1997), affd 178 F.3d 1281 (3d Cir. 1999) ("The Fourth Amendment's
mandate of reasonableness does not require the agent to spend days at the site viewing the computer screens
to determine precisely which documents may be copied within the scope of the warrant ... .").

159 For example, in Illinois v. McArthur, 531 U.S. 326 (2001), the Supreme Court held that the police could
seize a man to stop him from entering his home because the police reasonably believed that he was going
to destroy evidence inside and the police were in the process of obtaining a warrant. According to the Court,
the seizure of the man was permissible because "[i]t involve[d] a plausible claim of specially pressing or
urgent law enforcement need, i.e., 'exigent circumstances."' Id. at 331.

160 According to the DOJ Manual: Several magistrate judges have refused to sign search warrants
authorizing the seizure of computers unless the government conducts the forensic examination in a short
period of time, such as thirty days. Some magistrate judges have imposed time limits as short as seven days,
and several have imposed specific time limits when agents apply for a warrant to seize computers from
operating businesses. In support of these limitations, a few magistrate judges have expressed their concern
that it might be constitutionally "unreasonable" under the Fourth Amendment for the government to deprive
individuals of their computers for more than a short period of time. DOJ Manual, supra note 12, at 77.

161 In re Search of 3817 W. West End, 321 F. Supp. 2d. 953 (N.D. I11. 2004).

162 1d. at 955-56.
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163 1d. at 962.

164 1d. at 958-59.

165 Other courts have suggested similar approaches. See, e.g., United States v. Hay, 231 F.3d 630, 637 (9th
Cir. 2000) (suggesting that magistrate judge's authorization of search supported by affidavit that explained
need for off-site search of computer constituted "the magistrate judge's authorization" of off-site search);
United States v. Campos, 221 F.3d 1143, 1148 (10th Cir. 2000) (suggesting that magistrate judge should
approve search strategy for search of a computer); People v. Gall, 30 P.3d 145, 166 (Colo. 2001) (Martinez,
J., dissenting) (arguing for a new Fourth Amendment rule governing search of computers "to properly
protect privacy concerns inherent in the complex nature of computers"). Of course, these approaches are
somewhat difficult to square with traditional doctrine. That doctrine requires the government to specify the
place to be searched and the item for which to search, but traditionally has not been understood as requiring
an explanation of how the search is to be executed.

166 See supra notes 90-92 and accompanying text.

167172 F.3d 1268, 1271 (10th Cir. 1999).

168 1d. at 1274.

16978 F. Supp. 2d 524 (E.D. Va. 1999).

170 1d. at 527.
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! The “third-party doctrine” is the Fourth Amendment rule that governs collection of evidence from third
parties in criminal investigations. Daniel J. Solove, A Taxonomy of Privacy, 154 U. Pa. L. Rev. 477, 528—
29 (2006) (describing the third-party doctrine).

2 United States v. Miller, 425 U.S. 435, 443 (1976). The Fourth Amendment does not prohibit the obtaining
of information revealed to a third party and conveyed by him to Government authorities, even if the
information is revealed on the assumption that it will be used only for a limited purpose and the confidence
placed in the third party will not be betrayed. In other words, a person cannot have a reasonable expectation
of privacy in information disclosed to a third party.3 The Fourth Amendment simply does not apply.

3 Katz v. United States, 389 U.S. 347, 361 (1967) (Harlan, J., concurring).

4 Lochner v. New York, 198 U.S. 45 (1905).

5 A list of every article or book that has criticized the doctrine would make this the world’s longest law
review footnote. However, some of the major criticisms include Gerald G. Ashdown, The Fourth
Amendment and the “Legitimate Expectation of Privacy”, 34 Vand. L. Rev. 1289, 1315 (1981); Lewis R.
Katz, In Search of a Fourth Amendment for the Twenty-first Century, 65 Ind. L.J. 549, 564—66 (1990);
Arnold H. Loewy, The Fourth Amendment as a Device for Protecting the Innocent, 81 Mich. L. Rev. 1229
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(1983) (arguing that the third-party doctrine cases are incorrect because they focus on the rights of the guilty
rather than the rights of the innocent); Scott E. Sundby, “Everyman”’s Fourth Amendment: Privacy or
Mutual Trust Between Government and Citizen?, 94 Colum. L. Rev. 1751, 1757-58 (1994).

Recent criticisms of the doctrine include Christopher Slobogin, Privacy at Risk: The New Government
Surveillance and the Fourth Amendment 151-64 (2007); Susan W. Brenner & Leo L. Clarke, Fourth
Amendment Protection for Shared Privacy Rights in Stored Transactional Data, 14 J.L. & Pol’y 211 (2006)
(arguing that the major third-party doctrine cases were wrongly decided on several grounds); Susan
Freiwald, First Principles of Communications Privacy, 2007 Stan. Tech. L. Rev. 3; Stephen E. Henderson,
Beyond the (Current) Fourth Amendment: Protecting Third-Party Information, Third Parties, and the Rest
of Us Too, 34 Pepp. L. Rev. 975 (2007); Matthew D. Lawless, The Third Party Doctrine Redux: Internet
Search Records and the Case for a “Crazy Quilt” of Fourth Amendment Protection, 2007 UCLA J.L. &
Tech. 1, 34 (advocating a “retooling” of the third-party doctrine for internet searches); Andrew J.
DeFilippis, Note, Securing Informationships: Recognizing a Right to Privity in Fourth Amendment
Jurisprudence, 115 Yale L.J. 1086, 1092 (2006) (arguing that the Supreme Court should overrule the third-
party doctrine).

¢ Clark D. Cunningham, A Linguistic Analysis of the Meanings of ‘Search’ in the Fourth Amendment: A
Search for Common Sense, 73 lowa L. Rev. 541, 580 (1988). Decisions applying the doctrine “top the
chart of the most-criticized fourth amendment cases.”.

7 Wayne R. LaFave, Search and Seizure: A Treatise on the Fourth Amendment § 2.7(c), at 747 (4th ed.
2004).

8 1d. § 2.7(b), at 736 (“Such a crabbed interpretation of the Katz test makes a mockery of the Fourth
Amendment.”).

? See sources cited supra note 5.

10 See, e.g., 1 LaFave, supra note 7, § 2.7(c), at 747 (“The result reached in Miller is dead wrong, and the
Court’s woefully inadequate reasoning does great violence to the theory of Fourth Amendment protection
which the Court had developed in Katz.”); Daniel J. Solove, Fourth Amendment Codification and Professor
Kerr’s Misguided Call for Judicial Deference, 74 Fordham L. Rev. 747, 753 (2005) (“The third party
doctrine presents one of the most serious threats to privacy in the digital age.”).

" For a list of states that have rejected the doctrine, in whole or in part, see Stephen E. Henderson, Learning
from All Fifty States: How To Apply the Fourth Amendment and Its State Amalog’s To Protect Third Party
Information from Unreasonable Search, 55 Cath. U. L. Rev. 373 (2006).

12 Smith v. Maryland, 442 U.S. 735, 744 (1979) (“Because the depositor [in Miller] ‘assumed the risk’ of
disclosure, the Court held that it would be unreasonable for him to expect his financial records to remain
private.”).
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L 4S5 )l

Agles et Cua (D) i ylall 48 lase Cam s GBasal) = sansll 85 g 4l 13gd LD ) gall
2o B s QAL At e L 383 oy 1) Al aal 1) Jaeill e ae e slaall a1yl
48 fase e By Cagpmall e Ledy )l (e Yy e glaall g yaall @ sall IS o @l )1 Jpaadl
AN daasil) dlaad ual Al olis) 3 Jiaiall aeall gaadll oSladll 4a) gt (Al Ca yhal)
z s Ol Y edall e duanive Cud claaill oda Jie of (e a2 ) e 5 Al G lall il sleal

Leallialdage dan i 5 Ul okl sabe

Laalaa) (aca (jriaga (prias alai) ?ﬁ E.L:SL,) ‘no panacea Loaa da ol Chlll) g_'AJH\ 48 )
clias ) segdy ¥ sladll of & ilEall daall s Bfunctional dsda s s a5 doctrinal dsilic
S o e Lol 4l ol el oY e danlly il Gl e slae b cladll e A guadl
dlluw s "unreasonable Jsiae ne "expectation of privacy Ana padll a8 55 LK sy
< shad 3as) Al e Sl ey 45Y Jliae Tanall () 055 g8 itk A0l daadl g Mmma 5
Aas o5 zsies s adine ae (8 Lee gsiee GBS 090 invasive steps Saxi K
389 harass Aiucael Aalull (pe HESI Gaie sSall Gl g asall CallAl) Ca jlall 438 fase ey ¢y sl

R R
o omS an )l Laa IS o W il (oamy Lagd (&) IS of cpa 40l Al yall 038 aa i
Y sladll b <lasWl 5 important counterarguments dagall saliaall zaall Jalady g 4zl
OV el Ao substance # sl (e 5SS form JSE J s bl ie P dua padll ) segdy
Bz (g a5l V) Migua geadll J sinall @8 gl LAA) Cua (e o yahali &3 28 CA Caylall 43 fase

13 See infra Section I.B.
14 See infra Section I.B.1.
15 See infra Section I.B.2.
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pls il il e s sl al Laai) g8y LSl U 31 g o) 55 H3ST ol A0La) Gl )
3 iall dpaa) ool a8y IBAANL Cal skl sal (A CYLAY) e dy el s 3 el pazay o ) sl
A sall ) kil PO Gkl sade o Glaagdl apaas ) s Y1 Jie saaadl Gla 5l Sl
Al A aal ) Qo) 3k 3000 Juadl il YIiS) ST agd Y dalas cllin ccalal@ny) e 5 1Y)
OSar Las s Al s yuaty 28U IS Al )l o283 dadiall el il () a5l D8 32l 5 dagail) il
ek o el et B 1) 8 Aiee VA Liie faaad) S13) Le g o DMiad) (il Caliag o

oAl 8 U8V e Al gine daa g VA (e S0 3 48l 3 8 eyl s Al )

law of the il cajlall ag 5l Sladl Js¥1 & Jall adiy o) 3ol day jl U Zusl jall oda andiy
Aal) et CWEN o ylall 48 SUI e all Jalay Al dpuldll clalensy) 5 third-party doctrine
el )l e Jilanll 2 GallaY (5 eV aladiud) gie JMA (e qal ) Jaanill a5l 533l

N Jaanll e ) il
2ol aal ) daanill o 2 3le bl s Gasall & g 1) b il (5 55 i Tanad) O D) ¢ ) S

el s o sthaall () 1aa Al Cayall fase (3lan s caol Sl Chaedll dhag dhaay e pSad danal
Ll 5 dailial) Lalil) (pe dnie e sagied) O Lad 5 oGl Caplall fasad Cpanlia) cpalaisy) e sl )

16 Entrapment is an affirmative legal defense. In the most basic sense, it occurs when a government
official, such as a police officer, uses threats, fraud, or harassment to induce or coerce someone to
commit a crime they wouldn’t ordinarily commit. Defendants who can prove with a preponderance of
the evidence that entrapment has occurred will likely be acquitted of the charges for which they are
being tried.

SEE: https://www.newjerseycriminallawattorney.com/criminal-process/what-does-entrapment-mean-
in-a-legal-case/

17 All of these doctrines are discussed infra Section IV.B.

18 See Solove, supra note 1, at 528-29.
19 See, e.g., sources cited supra note 5.
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I. Introduction to the Third-Party Doctrine

skt ) el VA e Ganla) Gae sl padly o CAEN o ylall 438 fase ¢ jall 13 7

S &by cundercover informants Gm ol G 3l Jia secret agents Omow ¢Se e

Ol palEiy) Loagl el 1aa aaay &G i,k account records Cblua Cllaw e L;;L.\S

by Wadll (e 43l 3S555 doctrinal in nature dags dxula 53 J5¥) amill Gl Caylall 5ol

by SN a8l 20" gy dpa gpadll 48 5 Jasy QAN Cakall exposure <iS o) Il
2LaaY) e dalull (e S da gSa) iy A Calall 48 fase o e u 5 functional

Llaidl) A
1971 -1952 &g nadl 3l 1
A. The Cases

1. Secret Agents, 1952-1971

law Asliall CleljaYl o sl8 8 Wlall AaSaall 3 6Y) Lliadl) (e a2l of e a2 ) e

Omom (iosdes undercover agentsim - sles aladiul Ciiesd of criminal procedures
Juas alé 2"gecret agents Gmowd) eDeall" | o e W - ) 22 confidential informants
Cm 24530 Y gl i Al i el ) gl e Shandl e 58 Jidd ) ol g
4a incriminating aas Gl pals a s Gl ol g 4 palad) Jausdl jaie (e 058V J el
Al poaal St al 2l 3 5 ¢ 58 5 ySaa llas (55 3 by s | e S (552) O ol S Poy (652)
Osh 5 Sae auia s Jalay OIS 45Y ) N o) gy da gSall @b (s I Jala s ASlaall b o

20 See infra Section IL.B.1.

21 See infra Section I1.B.2.

22 For example, in Gouled v. United States, 255 U.S. 298 (1921), a business acquaintance of a criminal
suspect pretended to pay a social visit at the suspect’s office when he in fact was intending to search the
office for evidence. Eleven years later, in Sorrells v. United States, 287 U.S. 435 (1932), an undercover
prohibition agent looking for alcohol gained entrance to a suspect’s home by posing as a tourist. Although
these cases involved secret agents, they did not specifically raise Fourth Amendment challenges to secret
agents’ use.

23 See, e.g., Yale Kamisar et al., Modern Criminal Procedure 465 (12th ed. 2008).

24 Lee v. United States. 343 U.S. 747 (1952).
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saaiall Y 5l s U sa 53! Lewis v. United States saaiall Gl gl sa padde o dndl o
L Sae agiall lea cpud (3 .1966 ale (3w asdll (sl A Haay States,’? Hoffa v. United
Jimmy Hoffa @s o Teamsters waiy sl (Hoffa Wss a5 Ll saglall ansl 4l i )

Al lbal | s Jamy 430 Cpi (53 Partin ¢uik 4l

e e YU b srans o5l Lo s agililedy GaY Gy sl o Meadl N cpullall WIS &
O 8 el DV Caantl) iy ol ) o Daad) aladiial e Ll o) () deSaall caald g ¢ J e 5 Sl
Y el Jaastl) (ld crasldlae e @3S o b b Lelaa e (B A e adiag S" s 0
Fgie @S gl aihiy del gh 4] spa @A) paddll gl alae je b Uadll (S5 50 e )" as
sl sady J8 i sac il oda Jie O (5 ) sid e sl A s dalia alasind o oS o (S Y

g )

Laalie 30c 8 ha o yi8) o gud (b giud |y slana AN ol @ el deceptions &\J'; U yie ) 138
e daclill sd (ld ey 43 aa g sied e JISEY) (e JSE b G pad) e Derd) alasiin) o

% 1d. at 753.

26 1d

27373 U.S. 427 (1963).

28 Lopez v. United States., Id. at 438.

2 d. at 439.

30385 U.S. 206 (1966).

31 Lewis v. United States, 385 U.S. 206 (1966).

32 Hoffa v. United States, 385 U.S. 293 (1966).

33 the Fourth Amendment does not protect “a wrongdoer’s misplaced belief that a person to whom he
voluntarily confides his wrongdoing will not reveal it.”, Id. at 302.
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ol G Y gl dmeall i ol las Jainall (b cagiiliae 3 LUSH 48 Loy eliy (1S 1Y) A )
4030 g ladll )l eeld e anal Ly sl clalan f el S anal oS5 W1 1) o1

& yi - "the risk is his 4 Jhall" 13l s - "inescapable 43 Jie ¥" ZUELY) 138 IS 13 Lavally
el () 92

1980-1973 <Ay lail) cdlawad) 2
2. Business Records, 1973-1980
leman caladis <1980 ale () 1973 ale (o Callil) oyl 488 Lol (pe 4l 4] gal) ciaa
Gl ydal ) 4 el bl J8 o AaSacdd) @) (bl aen (8 4 ladll ) (e dilis Lo g3l
Clatiss Couch?! shel «Couch v. United States 4l (85 . a) ) Joandll s e A5 285
& gl e ele i) @) Sha i Sall i 43 Lale 42 842 Couch .. Az puall @l 1 YL dalaial)

3401 U.S. 745 (1971).

35 United States v. White, 389 U.S. 347, 360 (1967) (Harlan, J., concurring).
36 Katz v. United States, 389 U.S. 347, 360 (1967) (Harlan, J., concurring).

37 White, 401 U.S. at 746-47.

38 1d. at 749-50.

39 1d. at 749. Because Justice Black’s concurring opinion adopted a far broader rationale, Justice White’s
plurality opinion expresses the holding of the Court.

40 1d. at 752.

4l Couch v. United States, 409 U.S. 322 (1973).

421d. at 324-25.

43 United States v. Miller, 425 U.S. 435 (1976).

4 United States v. Payner. 447 U.S. 727 (1980).
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3ac Lusall Ciaxiiing) il sleall G 5 cda I e (e 5 palia il LISl o Alill Jacs Slea ST il
24 Jie iy el e Jgeanl)

Ladie " s Callil) Calall fasey J gaddia 45y "l (gl Al Jais Slea aladiiad o Llall daSad) &
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4 1d. at 728-30.

46 "there can be little expectation of privacy where records are handed to an accountant”. Couch, 409 U.S.
at 335.

47 See id. (“What information is not disclosed is largely in the accountant’s discretion . . . . Indeed, the
accountant himself risks criminal prosecution if he willfully assists in the preparation of a false return. His
own need for self-protection would often require the right to disclose the information given him.” (citation
omitted)).

48 Miller, 425 U.S. at 442.

4 1d. at 443.

50 Payner, 447 U.S. at 732 (“United States v. Miller established that a depositor has no expectation of
privacy and thus no protectable Fourth Amendment interest in copies of checks and deposit slips retained
by his bank. Nothing in the record supports a contrary conclusion in this case.” (citations omitted) (internal
quotation marks omitted)).

51 Smith v. Maryland, 442 U.S. 735 (1979).

521d. at 737.
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1. The Doctrinal Critique

Aa peadll LAY Jsieall o851l 482 gk VY A3l sa i) Caylall fasal age DI J sl o)
A i ydall Bl 5 Cailed) O s 5 A jaall agiDlas b dga seadl) ale o BY) &8 giy coliall U
an Sl Ay y o saadaing Y (Al Bliadll 5 (Al gina g ALl A padll Cilad gl o328 Jia s 585 AN
defies &8sl aaiy" «)shaiall 1 ey aal N Jandll Gudad () s g adaall (e O g2ms Ay
b & gaall Jie 236 Gal ykl ) "voluntarily due ) sk cile sleall alay (il b J 588 5 "reality
Cuall " eCiran Al dia jlae A Justice Marshall JWi e aldl)l JB WS 00 alell il i
B AV (5 Gl el Aalill (e ¢ Al i) A Sl "agsuming o=l s# "oe Cuaal)
O gl

33 1d. at 744.

S d.

55 1d. at 745.

56 United States v. White, 401 U.S. 745, 768-95 (1971) (Harlan, J., dissenting)

57 Smith, 442 U.S. at 748-52 (Marshall, J., dissenting).

38 See, e.g., Ashdown, supra note 5, at 1315 (“[T]elephone patrons undoubtedly would be shocked to learn
that records of their calls either were available for third parties or were being distributed outside the
telephone system.”); Christopher Slobogin & Joseph E. Schumacher, Reasonable Expectations of Privacy
and Autonomy in Fourth Amendment Cases: An Empirical Look at “Understandings Recognized and
Permitted by Society”, 42 Duke L.J. 727, 732 (1993) (arguing that some Supreme Court cases “do not
reflect societal understandings” of when an expectation of privacy is “reasonable,” and that “some of the
Court’s conclusions [about what expectations of privacy are reasonable] may be well off the mark™).

9 See Slobogin & Schumacher, supra note 57, at 732.

60 Christopher Slobogin, Subpoenas and Privacy, 54 DePaul L. Rev. 805, 829 (2005).

61 See also Ashdown, supra note 5, at 1315.
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62 Smith, 442 U.S. at 750 (Marshall, J., dissenting).

63 See, e.g., Katz, supra note 5, at 564-66.

64 Smith, 442 U.S. at 749 (Marshall, J., dissenting). Daniel J. Solove, Digital Dossiers and the Dissipation
of Fourth Amendment Privacy, 75 S. Cal. L. Rev. 1083, 1086 (2002).

65 Richard A. Posner, Not A Suicide Pact: The Constitution in a Time of National Emergency 140 (2006).
66 1d.

67 Sherry F. Colb, What Is a Search? Two Conceptual Flaws in Fourth Amendment Doctrine and Some
Hints of a Remedy, 55 Stan. L. Rev. 119, 122 (2002).

%8 United States v. White« 401 U.S. 745 (1971).
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TN Cailgd) AS 5 () slaiy Jath L <[13S] padid gl 4 daaly il
oV Jaanl) Gl A Jsa Ll 8 (el (e 58S g (T0ALae Uali ) g ja elale 1
aaal) o Jlaia) e Lae ol o yla ciland o i i) Gilead cu i g sl 5 jeal e
Y ol 4 o) sl elalall o i ) el o i pal sie IS0 akais 3 ol )
281 5all 8 ol e |y 53 A Caylall ciland ol 13) 5 77" Cupaal) il slaall juae 8 8Lall Cuaias
oS 6B al) Gl e graal s yraal o a sl wl Sl Jpaeill (¢ e Bl (e sSal
TBal Ol Jaaail) 38 (50 "digital dossiers dxdll Gl aseaads aen e 3508 da <Al

% See id. at 787-89 (Harlan, J., dissenting) (footnotes omitted).

70 Smith v. Maryland, 442 U.S. 735, 74852 (1979) (Marshall, J., dissenting).

"'1d. at 751 (citations omitted).

2 Loewy, supra note 5.

3 1d. at 1252-56.

" 1d. at 1253.

5 1d. at 1255.

76 See, e.g., Katz, supra note 5, at 568—69 (“The government is free from any judicial oversight. Without a
reasonableness limitation, we must rely on government officials to voluntarily respect our privacy.”)

7 Solove, supra note 64, at 1087.

8 1d.; Joseph T. Thai, Is Data Mining Ever a Search Under Justice Stevens’s Fourth Amendment? 74
Fordham L. Rev. 1731, 1736-45 (2006).
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II. Substitution Effects and the Functional Role of the Third-Party
Doctrine

s all 138 75 saelEll Griage (pinils Jalaiy Gl Copall sl Bl gl 5l EBY ()
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ol saie s Aald OOlalaey Ledlarinl 5 agal) jad dalall il sall 34} (e enables wrongdoers
A el g Juad JS5 daal 2 Y) agtlasie oLAY (g el JSAy G pall ago Adilall Sy (G
iall oy Auliall 5 Ae ) 5 g im s Laa el ol snnll () 3381 sl (3158 JA5 Al
fpem peadll Jlaa ) Jlall 8 a i 81S5 LY 505 Lea caseal) oda Jie Cullil) oLl sae aiais
A )yl () sty (ol G 5Y A gundll laia 5 o ey (58 jaaly Gl (30 yaall
O ) 18 AN Cal HlY) aag3 (S il ol 5 doanill bl (5053l Tl il oda sl
ula sp 48l o oS bl atial g ARGV (any I3 ey Jaelu g 4y G (o ylal) 4y Tadin (o
2N o) ) gl o ol SN Slad) (e il
&l ol ol sl A

A. The Basic Division of the Fourth Amendment

Ugiaall e seizures s3badlls searches (il Glleal aol I Jawill jlas sty
i Lilal) daSaal) el Ol 1o Ll ,QA;\X\} da padll G o) 8l ) unreasonable
Qi g aal S Janil) Lgadaty ) 6al) & ghad :enforcement conduct <Uabud) dllis (e ol
Leakiiy ¥
s site AY) Gandl & i Lain (SLY) Gy s oY) oy aal 5l Qo) eny caladall 138 Con sa

private Galall 3kl s (adill Jie al ) Gl eny (JUal) Qi o Ae sSall 48) jall
oo STLE el 3ale Laal ()5S o cand ¢ SLY) @lls ) g 1) da Sl )i 13) 80 packages

" E.g., Patricia L. Bellia, Surveillance Law Through Cyberlaw’s Lens, 72 Geo. Wash. L. Rev. 1375, 1403
(2004) (articulating that the third-party doctrine should be construed narrowly in the context of computer
and internet communications); Freiwald, supra note 5, at 9 40; Deirdre K. Mulligan, Reasonable
Expectations in Electronic Communications: A Critical Perspective on the Electronic Communications
Privacy Act, 72 Geo. Wash. L. Rev. 1557 (2004) (arguing that the third-party doctrine should be read
narrowly in the case of computer and internet communications).

80 E.g., Payton v. New York, 445 U.S. 573, 585 (1980) (noting that the * ‘chief evil against which the Fourth
Amendment is directed’ ” is the warrant-less entry and search of a home (quoting United States v. United
States Dist. Court, 407 U.S. 297, 313 (1972))).

81 1d.
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.monitoring is not a search or seizure.
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‘;wnggywtﬁuﬁ\a@:}zaﬁﬂﬂoﬂuuum;s;siu#suzgaﬂsaﬂ

833Kl

balance (Y5 dpapadll ()5 S dadiiag dadaia e il ghad ) bl andil) (525
JEY) e e a Bad agy adidiall (pe Liaulss il 231 jal) alase 0¥ between privacy and security
Losale Aadiia Lin ol iS5 (o plle (8 S8 ccund) 28 jaad s 48 jall A gide (Sl (A pgail a0
alad JUal) s e cp LA (8 sy (ad B8 e (y5m 311Nz AN B Ae jal) (e 6 S aan
Dl e giall 5 al e (g s oAl duled il jadall o) 55 2151135 g SLA ) s oAl s 4l ie s yolas
zlisy cact slud) /0ndll ay o (s o) 35 g AN Addad Jand) 8 alua ) JB 311 1Y) Q3 Al Leaa
Al jia b e Slall Lo Gy @l jall e i) o158 038 JS A body dall g paladll )

2 Jaail) s ses unprotected daese ye (Sl )z 553l

G 1)l 1) Jpanil) 2o 58l gadail) () 5) sl Bpaa W) &l el Apadiil) Q) jall abieal alall juaiall
JY) e Lol da 30 (gl ca DU ol o gy Apana e (Sl 8 Ay sall e JBY) e e
sale fag dda i) (Y 1k Blus a8 o el e} Bl S 13) Lad S e Hhill a @l ey
da i A i) ey @il jad) (e alad) ¢ Sl (8 ¢ sl @iy Ui Ladd (s Jah CligSS aa Ligias
(i i (53 Aag yall (e plall s Jall ) U saa sl AlSal Ayl Ui 5 ALY (e 2y el el

.public ble J& 13l 5 45 agiiiall aad ol o b jmand i sl 5y 150 13)

Aalial) AV Gl 6 yilae ey yadl Jadlizal) () 5y ol La WAl aliea 8 day jall Jad o il laall 528
laluall 538 ac 2 LgiSas A USI 48 Loy 4 8 AoV CilS 1Y) A ST 84 o (5 5 853 Y ) sl
Aliall Wleasl) e JAY) e ddvine it Ja e dda 3l ol gadll oda aeludy | liad yals dueadl)
Ao gtall S Jlaial as g Enny AV e S 2ae dée%og}.‘l\f\éj\dﬂiﬁi’j\dééd‘@ub

Aolial) 5 dgmiil) 4l deddy Ailiall Alanll alail any Las (gilial)

82 California v. Ciraolo, 476 U.S. 207, 213 (1986) (“The Fourth Amendment protection of the home has
never been extended to require law enforcement officers to shield their eyes when passing by a home on
public thoroughfares.”).

8 In the argot of existing doctrine, government conduct that violates a reasonable expectation of privacy is
a “search” that ordinarily triggers the warrant requirement; other government conduct is not a “search” at
all.
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B. Third Parties and the Basic Division
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plasinl 4iSa) gl algall (a5 ol Labadll A4S jLiay Jalall W s Ja Clea (g #DSy L)
A Sl A8 el A gite colalisal Al gy () 90 4wl e GlKE Y G Gl cilaas

il e Sl Caylall ) sy 84 lariul s 206 Cal lal alasin o oS L Wle s als
alre Jae Jag s G yha aladii) (8 281l ol 5 Qe alaiy Y Cam Aaladl GSLYT Y 2 530 0
8 ) dalay e ey ol Lide O manal Lile 58 o oS OIS Lo il = sial) Gaaall 468
Y aaall (a5t ¥ Ay jalld aa e e pal) CISE ) (e pgiSay Gl Calall IS5 Y el ia
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C. Examples

GG Caphall 438 Ly (oS g Jlagind il o Liily LN il ,laY) AL8 488 i 3 8 ALY aclus
dag Gle Y Al &G Gl aladia) 4313 Lee LAl (i dpa gaddl dles (e da i) Lud e
pen register (Jﬂ\ Jas -Cllal q‘)ﬂ\ 4ad] Jaall Uﬂj JSSY\ Cpdudatl) ébl_.ﬂc\ Lg apa gl

87 5le dim sasiall Y 1 85 yiaall 8 peaall Cluall Ola 5 $0Can duaid Cidal)

8 In the argot of existing doctrine, government conduct that violates a reasonable expectation of privacy is
a “search” that ordinarily triggers the warrant requirement; other government conduct is not a “search” at
all.

85 Of course, this is not true in every case: It is possible to imagine an entirely private crime such as
attempting suicide. But in most cases, some exposure is necessary.

86 Smith v. Maryland, 442 U.S. 735 (1979).

87 United States v. Miller, 425 U.S. 435 (1976).
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1. Smith v. Maryland—Pen Registers
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se by s Gl adall OIS Enan G ) s Las ddpnall e AallSal) d38a B8l Jas Jas 4l e Ciila (g
Al e Qi 5eY Jaine G Ao 8l 3 35 A

e third party G Gl Gues ardin) o€ anally 555 of ) zlias dia Jlaia¥) 53l agd
83 Uae () Sl duan IS ccaila ol (s alle 88 eyl alall Cailadl (e paliall Canlgl) allas
ania J e () 43 3 il ) (ohary el Jie Hobian Cnan IS Al 48 Hlall dlaa
81 yal Unibia s Al 21 S Gl s iy 585 il 38 55 o (00 Y Ll iliad]
Al jia alay Cuens 3 Li Ialall IS L) elail maen 8 "tail 4xi” 5 deall g ) sil) (e Crsan

Al J e () a3 sl 2685 el Jaa

Adeall 3 jlatinly s J il 30l () dalay Chran any Al ccilg) alas e Callil) Calall ani Ladie
o) sell 8 la Canis S Ly 89 el anla¥ Flandl” 4y o) jiall Ciladiall Loyl 453 )
LYl 8 Cuans 33l e Yy ailed) e Gl Caphall aladialy J i) Jals oY) Gaasy Gkl
Lo Jsa A0l dalall il glaal) Jolay Lo e Jseanll o8 Javss gt ) (V) dda 5311 2 Uias cdalall
Adedy (S

Crpans Azl 8 Llall AaSadl) ) 8 Gl ¢ shaiall 138 (peg Aledy (S Lo Jsa A8l dalall e sleall
O Sl daanil) 2o ) 8 (51 55 s Al (8 e A glaa (e ramia JSG 230 Jle 43V 5 gl
Alaall ae N Casall a3l ad aol U daael) dles 3ilday Uisy (Al Javs gy o Lganliit)
Aalall 480 yall (e 4y s cans ) CllE o lal G aladial (ool 288 40 4l A all aiia 33 5 gall
(Y e claal i) ad) i Ciilell Gl cdinna ) il ) 1l e Yy

Joaninidda il il Al Gl slaall udi Jae pen register information alal) Jass Sl slae Cls
gl allall Aaid (8 Lieaa (galall Cunans 252 9 (Sh ol aladl g LA 8 Cunens Baallie JIA (e Lele

L (A oana e (ol JBY) sagay (8 G Gkl e s sans Aai sall physical world
90l A8 A oyl

8 Smith, 442 U.S. at 737-38

8 Paul R. La Monica, Let your fingers do the walking, CNNMoney.com, December 13, 2005,
http://money.cnn.com/2005/12/13/news/fortune500/yellow.

% During the editing stage, I learned that Ric Simmons recently made a similar argument about Smith. See
Ric Simmons, Why 2007 Is Not Like 1984: A Broader Perspective on Technology’s Effect on Privacy and
Fourth Amendment Jurisprudence, 97 J. Crim. L. & Criminology 531, 553— 54 (2007). Simmons and I
share a similar approach to how technology impacts Fourth Amendment protection; both of us have
emphasized how technological change can both take away government power and expand it, and how
Fourth Amendment rules respond to changes in both directions. See Orin S. Kerr, The Fourth Amendment
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2. United States v. Miller—Bank Records

s pdns La 8 /lealifind 5 O jlie i saatiall Gl ol Al & jliie) A pa el 2ay
Jlagia¥) il A5 ) L aa ) Geall (eé bank records A el ctall al )l Jaedl dlea
Ao sSall i ¢ lie (& Aagil) pusy J)p Y Al aie] u<t sl o3a 8 substitution effect
Oselall (seadl axaiuls jllegal alcohol still s ie e YsaS S8 B jLa o @il
Paaadivn )5 Y A (ladl adlual Cilana (g 5idl 43 ledaY 48 paal) Hle <3l Prosecutors
e drawn 4 ssasall <l J)gal 15 lall GLEY (g lall Cluall 4 Sall Crariiul o5 AT 5 s
oot Y ol Jasall o Lla) Al ol il il el Ly iy AS 1 yualindl i el
e o PS8 Al AN e sSall GBS (e eng ol cuadll aa g e 408 paddl Hle Ola
eiiall ol o1 Y Ll

e b 5K Jatiior il Alebaa Jlasiad o sha e S 1l g lall Glal) 318 Gl dusd i
Aalay S 13 g s Lalle Jiad w55 Galall g Uaill & JalSIL sale ¢aasd Alalaay 5 5
Sl ) lisi ety Wil Jlall e J geanll ) rlisiod callall 138 8 L o o3 Jilie adall )

and New Technologies: Constitutional Myths and the Case for Caution, 102 Mich. L. Rev. 801, 864—67
(2004); Simmons, supra, at 535-36. Simmons ultimately condemns the third-party doctrine, calling it
“dangerously short-sighted,” but that is because he assumes that the doctrine must also apply to the contents
of communications. Simmons, supra, at 555. As I explain in Section II.D, I do not think the third-party
doctrine needs to apply to contents of communications. With that caveat, I agree with the basic approach
of Professor Simmons.
11984 ole Jio (ol 2007 10l ¢ 33 sapms oy ) S0 Cupans (o ABlas dan | A 50 a8 3 gapms oy Of Caale ¢y pail dls 5o Dla
Qo) Lo Uy 1Sl 5 A0 i g LS 35 gy Ul ol iy Gm o) Lo ) i ) iS50l
sl al 1 Janell ae) 58 Canisd (oS g clgan 53 Al da Sl by (0 o o 3S1 puiil] (S0 (i€ LIS ST 0 sl ) )
0 Al 3 38 pmsnny ¢ nd Ay By ghnl) Lyl sl il o0 isel S o sl 5T colai¥) XS
Alsina o byl Gl o cany sl o iy 439 138 015 ¢ " padad JG lail) juadt aaly ol laeal g oCullil) o lal) ad
Onaatl) 13 ae s YLV il gine e Gaaly o cang CAllll o plall 4 o siie | Y 5 o - Ll andll 3 Caaa ol LS Y LasY)
isane ) smasd sl (i) el e 8
1 United States v. Miller, 425 U.S. 435 (1976).
92 Specifically, Miller had written a check to rent a van and purchase radio equipment, sheet metal, and
metal pipe. See id. at 438.
% The Miller court explained: The depositor takes the risk, in revealing his affairs to another, that the
information will be conveyed by that person to the Government. This Court has held repeatedly that the
Fourth Amendment does not prohibit the obtaining of information revealed to a third party and conveyed
by him to Government authorities, even if the information is revealed on the assumption that it will be used
only for a limited purpose and the confidence placed in the third party will not be betrayed. ‘
A sSall U et sl Al Ll i ¢ oS il shead) ol AT 4ig3d e CaiS o e asall Bl il Lo e Ao Canin gl
Ll 5 Calls (ol Lgie Cal€ll aty Gl il sheal) e gl unell aiag Yl 1) Qananill () ) 5S35 1 ) ye Al 028 5 8
(8 A s sall AE Gl 5 3 gane iy dah daladiul K 4 Gl ) e Slaleal) e aISH S5 ) s e sSall cllalldl )
LAY (T Y g Gl CayLal)
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D. Third Parties and Technology Neutrality
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Clgall Clead e (Sae e ST el @bl e asadl 58 Jeldll aadiun @lld Cadlay
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%4 Katz v. United States, 389 U.S. 347 (1967).
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oans ) diaill Ales (e rough degree A Sl Aapall udi Lal O Qe 43) Sus gl )
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%5 The Katz Court stated: One who occupies [a phone booth], shuts the door behind him, and pays the toll
that permits him to place a call is surely entitled to assume that the words he utters into the mouthpiece will
not be broadcast to the world. To read the Constitution more narrowly is to ignore the vital role that the
public telephone has come to play in private communication. Id. at 352.
4 3 Rl o) jals 4l pranst ) pm gl @iy cadls Ol (3l s o[iilell cliS] Jady 53 Gaddll S AaSaa <oy i il
@l Jall Jalat 5o Gl JS8 ) giual) el 8 allall Ly o ¥ Gogun Jla gl 8 Lew 3y ) Ll o iy of sl
Id. at 352, Aalall cVlai) i) )50 canly alall cailgdl of
% QOlmstead v. United States. 277 U.S. 438, 471 (1928) (Brandeis, J., dissenting).
97 “Ways may someday be developed by which the Government, without removing papers from secret
drawers, can reproduce them in court, and by which it will be enabled to expose to a jury the most intimate
occurrences of the home.” Id. at 474.
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III. The Third-Party Doctrine and Ex Ante Clarity
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%8 See Orin S. Kerr, Four Models of Fourth Amendment Protection, 60 Stan. L. Rev. 503, 527 (2007) (“The
Fourth Amendment’s suppression remedy . . . generates tremendous pressure on the courts to implement
the Fourth Amendment using clear ex ante rules rather than vague ex post standards.”).

% See id. at 527-28.

100 See generally Mapp v. Ohio, 367 U.S. 643 (1961) (applying the Fourth Amendment’s suppression
remedy to the states through the Fourteenth Amendment).

101 See Kerr, supra note 100, at 527-28.

102 See supra Section I1.A.
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103 See United States v. Villarreal, 963 F.2d 770, 774 (5th Cir. 1992).

104 See, e.g., Solove, supra note 64, at 1083 (criticizing the third-party doctrine, but not proposing a clear
alternative to it).

105 See generally Kerr, supra note 100, at 503.

106 See id. at 508-12.
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108 See id. at 519-22.

109 1d.

10T have developed this argument in greater depth in Kerr, supra note 92, at 871-75.

1 See generally 18 U.S.C. § 3127(4) (Supp. V 2005) (defining trap-and-trace devices for purposes of the
Pen Register statute).
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18 U.S. Code § 3121 - General prohibition on pen register and trap and trace device use; exception:
(a)IN GENERAL.—

Except as provided in this section, no person may install or use a pen register or atrap and trace
device without first obtaining a court order under section 3123 of this title or under the Foreign Intelligence
Surveillance Act of 1978 (50 U.S.C. 1801 et seq.) or an order from a foreign government that is subject to
an executive agreement that the Attorney General has determined and certified to Congress satisfies section
2523.

(b)EXCEPTION.—The prohibition of subsection (a) does not apply with respect to the use of a pen
register or a trap and trace device by a provider of electronic or wire communication service—

0]

relating to the operation, maintenance, and testing of a wire or electronic communication service or to the
protection of the rights or property of such provider, or to the protection of users of that service from abuse
of service or unlawful use of service; or

(0]

to record the fact that a wire or electronic communication was initiated or completed in order to protect
such provider, another provider furnishing service toward the completion of the wire communication, or a
user of that service, from fraudulent, unlawful or abusive use of service; or (3) where the consent of the
user of that service has been obtained.

(¢)LIMITATION.—

A government agency authorized to install and use a pen register or trap and trace device under this chapter
or under State law shall use technology reasonably available to it that restricts the recording or decoding of
electronic or other impulses to the dialing, routing, addressing, and signaling information utilized in the
processing and transmitting of wire or electronic communications so as not to include the contents of any
wire or electronic communications.

(d)PENALTY.—

Whoever knowingly violates subsection (a) shall be fined under this title or imprisoned not more than one
year, or both.
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112 Slobogin, supra note 5, at 179-96. I critique Professor Slobogin’s proposal elsewhere in this Volume of
the Michigan Law Review. Orin S. Kerr, Do We Need a New Fourth Amendment?, 107 Mich. L. Rev.
(forthcoming April 2009) (reviewing Slobogin, supra note 5).

113 Henderson, supra note 5.

114 Professor Henderson’s nine factors are (1) the purpose of the disclosure, (2) the personal nature of the
information, (3) the amount of information, (4) the expectations of the disclosing party, (5) the
understanding of the third party, (6) positive law guarantees of confidentiality, (7) government need, (8)
personal recollections, and (9) changing social norms and technologies. Id. at 975.

115 See supra Section I.B.1.

116 See supra Section I.B.1.
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117 See supra Section 1.B.2

118 Hoffa v. United States. 385 U.S. 293 (1966).. All of these doctrines are discussed infra Part IV.

119 “The Government’s deception in hiding the informer under his [union] roles . . . prevented any intelligent
and understanding waiver of Petitioner Hoffa’s Fourth Amendment rights.”

120 Brief for Petitioners at 35-36, Hoffa v. United States, 385 U.S. 293 (1966) (Nos. 32, 33, 34, 35).

121 Brief for the United States at 125-26, Hoffa, 385 U.S. 293 (Nos. 32, 33, 34, 35).
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122 1d.

123 See Rollin M. Perkins & Ronald N. Boyce, Criminal Law 1079 (3d ed. 1982). Perkins and Boyce note:
The general rule is that if deception causes a misunderstanding as to the fact itself (fraud in the factum)
there is no legally-recognized consent because what happened is not that for which consent was given;
whereas consent induced by fraud is as effective as any other consent . . . if the deception relates not to the
thing done but merely to some collateral matter (fraud in the inducement). Id.

124 United States v. White, See id. at 1075-84. 401 U.S. 745 (1971).

125 Smith v. Maryland, 442 U.S. 735, 740 (1979).

126 See Georgia v. Randolph, 547 U.S. 103, 11415 (2006).

127 See Kyllo v. United States, 533 U.S. 27, 31 (2001) (citing Silverman v. United States, 365 U.S. 505,
510-12 (1961)).

128 See Randolph, 547 U.S. at 114-15.

129 See supra Section I1.B.

130 See Mancusi v. DeForte, 392 U.S. 364 (1968) (holding that a person retains a reasonable expectation of
privacy in a shared office).

Bl1d. at 369-70.

132 See United States v. Matlock, 415 U.S. 164, 171 n.7 (1974) (noting that “common authority” over spaces
or property gives co-inhabitants the right to permit inspections of their own accord).
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B. Alternatives to Fourth Amendment Protections to Prevent
Harassment—The Case of Secret Agents

Gy 136ALL e i) Ada il prie 4df sa G0N Caplall asdl A Sl SEEY) )
EMand) e Jgeanlls el aladiul s cgumd s Jhaol e sSall Galssuall Tanadl) any
st 61 032 Lol 6l ol (a2l Dl e el iy sllnall 8,1 i 5 i ol
Zstas oy aaine ae G5EL Y Adalull (e Rl 138 A sSall ie 8 coliall G5 g daSaal) (e gl
B3 7has e Ailiadll 5 aladind) selu) had
a8 Aiall g Anaall A sas sl Lalll sa ol I Qi O im 55 Ll o Al o2 3 A0S
a0 Jaaxdll 2 s Gl G plall e sleal 3 i) lilizas dalleal <l 5aY) (e daasl 5 e gana
(8l Caall ol ) J s sl (e an3 51l G caa Sl Qo Alaa Jae <l 50Y) 038 i
legal (553l alail) andiivg ((p paall o Dlandl Ala 8 alaaiul) ¢ gud G jo ()55 8 Ba2aa (Sl
«Js¥) Jaaill 5 « Massiah doctrine Lislall 438 5 centrapment law &l 2lac) () 533 system
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133 Notably, Professor Colb has argued that the Supreme Court’s “knowing exposure” cases should be
reanalysed under consent principles. See Colb, supra note 67, at 123. However, Professor Colb does not
focus this insight on the third-party doctrine cases specifically. Further, she does not suggest that the consent
doctrine might help justify the existing third-party doctrine cases.

134 United States v. Dionisio, 410 U.S. 1, 9 (1973).

135 See id. at 10.

136 See supra Section I11.B.2.

137 See supra Section I1.B.2.
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1. Entrapment Law

030 o Tae o8 il (Cpnpudl eDleall ol S Jaaill dail J5¥) dpadl &8 (88 a5
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138 See supra Section .A.1.

139 See 2 Wayne La Fave et al., Criminal Procedure § 5.1(b) (3d ed. 2007).
140 |¢, See, e.g., Sherman v. United States, 356 U.S. 369 (1958).

141 See, e.g., Sherman v. United States, 356 U.S. 369 (1958).

142 Id
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2. The Massiah Doctrine
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43 See, e.g., Sherman v. United States, 356 U.S. 369 (1958).

144 United States v. Gendron, 18 F.3d 955, 961-62 (1st Cir. 1994). Examples listed by then Judge Breyer
in Gendron include cases in which the secret agent (1) used intimidation and threats against a defendant’s
family; (2) called every day, began threatening the defendant, and was belligerent; (3) engaged in forceful
solicitation and dogged insistence until defendant capitulated; (4) played upon defendant’s sympathy for
informant’s common narcotics experience and withdrawal symptoms; (5) played upon sentiment of one
former war buddy for another to get liquor (during prohibition); (6) used repeated suggestions which
succeeded only when defendant had lost his job and needed money for his family’s food and rent; and (7)
told defendant that she (the agent) was suicidal and in desperate need of money.

145 Sherman, 356 U.S. at 382 (Frankfurter, J., concurring).

146 If the government cannot use a secret agent without probable cause to believe that the agent will uncover
evidence of crime from the target, presumably that means that the government has prior evidence that the
target is predisposed to engage in criminal activity.

147377 U.S. 201 (1964).
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148 1d. at 207 (“[W]e hold . . . that the defendant’s own incriminating statements, obtained by federal agents
under the circumstances here disclosed, could not constitutionally be used by the prosecution as evidence
against him at his trial.”).

199 1d. at 202-03.

150 1d.

IS11d. at 203-04.

1521d. at 205-06.

153 . « “Massiah was more seriously imposed upon . . . because he did not even know that he was under
interrogation by a government agent.” ” Id. at 207.

154 1d. at 206.

155
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156 United States v. Mayer¢ 503 F.3d 740 (9th Cir. 2007).

157 the North American Man/Boy Love Association (“NAMBLA™): a group that claimed to be “a political,
civil rights and educational organization’ ” opposed to age-of-consent laws. Id. at 745.

158 Mayer expressed in frustration that “NAMBLA kept up pretenses of trying to change society when in
fact its members only wanted to travel to meet boys.” Id. at 747.

159 “justified by a legitimate law enforcement purpose that outweighs any harm to First Amendment
interests.” Id. at 753.

160 the government’s “interests in pursuing legitimate law enforcement objectives outweighed any harm to
First Amendment interests.” Id.

161 the Justice Department has promulgated the Attorney General’s Guidelines on Federal Bureau of
Investigation Undercover Operations. John Ashcroft, Att’y Gen., The Attorney General’s Guidelines on
Federal Bureau of Investigation Undercover Operations (2002), available at http://www.usdoj.gov/
olp/fbiundercover.pdf.
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1621d. at 3-4.
1631d. at 4.
164 4.

16514, at 6.

166 1d. at 8.
167

168 1d. at 8.
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1"%move to quash the subpoena sle iy

e AaSaall @l ) 8 e 8 s Gl Caplall cMlad D gl dlaad) G &5 (V) (any
TTHIPAA Azl Ol dlelisall 5 JaI ALE aall el gliad) (58 eny (Jliad) S
Clabaie g Ladiad Al Gl Caphal) Ml ) G sSal) J em s dpa gadd) dlea (538 28 G

169 the Pen Register and Trap and Trace Devices Statute. See Department of Justice Guidelines Regarding
the Use of Confidential Informants (Jan. 8, 2001), http://www.usdoj.gov/ag/readingroom/ciguidelines.htm.
170 Smith v. Maryland, 442 U.S. 735 (1979). 18 U.S.C. §§ 3121-3127 (2000 & Supp. V 2005).

171 Smith, 442 U.S. at 743.

172 “the information likely to be obtained . . . is relevant to an ongoing criminal investigation.” 18 U.S.C. §
3123(a) (2000).

173 United States v. Miller, 425 U.S. 435 (1976).

174 the Right to Financial Privacy Act (“RFPA”). 12 U.S.C. §§ 3401-3422 (2006).

175 “the information contained in the financial records of any customer from a financial institution”. 12
U.S.C. § 3402.

176 “reason to believe that the records sought are relevant to a legitimate law enforcement inquiry” 12 U.S.C.
§ 3407.

177 Health Insurance Portability and Accountability Act (“HIPAA™)
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2. Common Law Privileges

aridiall )5S Lanied 4o el Ol ) J gaa g1l audaiil 4005 3 pladl (o sitall <l el g
cAland) Aaalil) (pa g Qﬁu\u‘)ﬂ\ Qh&\ Jsa gl de Sall Sy Y c&ﬂ\ﬁuﬁ@awﬁkﬁ
0S8 Le 3 Al axe g gLl e da gSal) pumy 4 s G G phall 4l e SLaeY) (3 i
=l aY) Blall e dage A 5 very embarrassing information el da e il slas
.1mportant evidence of criminal activity
Adaill & IS gl 5 alaall i) sa Gl Cadall fase o (35t (o2 L s s g Y Jlal)
privilege of a LAl Slial" 4l jasll SLEY) 32l o sar Sl LEYL Gl e Y1 Ay ¢ Iyl
¢ g Lg Basiall by 4l ASlae L yudi 38 LS ebd\ Ol salua eM\ ol [5\] witness

Cua cattorney-client privilege 418 s alaall (o A8all Slial am gy 183 5 5000 5 Jaal)
C.A::AS 184"4:\.)).1\3 3ac Liwa ‘;s: d}.\a;“ d;i (e elAA ‘_“J‘\ ‘US)A Jad (e ng.mh aisl) JL\.\AL} C:IAS;I"

178 45 C.F.R. § 164.512(f)(1)(ii)(A) (2007) (permitting disclosure of medical records pursuant to “[a] court
order or court-ordered warrant, or a subpoena or summons issued by a judicial officer”).

17918 U.S.C. § 2710.

180 18 U.S.C. § 2703(c) (Supp. V 2005).

18147 U.S.C. § 551(h).

18242 U.S.C. § 2000aa (2000).

18318 U.S.C. § 2710

18418 U.S.C. § 2703(c) (Supp. V 2005).
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3. The Rights of Third Parties

ol haY 3 sia JMA (e & 43I Cal,laY 4 jlacll clad) ) 4 sSall J s s anaiil 5 a1 511 ()
Osbaill dawial e 2 Hla Bl Lol ) ZAGEN Cal hY) () 5S35 08 Vsl (any 8 L 431
2233 LgiDhae (§gia 2S 8 ZAEN Cal ,hY) e 53 8 oclilud) (e el B el aay Ada ) aa
Gl Y e el Jlals ol (50 Le Ll 5 ey jlacll Jlae S s | el ¢ Slanll dpn suad dlea
aell Al Baaa dase @l e 5 Sl ABaY) ey (5le 8 AasSall pliy S ila 23
aa (il 1) (Llel) AaSaall Al Gl e cunis gl Jof 8 Cailgl) Sy diesd (53)
J883aa1al) by Sl

el laglaa e cuanill i€y ¥ dagSall ol aSal) e el daSaal) Cailgll cilS yi ciia
Cailed) alasinl o o Dlaad) aaniiv b caildl S il 4y jlaill Lalill e Lihaie sacldll 028 Jia g
eSS 8 JAa) (e da sSal) aial

modern third-party providers ¢xisal) cpua JAI cilasdll (535 jal (Say (oS Eaaal Jlia g s
Obi (Pl &l e 52006 ale & Il Cahall fase e ae ) e o Dlaadl (3 sia AU

18547 U.S.C. § 551(h).

The major exception is the Cable Act, which allows disclosure of cable records only in very narrow
circumstances. Id.

136 Jaffee v. Redmond. 518 U.S. 1, 15 (1996).

187 Cox v. Miller, 296 F.3d 89, 102 n.6 (2d Cir. 2002) (citing cases).

188277 U.S. 438 (1928).

189 Brief for Pacific Telephone & Telegraph Co. et al. as Amici Curiae Supporting Petitioners, Olmstead v.
United States, 277 U.S. 438 (1928) (Nos. 493, 532, 533).
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190 See Declan McCullagh, FAQ: What does the Google subpoena mean? CNET News, Jan. 20, 2006,
http://news.cnet.com/2100-1029 3-6029042.html.

19114

192 Gonzales v. Google, Inc., 234 F.R.D. 674, 683 (N.D. Cal. 2006).

193 1d. at 688.

194 1d. at 688.

195 1d. at 687.

196 T

197 Doe v. Gonzales, 500 F. Supp. 2d 379 (S.D.N.Y. 2007).
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198 In re Grand Jury Subpoena to Amazon.com Dated Aug. 7, 2006, 246 F.R.D. 570, 573 (W.D. Wis. 2007).
199 See generally Daniel J. Solove, The First Amendment as Criminal Procedure, 82 N.Y.U. L. Rev. 112
(2007) (exploring the relationship between the First Amendment and criminal procedure).

(Alall Sle) a5 V) daasil) (g A83all aLiSiu)
200 See, e.g., Jason DeParle, Deal Close on Wiretap Law, a Top Democrat Tells CNN, N.Y. Times, Mar. 3,
2008, at A13. Of course, by the time this Article is published, this story will be “old news”!
201 See generally Orin S. Kerr, Civil Liability and the NSA Call Records Program, http://
www.orinkerr.com/2006/05/12/civil-liability-and-the-nsa-call-records-program/ (May 12, 2006,
17:00 EST).
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202 See generally Orin S. Kerr, Civil Liability and the NSA Call Records Program, http://
www.orinkerr.com/2006/05/12/civil-liability-and-the-nsa-call-records-program/ (May 12, 2006, 17:00
EST).

203 See supra Section I.B.

2041 LaFave, supra note 7, §2.7(b), at 736.

205 See supra Section 1.B.

206 See supra notes 5—11 and accompanying text.
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! See Rakas v. Illinois, 439 U.S. 128, 131 n. 1, 99 S.Ct. 421, 58 L.Ed.2d 387 (1978)
2 Cf. United States v. Pervaz, 118 F.3d 1, 4 (1st Cir.1997).
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3 See Twenty-Sixth Annual Review of Criminal Procedure, 85 Geo. L.J. 821, 836-38 & nn. 75-78
(1997)(collecting cases).
4U.S. Const. amend IV.
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ool (Al ) e LS ik ) jadia 5l S e Uiy aleSlh J i (golall il (3
Gl e JS& dalimd (S5 ol (W15 8l o Cua ¢ 9 Lacy dpad il of de ax ) dllea

.unconstitutionally overbroad

«site inspection a8 sell (aisi JMUA (e lguds ) saall e Jgeandl dgaad) e OIS 8 cJlall dagday
Y e dai o aing 438 5 el sl Clandd) en 3 53mns rland] ) pue Gl (S5 Al Ly
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5 See Coolidge v. New Hampshire, 403 U.S. 443, 467, 91 S.Ct. 2022, 29 L.Ed.2d 564 (1971).

% see United States v. Abrams, 615 F.2d 541, 545-46 (1st Cir.1980);

7 see United States v. Kow, 58 F.3d 423, 427 (9th Cir.1995). See also Davis v. Gracey, 111 F.3d 1472,
1478-79 (10th Cir.1997) (discussing both problems).

8 United States v. Klein, 565 F.2d 183, 188 (1st Cir.1977).

? see United States v. Lacy, 119 F.3d 742, 746-47 (9th Cir.1997).
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Bl pe aal yiely ald g0 3 8l W) gk e @y Jady 4iSly LK) 48 Loy "Aalat
s 4o Sall glternative argument 4l Aaall (0 Wil o) 5 10 objection is unpersuasive

sadl 138l A ylaal) Apall JSLEI i () andl (50 a3 Lo 5o 5 cciling (35

3 "container 4 s Al R pavs AN 3 N (5 s Gaah ¥ A Y O 8 eld e s
Moal 8 gl cosalall @lly 8 Lo - "inside Jalall (" saall clia) Jsinall e )5S

Dbl i dda Al 5 e S 1) Le (s case law dibcadl) 3l sall 3 Alu@i¥) any @l celld aa g
Ol s# reasonable hope Jsixall Ja¥) 3 yaad e 3 Leand 33 ol eludl Jandl 8Ll (0 i3
sy Aol o 685 G 120 &5 ) oY) saleind ) 3aY g 8 oL elli aai o

By g b il Gl e Y da ) elld 8 Ly JalSIL J jiall i sina

permutations <YLl (e paall A g daliaall GlBldl (e de siie de sana (A AUSE o3a L
UL 038 s LAl o3 et 5anl 5 50l am 5 Y Ly s A pally (31e5 ilosns ¥) et
58l computer equipment 4w suladl Claaall J& 5 5 (K G813 Lad Sl (g 55 piall (o g
DS Lo g sall e Leal AL eansy Las cchlanall Janiay & gm0 35 691 5 2l (oY Jai sl

I3 ey 4] R () g guia gl g G Al Sy eal) o @ sall 2 la 30U )

recovery of lase 48 53nall il glaall Balati Qi oA Uasll @Cﬂ\ w.n:\.a)l\ Upham gledl o
3_S3all 3l A& il &l al 3V 5 aliall a5l e previously deleted information
search and sl s (sl of Uigld 4e il ey outside the scope of the warrant

10 He treats the paragraph as if it authorized the seizure of any image and ignores the qualifying
language limiting the seizure to images “of minors engaging in sexually explicit conduct.” Such
language has been held to leave “little latitude” to the executing officers and to be sufficiently
particular to satisfy the Fourth Amendment. See, e.g., United States v. Kimbrough, 69 F.3d 723,
727-28 (5th Cir.1995); United States v. Peden, 891 F.2d 514, 517 (5th Cir.1989); United States v. Hurt,
808 F.2d 707, 707 (9th Cir.1987).

I 'See United States v. Ross, 456 U.S. 798, 820-22, 102 S.Ct. 2157, 72 L.Ed.2d 572 (1982); United
States v. Giannetta, 909 F.2d 571, 577 (1st Cir.1990).

12 Compare United States v. Hargus, 128 F.3d 1358, 1363 (10th Cir.1997) (seizure of entire file cabinet
including intermixed warrant-specified and unspecified documents permissible); United States v.
Schandl, 947 F.2d 462, 465-66 (11th Cir.1991) (same); United States v. Shilling, 826 F.2d 1365, 1369-
70 (4th Cir.1987) (same); United States v. Johnson, 709 F.2d 515, 516 (8th Cir.1983) (subsequent off-
site search of safe did not require owner's consent when safe could properly be searched on-site),
with United States v. Tamura, 694 F.2d 591, 595-96 (9th Cir.1982) (subsequent search of intermixed
warrant-specified and unspecified documents that were seized wholesale requires further approval
of magistrate).
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<ald Upham Q\AA Q\é c\_'\A_g ‘13)‘;‘}[\ & \39.\.1"“ u\ an Lf\l.mé _).q\ L gan ULL)A'J &ﬁm seizure
L) /cbe sleall Cads eladly 3l ol 45 (LY e ogulall (i o3 &) eV o i
.authorize the undeleting of previously deleted information W 43 gisall

Gsulall (e S Jann da) ja U warrant Y15 hopeless 4t os s daall (s J5¥) &l
& deletion question <aadl J)se Jalasi ) - ) guall 5 Al je ) guall g & all Gl Y1
Aaigl e pem ) ATl Sl 5 QI A5l Gl Y 5 o pulall ORI S - )
Csaradle oY) & ) she e ol sy landl el s ger A el Gl Y15 o sulall a3 (g6
25 ol adl) il il Al el oLl a1 8Lia) el Tl 31 (50 Sluiad Lyl

(gl el (50 (3538 i b Lgnan

Al al BV e e 1548 gaaal) ol gall Balainl (anill g8 daall e b ) shad SISV AV e )
At sale) Cadd (@l pay o sadall Codall elal) Aagds g aladinly Aalisy ) geall A sSall Caalain i
gt Al A jedll 5 ga )y pany saaiBoles (8501997 Ll 8 & Upham daud 53 lall a2l
(e S (8 S B il slaay Liled 48 sdaall il slaall Jlasind o A (S1g Ae jun 3l olally
Alad) oda 8 A sSall 4iled L s 5 (anadiio 58 zali 5 A 53 el il slaal) ala sl (laY)

Yy 5 Sl Aaial gl Aall) 3 gaa & S ynlawful images 48 $S&l) e ) sall seizure bvea ¢
3 dde Al y 1alds ¢l e cattempted destruction el A dlas 2 crecovery Leialain calisg
Clalad gl 5l decoding a coded message lawfully seized 5518 IS Lale ¢ DiuV) a3
sl pal ol Cus pasting together scraps of a torn-up ransom note'® 43 yae 43385 <3a (1
A i L 5 JEe )l sf 80 el 1] ey ) LAY ] il 5yl e ol 21

13 see Marron v. United States, 275 U.S. 192, 196-97, 48 S.Ct. 74, 72 L.Ed. 231 (1927), or some well-
recognized exception. E.g., Horton v. California, 496 U.S. 128, 130, 110 S.Ct. 2301, 110 L.Ed.2d 112
(1990); United States v. Robles, 45 F.3d 1, 6-7 (1st Cir.), cert. denied, 514 U.S. 1043, 115 S.Ct. 1416,
131 L.Ed.2d 300 (1995) (plain view seizures).

14 See, e.g., State v. Petrone, 161 Wis.2d 530, 468 N.W.2d 676, 681 (Wis.1991) (permitting development
of undeveloped film seized pursuant to a warrant without requiring additional warrant); State v.
Warren, 309 N.C. 224, 306 S.E.2d 446, 449 (1983) (permitting lab processing of bloodstains gathered
in a lawful search without additional warrant).

15 We reject the government's suggestion that, by deleting the images, Upham “abandoned” them
and surrendered his right of privacy. Analogy is a hallowed tool of legal reasoning; but to compare
deletion to putting one's trash on the street where it can be searched by every passer-by, see
California v. Greenwood, 486 U.S. 35, 40, 108 S.Ct. 1625, 100 L.Ed.2d 30 (1988); United States v.
Scott, 975 F.2d 927, 930 (1st Cir.1992), is to reason by false analogy.

16 See Commonwealth v. Copenhefer, 526 Pa. 555, 587 A.2d 1353, 1356 (1991); cf. Petrone, 468
N.W.2d at 681.
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Allall (uiail 5y g juiall wie VI eolial Lgasai S5 a1 1) AlaY) e bl eI AUS e Jolal

17clear and gross axall s mal 1" injustice

ASall o 58l Gl W oS Al OV e sSiiall A e 3l eladl ol () giiie o lllad) o2
diale dplely A @jells 18 plain error test oladl Uadll jlaal & culad Jullg
fledda Aglan i o a5 Waliliy A gild pe | gem ale o Ji pledl agiall o overwhelmingly
e Ay addad Al Lgdda 8 AT jall 2 jaldl e Lelad Sla 5e Sls Lhalatin) el ) guall CiilS
Lya gal A 5l calia a8 @Dlial 53 jiay S sE e e GS13) Lo Jsa (o Y ) Jisadl
requisite 4 stadll 48 2all as ¢(recapturable 3alaiudU ALE (Klg) 2dgdan ) pa o (5 5iad

knowledge

alel e (i district judge dabliall oald Gloaca jolall aSall ada b aleal (i sing o)l
Lezie adjustment Jeaaills v Lo 1530 4l aled agiall & Gum 19250 5 susall J ol L 55 Saa
43} J5& 41 20 where the defendant declines to plead guilty <L <ol yie W) agiall (a8 5

MY Jaanill el i) Jadh AaSlaall e paal 53 Jball 8 cpaday o Allal) 028

bl (B 3 jma JSA o me e "Acceptance of responsibility Al el Jsd" o WS
Gladail) aal day yy g Alelialedl) (o Aludiy o sgdall i o4 (S (0 Yaus  guidelines duess sl
Slo ey (el diantl) =i oy Lo Jadd "rgrely 1ol 43) SUE ccndlly ) AYL Gy JSAy (mpeadl)

17 see United States v. Greenleaf, 692 F.2d 182, 185 (1st Cir.1982), cert. denied, 460 U.S. 1069, 103
S.Ct. 1522, 75 L.Ed.2d 946 (1983); and failure to object or make a proper request at the instruction
stage is fatal except for plain error. See United States v. Campbell, 874 F.2d 838, 841 (1st Cir.1989).

18 See United States v. Olano, 507 U.S. 725, 732, 113 S.Ct. 1770, 123 L.Ed.2d 508 (1993).
19 See U.S.S.G. § 3EL.1.

20 see id. app. note 2.

2 see U.S.S.G. § 3E1.1, app. notes 1-6.
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o oSall 138 5 V) 7 galally i Lo shae (S5 Al aledl gla b cpiladd) A plisind ) 1 i
AV s caslilly Bdas) jall cawhll Jladl) 585 <"clearly erroneous geals JS& LlLA"
AlrdY LS e i IS iall ¢ LEY) Gl AL algal adl g CilS Lagaa 45 salia lusind ) 5 53
(o il Jaad) 138 (e Jadh Ciladin aucay algal (i3S (A s jall S AUS (e Baae O sin 20 e

O e aledd 0 (Freud 58 33) Js& of oversimplification sl 3 4allall (e )5Sy 38
Ay A agiall (Kl Aualall 4xdl o ol daSlaal) 8 "consciously lying = s 3" O 5
e @a g S o cculpability 490 il Al glae 8 AaSlaall S false testimony L) sl
Aaa et al (Jlsal) aen g 2480 g psall sl Liaias mldl) dsiag o Ao )Yl Al
@Al o=lall - siaall " great deference xSl uadll" duzdll sda & district court dakaliall

25 responsibility 4 s seall J 58 Cleled) a3 oSall jaal

dxdalial) daSae oy eleaV) (Ul dass o) Upham oe 4k Caes 5 Al cildUae 8l o
sadomasochistic damia &b /Aad 5 jle Ludbes CulS | guall (ga ST gl zaal 5 e gial) 3 clladl]
a5l ey Aladic Ab8le ki Y iS5 «(upward adjustment baebad Shaed 50 Jall
iad s g ¢ 5l 5y Sl s (Jia s Lol 3baetll L L S iy 138 (S 5 50 Ay el o

22 See also U.S.S.G. § 3E1.1(a); United States v. Lombard, 72 F.3d 170, 187 (1st Cir.1995).
23 See United States v. Ocasio-Rivera, 991 F.2d 1, 4 (1st Cir.1993).

24 See U.S.S.G. § 3E1.1 app. note 1(a).

%5 1d. app. note 5.
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A lot of suspect accounts are pushing the “Kamala Harris
is not Black” narrative tonight. It's everywhere and it has
all the signs of being a coordinated/artificial operation.
#DemDebate?2

12:22 AM . Jun 28, 2019 - Twitter for iPhone
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#MacronLeaks: A significant leak. It is not
economically feasible to fabricate the whole.
We are now checking parts. archive.is/eQtrm
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Nice try, NASA
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