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1 Ending over a decade of turmoil, this Court in Miller set forth the governing three-
part test for assessing whether material is obscene and thus unprotected by the First
Amendment: "(a) [W]hether "the average person, applying contemporary community
standards' would find that the work, taken as a whole, appeals to the purient interest;
(b) whether the work depicts or describes, in a patently offensive way, sexual
conduct specifically defined by the applicable state law; and (c) whether the work,
taken as a whole, lacks serious literary, artistic, political, or scientific value." Miller
v. California, 413 U.S. 15 (1973).
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2 The Court of Appeals, however, concluded that this Court's prior community
standards jurisprudence "has no applicability to the Internet and the Web' because
""Web publishers are currently without the ability to control the geographic scope
of the recipients of their communications." 217 F. 3d, at 180.

3 While petitioner contends that a speaker on the Web possesses the ability to
communicate only with individuals located in targeted geographic communities,
Brief for Petitioner 29, n. 3, he stipulated below that "[o]nce a provider posts its
content on the Internet and chooses to make it available to all, it generally cannot
prevent that content from entering any geographic community." App. 187. The
District Court adopted this stipulation as a finding of fact, see American Civil
Liberties Union v. Reno, 31 F. Supp. 2d 473, 484 (ED Pa. 1999), and petitioner points
to no evidence in the record suggesting that this finding is clearly erroneous.

4 Although the phrase "contemporary community standards" appears only in the
"prurient interest" prong of the Miller test, see Miller v. California, 413 U. S. 15, 24
(1973), this Court has indicated that the "patently offensive' prong of the test is also
a question of fact to be decided by a jury applying contemporary community
standards. See, e.g., Pope v. Illinois, 481 U. S. 497, 500 (1987). The parties here
therefore agree that even though 'contemporary community standards'" are
similarly mentioned only in the "prurient interest" prong of COPA's harmful-to-
minors definition, see 47 U. S. C. §231(e)(6)(A), jurors will apply "contemporary
community standards" as well in evaluating whether material is ""patently offensive
with respect to minors," §231(e)(6)(B).
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5 Apparently responding to our objections to the breadth of the CDA's coverage,
Congress limited the scope of COPA's coverage in at least three ways. First, while
the CDA applied to communications over the Internet as a whole, including, for
example, e-mail messages, COPA applies only to material displayed on the World
Wide Web. Second, unlike the CDA, COPA covers only communications made "for
commercial purposes." And third, while the CDA prohibited "indecent" and
"patently offensive" communications, COPA restricts only the narrower category
of "material that is harmful to minors."

¢ Miller v. California, 413 U. S. 15 (1973),
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7 Drawing on the three-part test for obscenity set forth in Miller v. California, 413
U.S. 15 (1973), COPA defines "material that is harmful to minors" as "any
communication, picture, image, graphic image file, article, recording, writing, or
other matter of any kind that is obscene or that--

"(A) the average person, applying contemporary community standards, would
find, taking the material as a whole and with respect to minors, is designed to appeal
to, or is designed to pander to, the prurient interest;

"(B) depicts, describes, or represents, in a manner patently offensive with respect
to minors, an actual or simulated sexual act or sexual contact, an actual or simulated
normal or perverted sexual act, or a lewd exhibition of the genitals or post-pubescent
female breast; and

"(C) taken as a whole, lacks serious literary, artistic, political, or scientific value
for minors." 47 U. S. C. §231(e)(6).
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8 §231(a).

? The Internet utilizes a technology called "packet switching'" to carry data. Packet
switching works as follows. The computer wishing to send a document ("originating
computer'), such as a music file or digital image, cuts the document up into many
small "packets" of information. Each packet contains the Internet Protocol ("IP")
address of the destination Web site, a small portion of data from the original
document, and an indication of the data's place in the original document. The
originating computer then sends [*7] all of the packets through its local network
to an external "router." A router is a device that contains continuously-updated
directories of Internet addresses called "routing tables." The router takes each
packet from the original document and sends it to the next available router in the
direction of the destination Web site. Because each router is connected to many other
routers and because the connection between any two given routers may be congested
with traffic at a given moment, packets from the same document are often sent to
different routers. Each of these routers, in turn, repeats this process, forwarding
each packet it receives to the next available router in the direction of the destination
Web site. Collectively, this process is called ""dynamic routing."
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10 The result is that packets of information from the originating computer may take
entirely different routes over the Internet (i.e., traveling over different routers and
cables) to their ultimate destination. Obviously, the packets arrive out of their
original order because some have been forced to take much longer or slower routes
between the originating and destination computers. nS However, because each
packet contains code that identifies its place in the original document, the
destination computer is able to reassemble the original document from the
disorganized packets. At that point, the destination computer sends a message back
to the originating computer either reporting that it received the full message, or
requesting that the originating computer re-send any packets that never arrived.
This entire process typically occurs in a matter of seconds. Packet-switching
technology and dynamic routing have helped to give the Internet's infrastructure its
extraordinary efficiency and resiliency.

11'Webster's Third New International Dictionary 2353, 1180 (1993).
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12 H. Rpt. 106-932 (2000).

132 House Report on a proposed amendment to Title II, the House Judiciary
Committee explained that "'Any temporary, intermediate storage, [in § 2510 (17)
(A)] describes an e-mail messagJe that is being held by a third party Internet service
provider until it is requested to be read." Id. at note 6 (emphasis added).-

14Rep. No. 99-541 (1986)'s

15 Senator Patrick Leahy, a sponsor of the ECPA in 1986, recently proposed an
amendment to the definition of "electronic storage'" meant to clarify its scope. He
proposed amending 2510(17)(A) to read:

(17) ["interim storage''| means-

(A) any temporary, intermediate storage [by an electronic communication service]
of a wire or electronic communication incidental to the electronic transmission
thereof. . ." S. 106-3083, Sec. 3(a)(4)(2000).

This amendment lends further support to the conclusion that Congress' intent was
to protect communications held in interim storage by electronic communication
service providers.

16 ["interim storage'| means-

(A) any temporary, intermediate storage [by an electronic communication service|
of a wire or electronic communication incidental to the electronic transmission
thereof. .." S. 106-3083, Sec. 3(a)(4)(2000).
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This amendment lends further support to the conclusion that Congress' intent was
to protect communications held in interim storage by electronic communication
service providers.

17 the bar-codes and identification numbers are to business reply mailers.
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MATTHEW PAVLOVICH, v. THE SUPERIOR COURT
OF SANTA CLARA COUNTY, DVD COPY CONTROL
ASSOCIATION, INC., Real Party in Interest. (2002). See
also: USA, v. MICHAEL D. PIRELLO, App. 9 Cir.
No0.0030232 (D.C. No. v. CR-00-00001-WFN) June,20,2001
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Not surprisingly, the so-called Internet revolution has spawned a host of new
legal issues as courts have struggled to apply traditional legal frameworks to
this new communication medium.
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“I don’t care about the system working behind the Internet because I just type what I want into Google.
Search engines are replacing the DNS function in that sense.”

Nitin Desai
Chairman of the UN’s Working Group on Internet Governance (WGIG)
http://www.theregister.co.uk/2005/07/13/icann_conference/

27

7~ O\
Houyd duodyl dloqull (@)
2025 ~



3l dadl4 o §)la|
A | 64167
CYBER CRIMES DEPARTMENT

dadia -
LS U
oSN Al o
LSS L o
o AN o Agall oadal) <il) 50 .
) Al .
slay) gail 4 g8 daggdal) —
AR E Y
Lol g5 dad g i dad -
(el gy 30 Ay —

Gac -

28

7~ O\
Houyd duodyl dloqull (@)
2025 ~—



kS
A
3l dadl4 o §)la|
o | &,.167
CYBER CRIMES DEPARTMENT
”
4adda

Lsalall Oe) 8 8 22003 s /e shrall aainall Lpallall dadll Jlac cagiil Ladic
& s sa ing (5 5 5 O 02005 i G mial) Al (g S 2 3ad) () Jeall das
Jeandl (3058 dr H¥) Ciiia clelaial Jd s o saill 5 Internet Governance < 3iY) 5 ).
Cladlail) 3 J¥1 e 515 W) S s 55V 5 oY dplee drg—aal Ciy jod apaay izl
LandlST 51 133 () saimall Lab g «lld s 138 (o i1 g laiaW) @l 5 Can ee aeall Jos s
Jio sl AL V) daguall CailS 088 Zoadi g L ST CilS ) IS8 Lia] agza | slas 5 418 ) gilSa
D) ) ALl ad o pell 6K (1 a1 13 ey e Y15 ey ee iy i Ara )
Aaap S gyl

o gan I (55 e YDl ) 3 sas G cang 4l Ledilda 5 5 LeilSam 5 LY agd (S (S
Ll Galll Clay

s e e V)l Al e Hha Calias (o slall 3Lt & jlal Al k) dadl) )
Silaatiuly alall Saall (e IS 1Y) Lee Jladll o jaal Ay ) cllia (K5 a1 (o pliall (8l Coatiia
&) 3 s sl sl (s SV & saia ge 5,61 (8 U5V Juadl) IS sl g sl sl (s Jlaa]
Miae Y Jarll GIS J bl 13gd Llaia¥) 8 Juzadl) o) LaS S5 5a¥) da sSall 4 0 J gl
.Paul Baran OV (é\hﬂ ‘.—Uﬂm‘) b eSSl udiga () Jaaad s RAND Co. A e i
Lasha aladiul o3 a8l L S Y 5 8 JAL MIT (& couils ) (86l 21965 ale 8
o il o alall Ui o jaldl AL gad alad elalall Sl s caledl Coagiusall 13a 5adail Cailgl
lia A el ) g L) J& el aey ol Ty 5l 138 G i) o gad aladinly il sladll
U Sy (Sl ) G sS3all oy aladinl o5 Lail 5 (Jas (5 ) 3ok Leale s
VA s A ey —allaill 13 A g5 we (g5 a8l Ly @l il QS (M dala 50 il Gl
LS ARBA 4etiall & ganll Cile gy e Bas g (ool 4S5 eVl g A5 ) 55 (A Ban g - )50l
dand ) aay Lad 3as 5l) s g sl s cCARBAet 3_le suaal) Adlaiy) 4<uil) e b
< gl b A e sbaall Jud il Aoy il s DARBARet 4503 daaudi Ciaval s DARBA
Sl o ) sl 13a e A0 3 s3gs Jasll el sy 2l oy Gl Cpased ) Ja
Gk @ S5 SY) & ) Ray Tomlinson <a-SiS) 288y glaill 3 ge 6341972 alall ja il
oy ) 30 J Y -8y sl ey s il 0 dBaall o2 () saniae 8 Caa aal S5 Bl
e shaall Jusl 51y ) (Saall (g0 ranal i JLAll 5 caldll A1 seai OIS G 22y 181 1)
o Conll LYY 1 i) e o fing Al ge IS iy (6] 5 agad se S Lai) o) Y1
el adll S 55 Ay a1 48N 5 ) s U (e b oleall il g cclSy 3l alae) 5 ohaill 448
538 (3o JS Culd Cus National Science Foundation NSF o slall 43ika ol) 4 9all s NASA
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558 Jlie b a2l sl 5 gl aae 48 UK o el Ay A8 & )y bl Couatia
NSF 4 30¥) o shall dgida gl A as sall 5 8 A 138 i) acinall aladiad e JUSY)
o Aaa e Lise Jall 138 (58 O ang Gumy s bl A1) 03] Ja o o Jal)
High speed Backbone 4dle de s (53 () 00 &b ) 9ahy NSF dens 5o Cralad dailal) ddalasl)
ends s A4S0 pa¥) sasial) LY sl b dapalSY) il sall CaYT 035 31 il Jay ) auady
(i YL Canian gl (g gle o ST ey ) Jeail) 1992 ple 8 0S4l 138 NSF Jasal
Aleill lualll s Tim Berners Lee s s VLAY udige IS (g2l 8 6l 8 138
2 World Wide Web (the Web) (< s1)) 4 sall e glaall 4005 s gl o pma e e
G sl a5 0855 518 ) Canans Cum (g paa gl AaSY) 8 CERN el o sle 2¢aa
bl Jsa iy Ty (opda J gty Uiyl elld (88 e i) e 4 jal) cilmand) s ol jall
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Gl el ) el 138 e i) J S i g 50 0l sie DA e i iV e o sla
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3 658 B, i Y AT Lo s 3 Ayl i ) e s 13 (S 60
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Ol sie IS Jadny mavsy allai 58 5 <Domain Names System DNS slewsY) (3lai allai 3 S8 byaw
paill (s lacal g CaMEAY) 385 &) alenc.com Jie pud (3Uad Aa 8 i ) J S g3 g g
Al (s siall sl e 5 )0 (S aaie ) aaall sl G Cua o JULY) 13 8 paall 5 apadl)
Gl SN (5 sianall () Y5 35 Alan sy ) St paail &yl A0S TLD ) Gl
g yadl (00 alasy dale Lo il giuse dapa Gl o alaill 138 ¢l o5 ail g 13S0 5 A
org s com _s* 5 Seven Generic/ Three letter Top-Level Domain Names slowY! (3Uail
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Al ma ssa sly 5eg Jie Jsab paldll slew) 3Uail oy Al
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elauly) éh&&wt@.ﬂh\}dscf{oot Servers Lf‘)h }i tr‘wl_“j eJ\A‘)_».».GLM
Gail Al (5 el (10 de sana JS QL (e dalin e g giad Al cud ol Al
Sl s sinall 3 KAl culalal) dabiis e il a3 g8 U (g gl A5 elasV)
L;M\Q\heaudﬂdﬁ)ﬁ‘ﬁ\djsjﬁjﬁw}u;gc@gybdstgjiagjcm‘ﬂéw
N Y a5 aell A e W) olaily Ll sae 8 (e Aylay Cand) oy iy g o) (333U
Al Gl oY) Glail Jle (5 giaa e Gl 2030 al) 218 1318 1L 5 gllaall o) las

Agalal Cgulall dlag) e a8 je 55K elan) (3BUai aUai d dga

‘Root Servers Z\-JJ:\QJ‘ Ji %MLMY‘ ed‘\gﬁ‘ée&-‘\d&ﬁ#&ﬁ\g

Oy (8 ) Al Al e s a8l L Ay il sl Al WV aal &) aSall 3 jle il
ol

slan¥) (gl ki Ul 8 4iys ) S an) Glail el (5 sl (e sl — 1

Gt (e Laladl iy sinall o8 Ao AlSal 4l ) jaall Cascaall aalad) ol 58 e — 2
PV

A28l 5 oy ) CulS il 5 21985 ple (B (adl) 2 aiia ga pUal) 138 aiia g a5 Jadlly s
805 Gt Adm p e Mo o uaiey SRT laD )l sgaal olail) 138 e dudidall
SIS 5 2aall 8 John Postel LSl & & S aa Il Y1 oY) DOD 4 Y g o)
Casbie &8 se Gl (A ) i) o 93 OIS (5A) Information Science Institute ISI
s il gl o3 & gene S AT elews) (3l pUas e ol Y1 Sl 5 e i) J S 55 gy
5 A sine dpadd Cual 5 A ) D hall 0368 ITANA Aaigr ams Lo 03585 ) ulia) adlal
Y] (3l alai Lale o iyl il o) e gemal (538 e anend Jiad il Lo i A g

.John Postel _5Sall 4zia g LS
) e oyl daed) il Jad a5 31 Jrdlly )8 S 2z Lagd ) shai 281
eV (] aal) aladin ) e e i g Sl alatiu V1 diad Gal e 8 ol (g Sl
Sl ULl (g el S5 18 C il sadl Lal 5 il Lepa sy (A algall Aapday Lin (3l
st O e B o5 AL &l A gl g Ay ly g Apal il g dine (e Ay Sl e
Cald aal g i i3l Al Aid) (e Saell AN ) sad dage NSF slall duida 1) A 5l
(S 5) Network Solutions, Inc. NSI (o8 3233 4w wi5e g S5l (30 8 J 620l NSF
i alas 8 o 8Y) a8 JLEE s NST p 685 282l 138 o —aliar g (L 8 Y 5 W jia

1 Internet Assigned Numbers Authority (IANA).
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6 el Jand JUsins) NST alge (30 O Cun SRI () A g0 il il dagall a5 elanY)
John Postel LSl dday A (385 el ) jaall Mall (5 giusalls Leal 3 ma ans¥) (Glai (e ST
(... orgs com LUl a o)

& bl sale ) ) 8 (g pdiall ¢ ) (e il il Al 8 il A e el o) ja) e
adde lhy Al a5l aalall ot 5l losal) 3510l NST el colans¥l (glhas alkas
b adall e (o sinad Aalall Ayl culls Cus L 5 51a¥) 2%y o Gl (K15 A Root Server
alad 8 )l &5l postel U s5SAll OIS Cus TANA 4o 5 John Postel ) 5iSa x
doin e A0 AN 5 Al jlse ) asilal (S 53 2 eeTLD G elans Jlall (5 siusal
Joaaill ga Sl alladl 138 IS elly 1) 28l caU 2 6SH 138 5l giSaydpiha g e ol dyila g
s Ulaay ol o) qay i i1 J S 55 cpstie Jsa L ) e Sliall s pas
Jstall elli aias ey Postel LSl (S Al 26K oY)

Laalen 5 Lon s VL1l L) G et 381 e Byl Jeli 8 s (63 saill aa g
John Postel _siSall 1y 38 oall (5 sivall o ol 4K a1 sasiall ¥ sl 3 el sa ]y
ple Jaal Al (Bl duilly < V) ) 505 (5 a8 agh Db (g 2ay Ausls s 280 ¢
s yall ()1 )2 (Request for Comments RFC (axill calk) Leale 1kl 4355 21994
ety i) 20ad o Leas) (Ui 50 Apaaally 0650 A pa & 21994 alall Jia )5S
lla g ) Juad) dla ye s Janasil) culal ) Of LS La gy /) e 332 2yl 3 L) Gl
Al /U sl 1Y 53 aneads ja8e Jonasil) Qi ilie 5 58 e NST 5 NSF (e JS (3L 2ay

1 "NSI was the only company authorized by the government to serve as a registrar for Internet
domain names. A domain name tells users where they can find a particular web page, much like a
street address tells people where they can find a particular home or business. Domain names consist
of two parts: the top level domain name (TLD) and secondary level domain name (SLD). The TLD is
the suffix, identifying the nature of the site. The SLD is the prefix, identifying the site's owner. Thus
in the domain name Duke.edu, ".edu" is the TLD, identifying the site as affiliated with an educational
institution. "Duke" is the SLD, identifying the owner as Duke University. There are various other
TLDs. The most common are .com, .net, and .org for commercial users and .gov for governmental
entities. At one point there was distinction between the .com, .org, and .net TLDs. The .net TLD was
reserved for Internet service providers (ISPs). The .org TLD was reserved for non-commercial or
non-profit users. In September 1995, however, NSI stopped enforcing these distinctions. Thus, after
1995, commercial businesses could register domain names with the .net, .org, or .com TLD".- See:
VIRTUAL WORKS,Inco. v. VOLKSWAGEN OF AMERICA, Inco. App. 4™ Cir. No. 00-1356
January 22, 2001 at

http://caselaw.lp.findlaw.com/scripts/getcase.pl?navby=search&case=/data2/circs/4th/001356p.html

2 The English two letter code (alpha-2) identifying a country according the ISO Standard for
"Codes for the Representation of Names of Countries' ISO, ""Codes for the Representation of
Names of Countries", ISO-3166, International Standards Organization, May 1981. See: Network
Working Group- "Jon Postel" Request for Comments: 921, ISI October 1984 Updates: RFC 897,
RFC 881 at http://www.rfc-editor.org/rfc/rfc921.txt
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i) ae Galalaiall Jaa 5e¥) 138 Jie s @lld J ol oSal ) a3ae 4y jlad e jUa) b
& JAak Postel LSl Jaa gAY NSF 5 NST (0 JS (Ao Al sniay LgiaddS i
& oo slawl) Bl e (5 sive 150 230 313k TANA a8 O dbd ) 53 (121996 ale
dman s TANA (o JS Gl g 5 5 Gl 138 280 Sy (S5 20l g s J8 (e LeBDai )
Internet Ad < iYL daisall L™ LS55 Jsa 35 3 Internet Society IS < i)
2 Jle (5 s Alial 4l (520 A Gl ghage S Al s "Hoe Committee IAHC
ITU <Y aiDl Jsall sV (e elcac | JAHC A Crianai il g @l 5 ga g0 58 e )
Ul z e o eling & WIPO sul sl 5 INTA do )l laSlall 440 sal) dalaiall GlIX
BSAL ) g a5 1SS ¢ L) Bl Lo il giana s ALl o 38 038 THAC
e om it DLl gl (S s (bl 0 (30 Jlae Y1 o e pane i
Y- DUPUPIIINLE J5T FDVISPE YR DV P I [P ENIVON | s VRCENP R DUV |y {6 g PR
slan¥) (3Uad Jiais algw A s Council of Registrars CORE (alawall (pdaa (oo daay
e @Uail paadl ) (g ghuall g Jaaal) lala jUa) (panall aal &) (e 220 3 ) @lIXS
Policy Oversight Committee POC Cbuliad) o )3 diad cend 33a Aia JiS55 51 SIS
el sl g assl ) (S elaul) Blail e (5 siwa gl Gl 8 Loy )l Slasl i

Al

G OIS el 13 Jia gl ooEl ) G ) 88 mladl) 2 i) 13ed sy Al sl Y
12 (850 sl 5SS Y1 4SS John Postel LSl pucay s¢d dillaall 430 | (o e Addal)
(8l sl 5 Postel ) siSall 43 je Caadia g Chaa 13) Eaaay 13le) pamall Jelud cllAl a1S
Ciiana’ Jas de gane (iS5 5ol 4S5 5aY) saniall cUlY sl e sSa cuald (XS 13 61 51
YLy 3‘)\.)‘\} 1WHOSTP UA:LI;Y\ C'_Lun_t e}hj\j \7};)3}.\533\ C'_il__.u\_l_..u &_I& %) U.A:LAA
YLt ) H0al Lalll s pOJ Ja=dl 3,0 555 DOD Wl ) )55 NSF slall 4330 1)
(9Jai 13L) o) sn8 J3les e Aa¥) JaY by aa y2 5 FCC

POAPS| L)A:}L-\AAM Cramaly L_IL‘L'A,.S L_ISL )\.A.»A}.: NTIA 3)\.3;\ Cld 61997 ebd\ % }Aj}.} LsS}

1 White House Office of Science and Technology Policy.
2 The National Telecommunications and Information Administration.
3 The Patent and Trademark Office.
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e (b ) 35 5 4ia agh (53l Y IAHC z e Al 2y S B e e L 5 1Paper
da Sall 33 )l Lgple Hlay o gl @llh 8 i i 6 Hla) CailS aadally g 68 sSAal) Asalll o~ yiaal
el Gaad gl I 5 W e s NSF s NST 5 WY 53 i) el b Al 4,85 50Y)
o) yadll 43 ) gl Cchn yi8) 28] Baadiall LY ol e S 483) ga () 93 THAC a8 (s Aa yiddll
Ald (a5 JSS i i) daliadd (ala g UaiS Lelary o 685 daay ) e A e JS5 5 ) S0l
i Lar g ¢l sl (g p0al) aalall A0 5 g o Y1 J S 55 Cnsbie 5 elas¥) Glai 5l
Bl i sall ) LGS o) pmdll 48 51 188 5 - Lgw o 585 JANA <ilS il cailda gl ¢
Ao sSall @ ylaal Lai) g (50 JS—y el Ll (i€ ol 5 )5S0l ) 5 addl 43 41 () )
suaall diel) S 3y Blati Y a0 (e T e al Aay ) 2n Lebaad ) 4S5 54Y)
3¢ 3 The White Paper ¢loanll 48 ) o)) 4,8 o) 4 Sall & o al 288 g la) (ulaa g
gl il oLl 48 ) 5l1 iy & 55 STy THAC el (YA ) oall 5 50 J5Y— e
Il gie sl Baaadl A gall olE e oliand) 48 ) 5l) cidl g LS > i 13S0 2l Lilie
slaw) Glal 3 Adle

s sall S5 A0S oy pom Sy 22a5 e Lianll 48 ) o) Gl ¢ ) jucadldl 48 ) ) (e Sl e
s Oy a Ll g Al (el ) ol sl elian) 48 ) ) il 8 GlIAl sagaall
ol 3ee 4 2Framework for Global Electronic Commerce 45 ySIV1 3 jlail) =3 gad

(e 388 1997 sl 53 U5l & Al Gore 45U 5 Bill Clinton Sy 5/ sasiall il 5l gyl

AL (S 5aY1 A Sl Jias) NSLs TANA (s 8ol il glia 2035 21998 o 5i€T b

1 A Proposal to Improve Technical Management of Internet Names and Addresses, Green Paper.
2 President William J. Clinton & Vice President Albert Gore, Jr., Framework for Global Electronic
Commerce (July 1, 1997), at http://www.ta.doc.gov/digeconomy/framewrk.htm

dadiad L) e Al o Ao aLAN 4 AN 0 S ) Adlaglad 4 gy Clinton i) a8 zigadll 134 0 ¢ 3289 3
LAY 5 ) 3 caald L agll g . U 13 85l Audlial) ae s Ciags slacd) (Ui plUab /e ) 5 9 Privatize
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ol ey elianll 48 51 b dviaall v sall (& TCANN G 50 0L NST pDlels S5 50V
Abl ol yie VI NST (e 4 @lld ey s NSEs 4S5 eV A sSall (g 3801 3la3Y) 3yds
il Lal il dleil) (A iy Loy elaanl) 48 ) 85 ) 580 o8 LS Lild 55—waa s ICANN
B 5 NST dee 18 ICANN () sla—u¥) (3Uas Ui 5 ol <uls 88 saatal) Y ol da S
i sa (s LD NST O GUEL actadasst oy O oy 43l Ao 5 e 33y (ST MUl 5 il
Mountain View W )3« 5 VeriSign, Inc. 4w sy NSI (e 4alai LY o5 28l g JCANN
22003 ple & s AT 5 e Ll gual a o Al 5 Ly NS Y 5y

DNS administration slew) gUai alii 3 )3 jUa) & Request of Commerce RFC cliyai culha jaaly 45 1Y)
A ) Alal) e gua ga g slasl) (3l st cildpnns TLDS ac) (Gl Mal (6 ghal SIS 3lahy L ggand) po

36

7~ N\
duodpl dogul (@R
0



3l dadl4 o §)la|
“lo | é,107
CYBER CRIMES DEPARTMENT

OLSY)
Internet Corporation for Assigned Names & Numbers ICANN

TOEN) (A La-]

ICANN O Lale (lhay | jlaial g o y5W) yie o8 )Y g claw) daad dadaia oo GIGY)
¥ e (AT oy pall ) s (UL 3 saia e 513 A Y) AalSl) dan 55 22 4 pally
e S Ay o g doa Aad A el G G a glaall (e 3) e alaniW) ARl 4l il JalSY)
Lea ka5 Ledalai 5 W ) slat 5 adalis Ll A clallaae J6l ) @llh L Loy Laila a2l
OS5 Laa (S5 A0S g ko Lgd Hlaill dua 68 223 Lgie Jaiad) mad (1 Y sm g alall (i )
128 s Aalaiall oda Jga 3l ALY (e ) S50 Jai o€ g Ll (a5 GGV dalaia

Lelae A sk g SO Alall J ghaal) (i o sy il

all e 3 )kl SN Ay Ly g a8 )Y g elan) 8 2S5l e o o8 GG Al dagall )
Aladin) 8 Aaild a3 ) ga pe lia Jad) 4l Eua <o 1Y) e GYLLIY] O3kl
Sy S bl Al T Al alasin] 138 5 Uia JuaiV) oy (S Gama o ) calla Alls a5 il
A Al 0y 50 ALl 0 ) gy 5 oy (301 il s e il 6l
) sl 2y slle ) 3 ol e oy 8 g i () ping ) eLme 5 )
A Y] e AaAL) /8 gall

(oot () 38 5 L 5 Ly 8 S Ll i Symy 55 ] Sllia

C 58" Liayl Lle 3Lk Lad 5 The Green Paper ¢ jaall 48 ) 5l -
ol AN glis g o lame) ALSES 5 1a) Cppa

A Proposal to Improve the Technical Management of Internet Names & Addresses''.

i i) o slie 5 elaul 310 Layl Lede (3llay Lasé The White Paper sloaxd) 43 1l -
.Management of Internet Names & Adresses
OO 93 il 3 ) gy Aa8 gl aaladll 3 S3a -
Memorandum of Understanding Between US Dep. Of Commerce & ICANN

'B.J;\} :&a..u.ujA @ U\S.),Y\ CLAJJY Aadaiall LJAMS‘ -
ICANN Articles of Incorporation.

1 JONATHAN WEINBERG- ICANN AND THE PROBLEM OF LEGITIMACY - Wayne State
University. 2000 P. 3
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(Daxi 521999 98I 29 83 jalall) ICANN Bylaws OSSY) =5l 5l o
Aol e elawd) il and lala s jalaal danall 48550 o

The Initial Charter of the Non-Commercial Domain Name Holders Constituency

pUaill &5 5 pually s 98 5 ICANN 4 Conandli (5301 Ly ) 8IS 40Y 5l 5 538l aldaill o
ST Gl

sl 5 TCANN 3131 Galaa sy 0 58 Gy Gl 5al) o) 53 85 jitsal) (golaad) o
3130 J s sasiall a3l aladl e )i JSEal) dead) 358 ) 4l ) 8 CEO oatiiall
o gas 3ae @llin o ) il pumall ) ey HUYI 138 51 WGIG <Y
Leie daalill e Jlall yasy (oalia sy ans) (3las 8 &) i) 3365 o D | ks
ke V) 8 dal 5 Al clia sl )b A sall 5 5ladll 48 e

oo el Gl Cle Jlall 8 hill (2 die) lad cosluly cile Sl (b plas aa 5y SIS o
1gs Al&al i yaa 21y WIPQ 4 Sall LSl Apallall daaiall oY 555 Lo (3Uai 48k
A 4 i) ALSAY) [adladiul Sy aUail) 138 Jiad Sled Wadadiny GOV cadd g L)

S gl oty of ang G ) se¥1 (el lia Ladl g aadl s die iy Y Y1 o e
Ol Gala Y1 5 Jlee ) (e 40 LedilST a1 Le sl Lelae () sa—iian 5 Lo U5 (IS agd Sy
Lele

SO aed B A gal) B SA! aadal) psdtl) 2 D

A5 I sl 3 e sSal Sl 3 sy 51 AL pall w2l Sl iy ASSY 5 Jai
elay 4ylgal) gﬁ L.,S'JUE g;m 3 sl <* 5 <Self- Regulation SOyl cf"m‘ e:‘m‘ Jdea Jaall
Lokt Jsil) (Sary B phaill dlae aul) et O (S Lo plga ) (& i i) alass
The Declaration of (—ali8¥) allall A& JSEL_LY) (dlet ol -y ekt s Lol e

1 Address of the President and CEO of ICANN to the Working Group for Internet Governance
WGIG: "ICANN’s agreements with registries and registrars are based in well-established principles
of international private law. Cognizant of the questioning about the reliance on a single legal
jurisdiction, ICANN has started amending its generic Top Level Domain agreements to enshrine
dispute resolution through compulsory arbitration under the auspices of the International Chamber
of Commerce in Paris or other similar international dispute resolution forums". See: www.icann.org
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J<11997 4 8 4 John Perry Barlow o sl 53| Independence of Cyberspace
1998 alall S Self- Regulation < yisl SN aadasil) ) pai ) e 50 Lot el
V) ). x5 A0 Lag 5 pand ) (2381 Al aleadi) (& ke Sle W) 13s s a3
8 056l 4510) Law & Borders 2533l 9 O34 J s Post sJohnson i—ul )2 s¢da ()
Ghaial UL e (2 25 Cua ¢ sS3ll Barlow (0le) 33a (e 3R 3(( —al i8Y) allal
Al da il il e Ay ) e S al 38 Allad) 5L of ) Ialiisl ) SAdll Barlow
WL 13) 3l a0y Al 5l a3 a3 s (LS Bardow Amcai (53 (solal) 3 5id)
il e a2l e e i3 3 ilall adaiill S8 seda a s 51 Barlow S8 e Ja8 33 S
S8 5 U 1) alaiil 5 S8 White Paper ¢lasd) 43 5501 8 4S5 ;oY) LasSall ol
i i) aslaal A ol @Y Allall aaall shiall jlic V) 3 Post s Johnson 4wl 3 <3A]
Ol S Axe Jalaill 83 508 < ya 4y 53l o S) 3 galall allall (e Cilida s jlaiely
daa ) Hldel Jsa Code is Law O 58 (o8 das 5l 8 Larry Lessig U s 5 ) &l il
(8 i) o8] 28 camill Al je Ay 38 S (i Y] e oandall G SN ¢ SE ja e o
Lt o 5l () 53160 438 Lgia Sl Y glaa (5 5 OS5 ) Lessig =i sl Y glaa 0
a5 aall Gl dae sl O L@ lebiail I8 s e i ) (OY) s plaal o 5)
o oian Ll ol (8 e il 138 2k o (S Lail g (Lessig U S) < i) o il
atilld (o laall o g8l 4, Hhai 8 L B yimall (s AY) Jaladdl s (M o sl ol as
(i i 3 Al apdasill A e dpeal ) U 0 13) ke | el a5 gilal)
Jsta 13} aal ) () 551 Aaala) Micheal Geist 2SI ¢y 3@l i) Cad LS 5 | jualeal) Lidle
Adgaa Y gl ) C8 gl xe Jsad oy adld i B d g Acli a9y JS ) gilal)
830 sl e 1997 /7 /1 Fo5all dad g i8IV 3 jlail) s ) il Gl a1
b (azy 4l (S ol 5 alad) gladll o ) 5 L) a3 Jae b palall g Uil ac
i ) oSl Al el 8 aa ol sall Gl sf W1 al @Y ANl s Yy phai
Rand 4A—u—uipe A Jory QS Ladie: Ja¥) ¢ adll J3A (0 Paul Baran 24l gladll ga

Aala V) dsalal) Corp.

1 http://www.eff.org/~barlow/Declaration-Final.html (I come from Cyberspace, the new home of
Mind. On behalf of the future).

(Yl pladl) ISy ANy (Guoaissl) Aol g odall Sy CDA 4 A Ll 4) jadl) daSaa) G ) al) 2
O oS il g AV o) Al Acbped) VIS g A o g Al Sl Ay i) g g Al i) Ala) Adged) s 1 )

(s 488
3 David R. Johnson & David Post, Law and Borders: The Rise of Law in Cyberspace, 48 Stan. L.
Rev. 1367 (1996).
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S Al -

(3 A a1 5l 551 55 Gm s ICANN — (s 8 (S G W55 o e a5 588 S
LY sl Calaa 38 a0 561 Jal gl clS 13 @lld ) D oaida agd e iae 5 S8 45,84
Y il ) Jsal) (e aiar V138 (1 W) i ST 8 singe 8B laall S e 4K jaY) Basiall
| S add il slaall adiaall UL 5 VLaiY) 5 e shaall Lia o) 53€5 e Jaladll 8 dsal )
il sleall L 5l 535 Jlaa 8 sl ) pai ) 3 dalhe d5lea @llia (ud 3) has 5 lgale
AS a8 el Of Sy e sSa 5 90 Gallia (S 13) 5 a0 5l Jalall (5 s VLY §
asadll /o) (8 oo bsa | )53 (5 5 O 550 O 438 YLV 5 Do sleall L 5l 935y gka
Y e 58 S5 a1 5l 3 5) 55 (s ICANN duas 3 G Cadlal) Gl Al lé I
Aagal) (8 Al Jaladl ) ity )

s ot Al AY) g (S S0 Lty ) Gl N Al ) Jsaall (S i Y15

ALlS 5y sl ase gy N 41 ICANN Jsn Aale 3 5um (1685 A bl 8 D) Slag¥)
ol agdl Al slae JS8 AN laall e aoldall 2415 FCANN A0S 5 oy (3halia (e uaall Glligh
o3 (& ) Al MAs) A3y jla agh 4y i e 138 e 83U aalaai 8 [CANN 4Sw

A sal)

(e il agelatial Caalaly ¥ S ) e a8 ICANN a—uslin a8 31 0 LAy s jaall
Joasill (a5 agiage CulS Eum a8 e 5 (il y IS 55 o) a5 A sd Jla 5 GapedS
BUEY1 138 A agiiel Cuad ) gmam g 2l i Y1 elawY) Gt b ) s (g s Gl )
L gl Lap ST 1 jlame i (5 Al g Lia 33l a8 g ad ()5S (S Galad) o Unil) am i o
L 2ilall tl) afieall o e 5 A dal se A Lail 5 agran oY 38 <l A 3

! (o 3all eliac ) AailE a5 (3l 58 John Postel L siSall ¢

ICANN A—uuise (g B simall 5 (LAY 5 i gl) G Lelaaa's oy LeS) MoU ao il 5 S0a 2a
JCANN I 5)lal 43y yla 5 Ll allai o 5<5 8 (bW & DOC 485 Y 3,3l 3 ) 545
L1 s Jlae (8 50l mndi tlgie dima Cilaal 3iad o (V) G GLEY) o5 Cus
i Y e Jloai¥) AS ja aaa A5 g gall o sladll maa G5 g i W) oS 55 g e Uad
oo Ll s Al Leial s 4 50a) aal ATl Galahy Lad alal) Canall Jlaa (A (st = 5 A g
e b oD o8 TCANN diuisa liy (8 ) (a3 5S3al) aaliil) 3 800 8 ) i
e e sl QW) Jiay e o o liely cpalall pladl) i e i g 5 Sl mllas

Rangviyy
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Y A et L JSE e

4 sliac ) Al Apandy ilal ) Aiad o 85 ) gime e el (o (5 5Sh 33 I0Y) Gadaa -
JS e sac) eliac| A3 Lpanshs ceNSO 5 GNSO Aalaio s ASO daliia (po JS o 585 (pa
Gn Lo Ll Gl Lo oo et i Lebe S (peniioad) ind s Al iall o i, (Lo
G ey Y puime ol i o g G A sl 2 LYY Ainl) dpeilly Jlall SIS 5 iy el
Ly gl

sty odaall sliact G (e Cuy peaily dnad 55ty tilall gulanll g 3130 Gudaa (i) -
ﬁ.’a} JJ\S 3.».»\3)} idaial) '&J\J\

By Galaa il Jladl aald =Y TR LA g K
Ol s e 0 5S  1Ag L) Jag) g -
celime | Al (g (0 5S 5 selagd Al Adad -

odlas ol s )IXi 68 (ceNSO 5 GNSO 4ckaic s ASO dwlaic) AU ciladaidll Ll -
IM JU::\ @ dS ‘_T\SJM} GAS:A\} ‘;\ﬂ\ ac.ﬂ\ ﬁqu L@:\A.@.A} <«Councils

1 Figure 1 Ref: Adam Peake- Internet governance and the World Summit on the Information Society
(WSIS)- Prepared for the Association for Progressive Communications (APC) June 2004 APC
gratefully acknowledges the funding support of CIDA.- the Center for Global Communications
(GLOCOM), International University of Japan.
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1Management of Domain Names

& OUEYL TANA WY 55 saaeta Cailla 5 (he () 9S8 laa¥) (3Uai 3 ol Ciil€ 21998 alall s
fot s Ay yaY) Baaiall LY o) da Sa

2 AY) raddioeay ABMal) ci)d dad )y glind) i — ]

Assignment of numerical addresses to Internet users.

Ao sl Jlea IS ) 585 g yaa e (g (sllaii gl) oda 0 o5 & A w1 3 AN
John Postel L 5S 2l& 28 «Unjque Internet Protocol Number 3_die < 333 J S 65 5
O sbndl (e e Ua oy gy ellh g aUaill 13 Gaaety (pUail) 128 Guanls (8550 ) L1 5alN)
Jia b g daad ) adldl ) allall oo ol IS /Al i sl J oS 535 0 S s B Apad )
253l Tasnall 5 Ll ¢ U8 [PNIC 5 L5yl ¢ Un RIPE 5 ddlasddl 1Sy o) ¢l iy 5 ARIN
psiy el 8y Ly 8 ¢ Uadl AFRINIC Usoa Leall il s DARBA 2¢= (& 41S &l
G530 e 138 (e i Cimy a8V AU 138 G 3 ISP < Y1 Aedk (535 3

() aatidl) WY gy 138 5 Laas JAY 5 darall

tdgan a1

DEPARTMENT OF COMMERCE, Management of Internet Names and Addresses, Docket
Number: 980212036-8146-02, AGENCY: National Telecommunications and Information

Administration, ACTION: Statement of Policy.
2 APNIC, (Asia-Pacific region)
RIPE NCC,(Europe, Middle East, North Africa)
ARIN, (North America, Southern Africa)
LACNIC, (Latin America began operating at the end of 2002.)

3 CoStar Group Inc. v. LoopNet Inc., 164 F. Supp. 2d 688 September 28,2001 (D. Md. 2001)
Us Dist. Of Maryland. (In order to qualify for the safe harbor in the DMCA, LoopNet must
meet the definition of “online service provider.” Under § 512 (k)(1)(A), a service provider is
“an entity offering the transmission, routing, or providing of connections for digital online
communications, between or among points specified by a

user, of material of the user’s choosing, without modification to the content of the material
as sent or received.” 17 U.S.C. § 512(k)(1)(A) (1998). For the other safe harbor provisions,
including (c), which is at issue here, the definition is broader: “a provider of online services
or network access, or the operator of facilities therefor.” Id. at (B).).
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Management of the system of registering names for Internet users.

6 siual) GUi ) asiity 58 5 Hierarchy (o< ell S8 Guload e o a1 (3lai oy O
s il 3lai ) Mol (5 il (3Uai 2 usdiy o) 5335 ¢ Top-Level Domains TLDs (!

Country 25S Lgpal Jsall (e dlliag | ala s Second Level Domains SLDs (Ul
Led oY) ol palall g Uadll i dua Sa Sl B e Leie 35S S 310l aliCode CCTLD
(s sloul) (Gl e 3835 dy—win Jaad Y gTLDs (4 4e sane 22 gi4il e
el Jie i 1Y) e canls @) e AYall 32 o4 5 International Domain Names IDN
Y NET sdm)l) pe clebaidll J) j 5 ORG 5 ol phaad B aedll .cOM

1 What are the rules for registration of .biz, .com, .info, .name, .net, .org, and .pro names?

These un-sponsored top-level domains are open and unrestricted. Traditionally, however, most
names are intended or reserved for specific use, as listed below. Please contact your registrar for
more information or visit the Registry websites listed below.

e The .biz domain, operated by NeuLevel, Inc., is restricted to businesses.

e The .com domain, operated by VeriSign Global Registry Services, is a generic top-level
domain originally intended for commercial businesses around the world.

e The .info domain, operated by Afilias Limited, is an unrestricted domain for websites
containing information about you, your organization, your products or any other
information you'd like to make available to a global audience.

e The .name domain, operated by Global Name Registry, is reserved for individuals.

e The .net domain, operated by VeriSign Global Registry Services, is a generic top-level
domain used by many types of organizations and individuals globally; it was historically
intended for and is still commonly used by Internet service providers.

e The .org domain, operated by Public Interest Registry, is unrestricted, but was intended to
serve the noncommercial community.

e The .pro domain, operated by RegistryPro, is restricted to certified professionals and related
entities.

What are the rules for registrtion of .aero, .coop, and .museum names?

The .aero, .coop, and .museum TLDs are sponsored TLDs and are designed for use within a specified
community. Registration restrictions for these TLDs have been developed by the sponsor with input
from the community.

e The .aero domain, sponsored by Société Internationale de Télécommunication
Aéronautiques (SITA), is exclusively reserved for the aviation community.

e The .coop domain, sponsored by DotCooperation LLC, is restricted to use by bona fide
cooperatives and cooperative service organizations that ascribe to the Cooperative
Principles of the ICA, such as member ownership and control.

45

7~ N\
duodpl dogul (@R
0



3l dadl4 o §)la|
“lo | é,107
CYBER CRIMES DEPARTMENT

e (8Ll (il y8) sl gTLDs aidal (A 555 NST dovin o il 28l 5 Sl g dedddl (535 e
21998 s 30 (o 40 de ga 5 NSF pstell duia ol A 5l

: Operation of the root server system L.SJ‘S?'“ 64&‘ PLBJ Jiddi -3

e saa B (985 ad) gad) Clila (e Lila 3 —die 4D e de gana" 2 (5 0al) aalal) ol
Al 55 NST Ao o cilS 2815 ] Mad) (5 giall (Ul JalS JSES da jla cilily 30 g8
sale s Gl 4 6y i) ae ) il o Skl Hlusall e Liilsy 53 Root Server A JsY) sl
(laaiall (o el @llia 5 e sy bl o (6 AN A 50l aal &) sl bl sl ) S
Lo Joadi A0S W) A gSall (I 25 AV | jlse jdie (A5Y) i (NST A 50 L Ly
Y1 e allad) a1 il Glaca Sy Vs 038 Al sl 4 3ad) ) sall Caad o)l
380 IS5 A glaall yaad (S Y Ll 138 050 3) A0 5 A e Ay yda a0 52 Ao sane (50

PEINGWE AR

:Protocol Assignment  J$S 55 9_l) ple=—4
LI U Jalge o gging ) aladl U il P i V) J oS 5 0 i ad (Say
o 5:¥) a8 5i 5 Protocol numbers JS 55 5l al8 i (pamiali )9 Technical Parameters
cila glaal) 313 3358 9 Autonomous system numbers (550} aUall a8 )i 9 Port numbers
o3¢ lixall alasi WYl 3" & 9 Management information base object identifiers
Jsiall ol 8 deadt el dlaadl Al () 65 O ity i YY) aaine J (e Y S 5 5 )

Bna alga I3

) el i) jUa) 6 a5 TANA WY 55 CilS il s it s Lonsan s gl o3 (8 o sl s
A e 8 laall 5 ) 55 Clgaa 65 (38 s ICANN

e The .museum domain, sponsored by the Museum Domain Management Association
(MuseDoma), was developed exclusively for the museum community.

See: http://www.icann.org/faq/#WhatisInternic

1 The root server system is a set of thirteen file servers, which together contain authoritative
databases listing all TLDs.

2 http://www.wia.org/pub/rootserv.html

3 The Internet protocol suite, as defined by the Internet Engineering Task Force (IETF), contains
many technical parameters, including protocol numbers, port numbers, autonomous system
numbers, management information base object identifiers and others.
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as) (glail 435 gilAY) dayidal)

il (5 4] hae i V1 (1 55 1) o il (St ) ¥ U 5 |

e Joal s o (S (ST 401 )8 5 sl ling S 31 Jaaiia sl aldai g ¢
A5y ALu) pe Jla Jl OIS 6l AB 13 sl saae 51 AT Cogula gl g sl 3 e 5
0580 Of gy Al gl 8 ALl el 028 Jaiay oo gl alill (b ¢ AT (i ) Dl
Lia o glad) Allaills 4l s all (Y sm s Sl ae ol sl Clan) (e i€y L 43l
Cunyg Al wal A1) eo e 5l g IV 2l adld gm0 4 Le ) rling
Ll e 2 43l an Ui 5 Chagiuall sl ) a3 (e gl yae 5 yilae bl daa 5 (S

DAL Gsula (o dial il 23S 58 a8 sl

8l gal) Baad ddaga il ST e o la Ay 3 Al @ el I e o W) Gl
e Jalady 53 Uniform Resource Locator URL (» £ s g < AN o cilad allg
Aaa ad 5 Aludu oo B le g8 JCAN dua (g cadgall i dadial) qulla Ay ) adldd)
il sl o) g 4 g NN 8 55 g O i iy 5 RS gy Sy Saa g
AL A Jla g i Y sl 18 sall (p (pnala) A85e Aald) um A ey ey 53 5
pladil Lo a8 ga () J s ol Aoy JA aa5 o Cus | www.arado.org.eg (SG anY) (Gl
daa U DNS “L‘—“Y\é&s(‘*\-&:’e}gﬁj ‘“—“)LY\JLLAEJAJLW“UUJ‘SMUM@&J
e Sl slaall Sl 51 A 50U 35N J S g 5 5l 6l 1 ) (Caual)) co i) elel

il

Euay g all g sl Y zlasi) jedia JAU dadle " g aw¥) SUas ()l 43 Al Apalill e
A5 e S R g i AN e dadia ol (ga gl gl (S aaT pedial) 10 gy
Juai oy A dgal) dagda 3aat g 3 Generic TLD alad) 9 (Al (5 siual) ;adalia
La 38 aisl o} ARADO Jia JUidal) amial) gf &y il dadlad) Jglithy g (U (5 gimusa g cLgaa
sl adld Jia dae Jaladl) ol ddae Claidae adld yaal J gl 98 9 U (5 glua g ...

J'www

LV a2 o el clzadll & ol sl g e i) jue Jaladll L35 5S Al 4l i) Glas — D
Bsa Ay g G Loyl b (i AN e () gis 3o (e ST a3 1 )8 s

47

7~ N\
duodpl dogul (@R
0



3l dadl4 o §)la|
“lo | é,107
CYBER CRIMES DEPARTMENT

I ol Cmra a8 L) e oM Gl Al ad) Fia Lalal Al J g sl iy (i )
A8 L ga ) iy AS dd) anild A8 Had g A el 4l Adle daa g ) A8y S|

.1"4_;:‘“

Lad Gyt 5o 8 ) SLEY) 3 5 Cany DA (e elansW) GBlail 3 gilal) aUailly alaia ) Tay adl
Ciba (33U 5 anlanilly oY o3 CilS La o Lo Register.com s Network Solution Inc.
Ao o il ladle 5 e s Jio Alanse &y i Aadle 3 3 5m 5 Alla 58 (yfiosns 34
oL mil) (pa - palaall 23] 3] Lol nia il s pall ol Ay (5 ol ) (3l
A s S0l e

ol (A g a e FUad Jaa i 3 yae e Ay el Aagdall elé il aae mlld) & Jad) <
sda Mlac axe g2 HUaYl1da & Laa o) 361y 4 jladll ClaDladl (o 5518] a5 2] g5 cllia
) A lace (g Tay a1 GBlail o laill alasiu¥) o I ¢ il eladll gl Ml 4l
38 Jaaailly 2380 () claY dala (50 Agalall dadladl @lile ) f 5 a1 (Bl a Sty
el () Ol ezl 300 <y gl LeS dadd sl pxtie Ao AV (Sl aladi L8
el A8 slaa Aadle (e L sl (3l e o D) Liagl Jadiy (S3Callal) sailly aladiinY)
Lot 5f po2all g pa ) s ) (o 25 YT (a2ana e () 525 Lo o) B il
128 5 laa jall Ji (e pladiuY) alal LS ot day edall e Gl (3 ) paiu) ) gam

laadll g alldly d8de

G gl 8 Ll i) e o il o il 6 elaw V) Glail o gl Uil s 59 - 3
i 4S5 ¥ Basiall Y ol Jia Ao 8 bl (o Al il e e 35 alaic | 4 Sy

rob Lo slaw¥) (3l pllas oSy
2 085.1999 Hmd5i29 (A e I ad O 5l celan) GBlai e () saedl AadlSa ) 5ilE o
O AR 5 ¢ lans W) (i s ) alasiia) J kit 20 ) 3lal) a g 38 Hlaill Cladladl () 53l

1 As explained by one United States court, “a domain name is more than a mere internet address. It
also identifies the internet site to those who reach it, much like a person’s name identifies a particular
person, or, more relevant to trademark disputes, a company’s name identifies a specific company.”
Cardservice International, Inc. v. McGee, 950 F Supp 737, 741, 42 USPQ2d 1850, 1854 (ED Va 1997),
affd 129 F3d 1258 (CA 4 1997). See: Barbara A. Solomon - TWO NEW TOOLS TO COMBAT
CYBERPIRACY A COMPARISON- the firm of Fross Zelnick Lehrman & Zissu, New York, New
York, Associate Member of the International Trademark Association.
WUNPI\VOL2\FIRMDOCS\BSOLOMON\TWO NEW TOOLS (Final Product).doc

2 Panavision International, v. Toeppen, (9" Cir. App. CA 1998)

3 The United States Anticybersquatting Consumer Protection Act (“ACPA”), signed into law on
November 29,1999, and codified in the Lanham Act. Pub L No 106-113 (1999), 113 Stat 1501 (1999),
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16 USC §§ 1116, 1117, 1125(d) and 1129. See: Barbara A. Solomon op cit. (the Anticybersquatting
Consumer Protection Act (ACPA), part of the
Trademark Act under 15 USC 1125,).

1 " The ACPA was enacted in 1999 in response to concerns over the

proliferation of cybersquatting -- the Internet version of a land grab. According to the Senate Report
accompanying the Act:"Trademark

owners are facing a new form of piracy on the Internet caused by acts

of “cybersquatting,' which refers to the deliberate, bad-faith, and abusive registration of Internet
domain names in violation of the rights of trademark owners." S. Rep. No. 106-140, at 4 (1999).
Cybersquatting is the practice of registering "well-known brand names as Internet domain names"
in order to force the rightful owners of the marks '"to pay for the right to engage in electronic
commerce under their own brand name." Id. at 5. See also H.R. Rep. No. 106-412, at 5-7 (1999).
Cybersquatting is profitable because while it is inexpensive for a cybersquatter to register the mark
of an established company as a domain name, such companies are often vulnerable to being forced
into paying substantial sums to get their names back. Sporty's Farm, L.L.C. v. Sportsman's Market,
Inc., 202 F.3d 489, 493 (2d Cir. 2000). Congress viewed the practice of cybersquatting as harmful
because it threatened '"the continued growth and vitality of the Internet as a platform" for
""communication, electronic commerce, education, entertainment, and countless other yet-to-be-
determined uses." S. Rep. No. 106-140, at 8. New legislation was required to address this situation
because then-current law did not expressly prohibit the act of cybersquatting and cybersquatters had
started to take the necessary precautions to insulate themselves from liability under the Federal
Trademark Dilution Act. Id. at 7. Accordingly, Congress passed, and

the President signed, the ACPA in 1999. Pub. L. No. 106-113, 113

Stat. 1536 (codified at 15 U.S.C. S 1125(d)). Under the ACPA, a person alleged to be a cybersquatter
is liable to the owner of a protected mark if that person:

(i) has a bad faith intent to profit from that mark. . .; and
(ii) registers, traffics in, or uses a domain name that--

(D) in the case of a mark that is distinctive. . .,
is identical or confusingly similar to that mark;

(IT) in the case of a famous mark. . ., is identical
or confusingly similar to or dilutive of that mark;

15 U.S.C. S 1125(d)(1)(A). With respect to the bad faith determina-
tion, the statute provides that:

(B)(i) In determining whether a person has a bad faith intent
... a court may consider factors such as, but not limited to

(I) the trademark or other intellectual property rights of
the person, if any, in the domain name;

(IT) the extent to which the domain name consists of the

legal name of the person or a name that is otherwise com-
monly used to identify that person;
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(III) the person's prior use, if any, of the domain name in
connection with the bona fide offering of any goods or ser-
vices;

(IV) the person's bona fide noncommercial or fair use of
the mark in a site accessible under the domain name;

(V) the person's intent to divert consumers from the mark
owner's online location to a site . . . that could harm the
goodwill represented by the mark, either for commercial
gain or with the intent to tarnish or disparage the mark. . .;

(VI) the person's offer to transfer, sell, or otherwise

assign the domain name to the mark owner or any third
party for financial gain without having used . . . the domain
name in the bona fide offering of any goods or services . . .;

VII) the person's provision of material and misleading
false contact information when applying for the registration
of the domain name. . .;

(VIII) the person's registration or acquisition of multiple
domain names which the person knows are identical or con-
fusingly similar to marks of others .. .; and

(IX) the extent to which the mark incorporated in the per-
son's domain name registration is or is not distinctive and
famous....

15 U.S.C. S 1125(d)(1)(B)(i). In addition to listing these nine factors, the Act contains a safe harbor.
The safe harbor provision states that bad faith intent '"shall not be found in any case in which the
court determines that the person believed and had reasonable grounds to believe that the use of the
domain name was fair use or otherwise lawful." 15 U.S.C. S 1225(d)(1)(B)(ii). A court is not limited
to considering these nine factors when determining the presence or absence of bad faith. 15 U.S.C. S
1125(d)(1)(B)(i). The Second Circuit, in the first court of appeals case addressing the ACPA, noted
that the most important grounds for finding bad faith "are the unique circumstances of th[e] case,
which do not fit neatly into the specific factors enumerated by Congress but may nevertheless be
considered under the statute." Sporty's Farm, 202 F.3d at 499.

The remedies available under the ACPA depend on when the unlawful activity took place. A person
who unlawfully registers, traffics in, or uses a domain name after the ACPA's date of enactment,
November 29, 1999, can be liable for monetary damages under 15 U.S.C. S 1117(d) and can have the
domain name transferred to the owner of the mark or canceled under 15 U.S.C. S 1125(d)(2)(D)(i).
The only remedy available for ACPA violations that occurred before November 29, 1999, however,
is to have the domain name transferred to the owner of the mark or canceled. Anticybersquatting
Consumer Protection Act, Pub. L. No. 106-113, S 3010, 113 Stat. 1536. Since Virtual Works' alleged
cybersquatting occurred before the ACPA's date of enactment, Volkswagen sought only the right to
use vw.net for itself. See: VIRTUAL WORKS,Inco. v. VOLKSWAGEN OF AMERICA, Inco. App.

4th Cir. No. 00-1356 January 22, 2001 at
http://caselaw.lp.findlaw.com/scripts/getcase.pl?navby=search&case=/data2/circs/4th/001356p.html
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1 The second is the Uniform Domain Name Dispute Resolution Policy (“UDRP”) adopted by the
Internet Corporation for Assigned Names and Numbers (“ICANN”) in the Fall of 1999 and made
applicable as of January 1, 2000 to those generic top-level domain names ending in the suffixes
.com, .org, and .net. See: Barbara A. Solomon op cit. On October 26, 1999, the U.S. House of
Representatives adopted S. 1255 EAH, the Trademark Cyberpiracy Prevention Act, in place of HR
3058, a variation on the same theme. The Senate passed its version, the Anticybersquatting Consumer
Protection Act, on August 5, 1999. The Act was signed into law by President Clinton on November
29, 1999. See: http://www.domainhandbook.com/comp-squatpol.html

2 A plaintiff alleging causes of action for trademark infringement and unfair competition must prove
(1) that it possesses a mark; (2) that the defendant used the mark; (3) that the defendant's use of the
mark occurred "in commerce'; (4) that the defendant used the mark "in connection with the sale,
offering for sale, distribution, or adver- tising'" of goods or services; and (5) that the defendant used
the mark in a manner likely to confuse consumers. 15 U.S.C.§§ 1114, 1125(a)- See: PEOPLE FOR
ETHICAL v DOUGHNEY, No. 00-1918, App. 4™ Cir. August 23, 2001 at
http://caselaw.lp.findlaw.com/scripts/getcase.pl?navby=search&case=/data2/circs/4th/001918p.html
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1 cyberpiracy noun. The purchase of an Internet domain name that includes a company's registered
trademark name, with the intention of selling the domain name to the company. Also: cyber-piracy
or cyber piracy. —cyberpirate, n. Also: cyber-pirate or cyber pirate. See:
http://www.wordspy.com/words/cyberpiracy.asp

2 TITLE 15 > CHAPTER 22 > SUBCHAPTER III > § 1125, § 1125. False designations of origin,
false descriptions, and dilution forbidden, 1125(d): Cyberpiracy prevention:

@

(A) A person shall be liable in a civil action by the owner of a mark, including a personal name which
is protected as a mark under this section, if, without regard to the goods or services of the parties,
that person—

(i) has a bad faith intent to profit from that mark, including a personal name which is protected as a
mark under this section; and

(ii) registers, traffics in, or uses a domain name that—

(D) in the case of a mark that is distinctive at the time of registration of the domain name, is identical
or confusingly similar to that mark;

(ID) in the case of a famous mark that is famous at the time of registration of the domain name, is
identical or confusingly similar to or dilutive of that mark; or

(IID) is a trademark, word, or name protected by reason of section 706 of title 18 or section 220506 of
title 36.

(B)

(i) In determining whether a person has a bad faith intent described under subparagraph (A), a court
may consider factors such as, but not limited to—

(I) the trademark or other intellectual property rights of the person, if any, in the domain name;
(IT) the extent to which the domain name consists of the legal name of the person or a name that is
otherwise commonly used to identify that person;

(IIT) the person’s prior use, if any, of the domain name in connection with the bona fide offering of
any goods or services;

(IV) the person’s bona fide noncommercial or fair use of the mark in a site accessible under the
domain name;

(V) the person’s intent to divert consumers from the mark owner’s online location to a site accessible
under the domain name that could harm the goodwill represented by the mark, either for commercial
gain or with the intent to tarnish or disparage the mark, by creating a likelihood of confusion as to
the source, sponsorship, affiliation, or endorsement of the site;

(VI) the person’s offer to transfer, sell, or otherwise assign the domain name to the mark owner or
any third party for financial gain without having used, or having an intent to use, the domain name
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in the bona fide offering of any goods or services, or the person’s prior conduct indicating a pattern
of such conduct;

(VIID) the person’s provision of material and misleading false contact information when applying for
the registration of the domain name, the person’s intentional failure to maintain accurate contact
information, or the person’s prior conduct indicating a pattern of such conduct;

(VIII) the person’s registration or acquisition of multiple domain names which the person knows are
identical or confusingly similar to marks of others that are distinctive at the time of registration of
such domain names, or dilutive of famous marks of others that are famous at the time of registration
of such domain names, without regard to the goods or services of the parties; and

(IX) the extent to which the mark incorporated in the person’s domain name registration is or is not
distinctive and famous within the meaning of subsection (c¢)(1) of this section.

(ii) Bad faith intent described under subparagraph (A) shall not be found in any case in which the
court determines that the person believed and had reasonable grounds to believe that the use of the
domain name was a fair use or otherwise lawful.

(C) In any civil action involving the registration, trafficking, or use of a domain name under this
paragraph, a court may order the forfeiture or cancellation of the domain name or the transfer of
the domain name to the owner of the mark.

(D) A person shall be liable for using a domain name under subparagraph (A) only if that person is
the domain name registrant or that registrant’s authorized licensee.

(E) As used in this paragraph, the term “traffics in” refers to transactions that include, but are not
limited to, sales, purchases, loans, pledges, licenses, exchanges of currency, and any other transfer
for consideration or receipt in exchange for consideration.

2

(A) The owner of a mark may file an in rem civil action against a domain name in the judicial district
in which the domain name registrar, domain name registry, or other domain name authority that
registered or assigned the domain name is located if—

(i) the domain name violates any right of the owner of a mark registered in the Patent and Trademark
Office, or protected under subsection (a) or (c) of this section; and

(i) the court finds that the owner—

(D) is not able to obtain in personam jurisdiction over a person who would have been a defendant in
a civil action under paragraph (1); or

(IT) through due diligence was not able to find a person who would have been a defendant in a civil
action under paragraph (1) by—

(aa) sending a notice of the alleged violation and intent to proceed under this paragraph to the
registrant of the domain name at the Postel and e-mail address provided by the registrant to the
registrar; and

(bb) publishing notice of the action as the court may direct promptly after filing the action.

(B) The actions under subparagraph (A)(ii) shall constitute service of process.

(C) In an in rem action under this paragraph, a domain name shall be deemed to have its situs in the
judicial district in which—

(i) the domain name registrar, registry, or other domain name authority that registered or assigned
the domain name is located; or

(ii) documents sufficient to establish control and authority regarding the disposition of the
registration and use of the domain name are deposited with the court.

D)

(i) The remedies in an in rem action under this paragraph shall be limited to a court order for the
forfeiture or cancellation of the domain name or the transfer of the domain name to the owner of the
mark. Upon receipt of written notification of a filed, stamped copy of a complaint filed by the owner
of a mark in a United States district court under this paragraph, the domain name registrar, domain
name registry, or other domain name authority shall—

(I) expeditiously deposit with the court documents sufficient to establish the court’s control and
authority regarding the disposition of the registration and use of the domain name to the court; and
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(IT) not transfer, suspend, or otherwise modify the domain name during the pendency of the action,
except upon order of the court.

(ii) The domain name registrar or registry or other domain name authority shall not be liable for
injunctive or monetary relief under this paragraph except in the case of bad faith or reckless
disregard, which includes a willful failure to comply with any such court order.

(3) The civil action established under paragraph (1) and the in rem action established under
paragraph (2), and any remedy available under either such action, shall be in addition to any other
civil action or remedy otherwise applicable.

(4) The in rem jurisdiction established under paragraph (2) shall be in addition to any other
jurisdiction that otherwise exists, whether in rem or in personam.

1 The Senate Report states that the purpose of the law is “to protect consumers and American
businesses, to promote the growth of online commerce, and to provide clarity in the law for
trademark owners by prohibiting the bad-faith and abusive registration of distinctive marks as
Internet domain names with the intent to profit from the goodwill associated with such marks - a
practice commonly referred to as ‘cybersquatting.””S Rep No 106-140 at 4 (1999). See: Barbara A.
Solomon op cit.

55

7~ N\
duodpl dogul (@R
0



3l dadl4 o §)la|
A | 64167
CYBER CRIMES DEPARTMENT

LA X

<Aty 3 40

Internet Governance
g R K g = QAJ}A:\AS\ -

28 4y jla3¥) 4xll) 3 Internet Governance 3_)bal il ) J g—a gll a2e (5 52 Ol s
zanall Jslaall J s Liayl A el 45l ale 3Ll @lin Gl 3 Lyl Ay el 51 )
el 58l A81S Laa )5 (2 yall g (g palaiV) (u salal) (848 j2a (oA Ler s Governance 3Ll
Exercise of ihalull s jles a3 Webster (o o8 &8 (Liagl 43l 5) dpall il dalall
zeie a liicly 3 jlall 03| AT Y daa  ary (s saldl) il ol WS Control 2Saill 5 authority
Lyl 3 jlad) Gl s )y ) s sal@ll 800 55 621 il 138 5 5 ) Sf e sSa aldai ]
i Gl el caall 138 Lgsle 3l 3aad) s B3aal) 58 pellaaall 138 )yt iy LS il g
oAl (88 Al e S Lﬁi-.’ Governance zbaas Ll )b e ALY Je AV (0
) ol el 22005 sl 21 g il im0 Jsa Jasd) il sl
LaSalldla L) mla a4y Las s = Governance b —as O ddis 2 Sl

.1Government Activities

cllaaall e JHieS MAgasla g daS " il s 5l AS = e o el Al any Sy
138 8 ALt Juadi g L daS ga 3 jle iral LagdlST Ly yai JJary () (50 ) 5S35 3ulaiY)
AAIS) (ool g0 5l Slale) doliaS cus iVl 5l 5 jlae a5 OV i Jshaiall )y )
O Glalla ang g gal (i jaill gl daas il ole (5 i o I s Governance
An 5 e e sleall Lo o) €8 daladl il Al i3 ) cladla aall 5 Lo gae i Y|

il

Y1138 ol Liaie 438 cculay a8 c i) g el (GUai 3100 s ol Gl (Dle) a8y
S Bagall s Y B ullg mll GRS g a ) rlisg Vs Aaal) 8 da VL Gl
Jsall Calide &y o) pUail) eyl i s o 690 Lallay die e yuyl il ddass
paad a6 o Lada s o ey &, e Laia ) gl a8y 5 A il Lgalas Sl

1 Working Group on Internet Governance WGIG- PRELIMINARY REPORT OF THE WORKING
GROUP ON INTERNET GOVERNANCE - Document WSIS-1I/PC-2/DOC/5-E 21 February 2005
(the terms ‘governance’ and ‘govern’ mean more than ‘government activities’).
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The Internet Governance Project (interdisciplinary consortium of academics at Syracuse University,
Georgia Institute of Technology, and Institut fiir Politikwissenschaft der Universitit Ziirich.) -
Internet Governance: The State of Play- September 9, 2004 at www.InternetGovernance.org(We
define Internet governance as “collective action, by governments and/or the private sector operators
of the networks connected by the Internet, to establish agreements about the standards, policies,
rules, and enforcement and dispute resolution procedures to apply to global internetworking
activities.” In other words, our matrix of IG institutions includes only those legal, regulatory and
policy problems that are arise as a direct consequence of the involved parties’ mutual use of the
Internet protocols to communicate globally. Note that our definition includes private sector actors as
parties to governance. If one understands how the Internet’s architecture distributes decision making
power over the internetworking process, this cannot be avoided.).

2 Internet Governance: A Discussion Document Prepared for the United Nations ICT Task Force-
By George Sadowsky, Global Internet Policy Initiative and Internews Network, Raul Zambrano,
United Nations Development Programme & Pierre Dandjinou, United Nations Development
Programme- New York, USA March 15,2004 P. 6 "' Many “Internet governance” issues have a global
scope and thus seem to require resolution on a global scale. From the point of view of governance
alone, it is thus pertinent to distinguish between international governance and global governance.
For our purposes here it will suffice to say that latter, in contrast with the former, is characterized
by an increased involvement of nongovernment actors at all levels vis-a-vis governments and a
broader geographical scope that includes regional, sub-regional and local levels in addition to
countries. Thus, any suggestions or recommendations as to the type of organization that should or
could address “Internet governance” should take this difference into account.".
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1 Internet Governance: A Discussion Document Prepared for the United Nations ICT Task Force-
op cit at 5 We would like to introduce the following operational way of looking at the relationship
between governance, policy, and implementation. With respect to issue areas, whether in the broad
ICT sector or specifically with respect to the Internet:

* Governance responds to the “who” question, i.e. who has the authority to make decisions with
respect to a specific set of issues or problems, and therefore, who takes the responsibility for the issue
area, i.e. who has the mandate;

* Policy responds to the “what” question, i.e. what policies are to be put into effect to deal

with a set of issues or problems; and

* Implementation responds to the “how” questions, i.e. once the policies are in effect, how shall they
be implemented and enforced.".
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! Tan Bremmer. “These 5 Facts Explain the Threat of Cyberwar.” Time 6/19/2015, Accessed 8/12/15,
http://time.com/3928086/these-5-facts-explain-the-threat-of-cyber-warfare/

2 what is the macro-outlook for the reality of the cyber threat?

3 Dunn-Cavelty, Miriam. 2015. “The Normalization of Cyber-International Relations “, in: Oliver

Thranert, Martin Zapfe (eds) Strategic Trends 2015: Key Developments in Global

Affairs (CSS 2015): 83.

4 Valeriano, Brandon and Ryan C. Maness. 2015. Cyber War versus Cyber Realities: Cyber Conflict in
the International System (New York: Oxford University Press).
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53,00 O S cyber malice ol Y alladl 8 4al) Jlee V) ) © Skeptics ¢ sSSiall
forum e slaall jall sl diaia s dial () S digital realm <0 allall ()i 5 e saza
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S Kello, Lucas. 2013. “The Meaning of the Cyber Revolution: Perils to Theory and Statecraft.” International
Security 38 (2): 7-40.

Peterson, Dale. 2013. “Offensive Cyber Weapons: Construction, Development, and Employment.”
Journal of Strategic Studies, 36 (1): 120-124.

6 See Miriam Dunn-Cavelty. 2008. Cyber-Security and Threat Politics: US Efforts to Secure the
Information Age (New Y ork: Routledge); Sean Lawson. 2013. “Beyond Cyber-Doom: Assessing the Limits
of Hypothetical cenarios in the Framing of Cyber-Threats.” Journal of Information Technology & Politics
10, no. 1: 86—103; Erik Gartzke. 2013. “The Myth of Cyberwar: Bringing War on the Internet Back Down
to Earth.” International Security Vol. 38, No. 2: pp. 41-73; Jon R. Lindsay. 2013. “Stuxnet and the Limits
of Cyber Warfare.” Security Studies Vol. 22, No. 3: pp. 365-404; Mark Raymond. 2013. "Puncturing the
Myth of the Internet as a Commons." Georgetown Journal of International Affairs: 53-64; Guitton, Charles.
2013. Cyber insecurity as a national threat: overreaction from Germany, France and the UK?. European
Security, 22(1): 21-35.
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Moderation in Theory and Evidence
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2 moderate Yaiza (5 S Cilaal o2 ils

10 Maness_s Valeriano stie s s ,lé Jic 21 moderation Jaizall cad sall 138 alua)
il ()5S Lt e ) puall 81 ¢ oaal Y1 allall 8 £ ) jpeall Chamgs " e Cilay pealy
i Y] ol ga ) 8 () sSiy cchagiuall Calall dlgle T uss Gasd s etrivial
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7 See Adam Liff. 2012. “Cyberwar: A New ‘Absolute Weapon?’ The Proliferation of Cyberwarfare
Capabilities and Interstate War.” Journal of Strategic Studies 35 (3): 401-428; Derek Reveron. 2012. “An
Introduction to National Security and Cyberspace.” In Cyberspace and National Security: Threats,
Opportunities, and Power in a Virtual World. Derek Reveron, Editor. (Washington D.C.: Georgetown
University Press); David Betz. 2012. “Cyberpower in Strategic Affairs: Neither Unthinkable nor Blessed.”
The Journal of Strategic Studies, 35 (5): 689-711; Thomas Rid. 2013. Cyber War Will Not Take Place.
(London, UK: Hurst & Company); Healey, Jason, Ed. 2013. 4 Fierce Domain: Conflict in Cyberspace,
1986-2012, (Washington, D.C.: CCSA Atlantic Council); Brandon Valeriano and Ryan C. Maness. 2014.
“The Dynamics of Cyber Conflict between Rival Antagonists, 2001-2011.” Journal of Peace Research, 51
(3): 347-360.

8 Lindsay, Jon. R. and Tai Ming Cheung. 2015. “From Exploitation to Innovation: Acquisition, Absorption,
and Application.” In China and Cybersecurity: Espionage, Strategy, and Politics in the Digital Domain,
Jon R. Lindsay, Tai Ming Cheung, and Derek Reveron, Eds. (Oxford: Oxford University Press): 51-86.

% Valeriano and Maness: 41. Rid. 2013: xiv.

10 Rid. 2013: xiv.

' Rid. 2013: xiv.

12 “Cyber war has never happened in the past, it does not occur in the present, and it is highly unlikely that

it will disturb our future.”
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13 Healey 2013.

4 See Cylance Security Report, 2015: “Operation Cleaver.” Accessed 2/23/2016,
http://cdn2.hubspot.net/hubfs/270968/assets/Cleaver/Cylance Operation_Cleaver Report.pdf

15 Gartzke, Erik and Jon R. Lindsay. 2015. “Weaving Tangled Webs: Offense, Defense, and Deception in
Cyberspace.” Security Studies, 24 (2): 316-348.

16 See Cylance Security Report, 2015: “Operation Cleaver.” Accessed 2/23/2016,
http://cdn2.hubspot.net/hubfs/270968/assets/Cleaver/Cylance_Operation_Cleaver Report.pdf

17 Lindsay 2015.

18 “Military cyber operations will emphasize exploitation for intelligence over disruption, even as the latter
plays an adjunct role in combined arms warfare and covert action. The main problem of cybersecurity thus
reduces to the evolving pursuit of marginal and deceptive advantage amid the benefits of open
interconnection. military cyber operations will emphasize exploitation for intelligence over disruption, even
as the latter plays an adjunct role in combined arms warfare and covert action. The main problem of
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225 sl ) e e pila s

< 5ol o4 5 choneypots - strategic use Jusll dlaal il JiuY) aladiul) (b (a8l 5l
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cybersecurity thus reduces to the evolving pursuit of marginal and deceptive advantage amid the benefits
of open interconnection.” Lindsay 2015: 45.

19 “military cyber operations will emphasize exploitation for intelligence over disruption, even as the latter
plays an adjunct role in combined arms warfare and covert action. The main problem of cybersecurity thus
reduces to the evolving pursuit of marginal and deceptive advantage amid the benefits of open
interconnection.” Lindsay 2015: 45.

20 Lindsay, Jon. R. and Tai Ming Cheung. 2015. “From Exploitation to Innovation: Acquisition, Absorption,
and Application.” In China and Cybersecurity: Espionage, Strategy, and Politics in the Digital Domain,
Jon R. Lindsay, Tai Ming Cheung, and Derek Reveron, Eds. (Oxford: Oxford University Press): 51-86.

2! Craig, Antony and Brandon Valeriano. 2016. “Conceptualizing Cyber Arms Races.” Proceedings
CyberCon 2016

22 Gartzke 2013: 42. Gartzke posits that they will be “use and lose capabilities, since revealing the capacity
to damage an enemy through the internet typically also means tipping the enemy off to vulnerabilities that
can be addressed, or inflicting harm that is temporary and thus does not have a durable effect on the balance
of power.”

2 Gartzke and Lindsay 2015.
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24 Author citation.

25 Lawson 2013.

26 Benson, David. 2014. “Why the Internet is not Increasing Terrorism.” Security Studies, 23 (2): 293-
328.

27 Lawson 2013.

28 Benson, David. 2014. “Why the Internet is not Increasing Terrorism.” Security Studies, 23 (2): 293-
328.

29 Benson 2014.
30
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31 Maness, Ryan C. and Brandon Valeriano 2016. “The Impact of Cyber Conflict on International
Interactions.” Armed Forces and Society 42 (2): 301-323.
32 Maness and Valeriano 2016.
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33 Valeriano and Maness 2015.

34 Lindsay 2015.

35 Valeriano and Maness, Chapter 7; Moore and Rid 2016.

36 Lindsay Jon R. and Lucas Kello 2014. “Correspondence: A Cyber Disagreement.” International
Security 39 (2): 181-192.

37 Kello 2013: 22.
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3% As Lindsay notes, “most imagined cyber weapons are useless, however, for communicating threats
because they depend on secrecy to be effective.” Lindsay and Kello 2014: 184.

39 Lindsay and Kello 2014: 188.

40 Kello 2013.

41 As Kello notes, “in contrast, the cyber domain is primarily a political and social plane subject to a
wholly different interventions and behavior rules. We require separate concepts to capture their separate
essences.” Kello 2013: 192.

42 Kello 2013.
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4 Kello 2013: 192.

4 Dunn-Cavelty 2008. Guitton 2013.

4 Gompert, David C. and Martin Libicki. 2014. “Cyber Warfare and Sino-American Crisis Instability.”
Survival 56 (4): 7-22.

46 Peterson 2013: 1.
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47 Clarke and Knake declare that “in anticipation of hostilities, nations are already preparing for the
battlefield. They are hacking into each other’s networks and infrastructures, laying in trapdoors and logic
bombs...this ongoing nature of cyber war, the blurring of peace and war, adds a dangerous new
dimension of instability.” Clarke, Richard A. and Robert K. Knake 2010. Cyber War: The Next Threat to
National Security and What To Do About It. (New York: Harper Collins): 31.

48 Demchak, Chris and Peter Dombrowski. 2011. “Rise of a Cybered Westphalian Age.” Strategic Studies
Quarterly, Spring 2011: 32-61.

49 Shaun Walker. “Russian Data Law Fuels Surveillance Fears.” The Guardian, September 1, 2015,
Accessed  2/14/2015,  http://www.theguardian.com/world/2015/sep/01/russia-internet-privacy-laws-
control-web
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H1: While we are witnessing a rise in cyber conflict, there is no precipitous
increase in the severity of cyber incidents.
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H?2: Actors are restrained from responding to cyber incidents.
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H3: A great proportion of cyber actions fall in the domain of espionage,
deception, or disruption.
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30 Vasquez, John. 1999. The Power of Power Politics. (Cambridge: Cambridge University Press).
S Kello 2013: 189
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