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1980s, and The term cyberspace originates from science fiction works from the
became widely known via William Gibson’s novel Neuromancer, where it was
:described as follows

ol elisnlad o3 aa g science fiction calall JLadl Jlach oo pais Yl el as
William Gibson L YETRREN ‘5\1\]\9 a:‘b‘) L§:'J"° e cu.nb éUai U'LC uJ)M C;u.ai\g ‘Q:")_‘.Zn.a_“
: JGH sl e dhin g s «Neuromancer wasdl alladl

hblall i3 0pe Lis sa Slas consensual hallucination Lacloa ousla sa. al,38Yallalh
pgralal a3 pae JLabY) Ji3 oo el JS 8 degitimate operators (yase il alaiiiall oe
oo daliiiuall sBLall ALl s saslly . mathematical concepts el !l asalas
L skaa 5. Unthinkable complexity siaie 5ad aalad. gl allaill o3 Csunla IS sy
O constellations = LS S g clusters alal 339 (J8all snon-space daliwes ¥ a7 ,55 ¢ 9
bl

ol LalSSy ol 8 allad) Llasll o5 u3s buzzword Sllall dalS oo Yas Leall S5, 4l
s -household term La5¥ Liclaial lallaias et Lo e you 3 e ;300 00 Bl e
oldall e e o oo Ll slallaiaall e Layad s BA8Y Il Gualadl =3l
Cre dsanllelly 5 Lay) Gulilly cLole (808 3 ¢ suaas aals Jie Lol (S5 Lial sl

12

e
doddl dogdl L@
2025 \\o//



GO, -

B =
2o Shihilh
T = g S S

ellal Badall Saalh asy s difficulties b sais agaal (a alay e slially clalall
Yl e (JBall Jss (L & unlaali military doctrine 45 ,Suall3aadal o
sea g allsland (g5l clesall was ol 43 483 0 (S e (s3I fifth domain Guslad) Saal)
characteristics (aall jailad sl i Lay regular’ space’ «golalh cLaally air s 521l
sl ol sss a5ty Lo JS e B kanall 8 Lasls 0,550 0 dlslas 58 Of the military
L 2l allall sa s Lalasl)

Lol Laline Loy el sutie 81 e J80 ¥ Lo uiall 5o e Pentagon ¢ seliinll jaiaf a3
prevailing wileall i yaill (ol Ol s cilSE 5o JS Joy - (a8 allall a5 adtiag
O s 3l Cracdis ol 13 narrow B oS (Ll 0¥ sl s (s -definition
Eolsealls sl llZhgadcre oo IS Jadin g 102 Bl oS 0¥ (AT plaal 8 Lebasis
oL dale (gshais a8 A sl asYlallall o< Lago 0T 8 Laall (o g puradill (o ¢ sl M
S5l g el 315 s Led 53 SIARPANET 8 4856550

Jelats g:"" loslaalldig ga g__ebsnjl plladls Friedman ;leas ;35 Singer yaiul (85,
PR JUTIE W IR 1Y P EC RN FEPI) EINCEUNT INE N I E T
st 58 A allall o) daals (rad 1A 10s saay Sl el slassy Gl
.physical aspects Luls ilsa 4 g ,ATLAL fpo 0¥ L ymn unl 7S virtual =il
3) manmade domain Lyl pius (o Jlae sa A allall oL elld e 35)e
Osdis ol el A a1y (s AY 4as,Y) domains of warfare s yall e¥la ol L5 5las
alladl o ago e L‘if‘lg‘s?\_ga:dl Lol 35l i35 g Lalall Cualall 3gal ol 5
Lo i 8yl Jlall 5 (o (el 3391 alall i a5 2 0y sl el U8 LS5 sl 531
(14 Zaaal) (@aad, I g aolall Jud o b ya

JEalllis b (g saddiaaldls Friedman gleas 135 Singer yaiacs soaas il JGl sl
ALl 5 LeBA (o (5083 35k 38 S35 am lyatesls ol ot 35Y1 allall o 5
g an 5 2 oL allall L s 3 1 el sl )35
sl Gsila A0 o a3 alladl sl cpast decennia  oslall alall gae e
iy STy a0 el allis pa s Il it g 1 JlSIL LS ¥ Ll 3,135 Lenle
Lezo agiigal disconnect alads (505835 allall cladi praa 8 (ulill 45 connect Jaisy
Y A US55 il 153 Sl shats LilS il

For example, until ten years ago it was mostly wired connections, whilst today
wireless connections of e.g. smartphones are also omnipresent. Lastly, the politics

of cyberspace evolve. Now that SCADA-systems that control infrastructure such as

13

e
doddl dogdl L@
2025 \\o//



2025

GO, -

B =
2o Shihilh
T = g S S

our energy networks are connected, policy makers look at it much differently than when
it was mostly a realm for communication between researchers. This of course is also
reflected in the fact that militaries around the world are busy with finding their place and
.role in cyberspace
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?7How does this solve the problems that military strategists struggle with
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Ll e Ly Y 2l a3 S S 31 JLB sl e §haiaall Fum 515353
iy e § el Eine el 53 5 il 53 2Ll S S 23

Laslall L8380l sl ells 3o da 38 el daliaall elay il iSS y Jladl s puad laa IS (Lo elli ae s
by NATO Cooperative g_._u.\.lem Jla alad baill 5o 5 celaal) Haaill 5550 Lgraa Sl
plladl e 3slaaall L3S Joa Bavus wlial sl e «Cyber Defense Centre of Excellence
el p ol ,38Y)

S )il el (Ladlall 4y ylallsda 3 5 Y) J:saasg_%d.:_'a.\\_;%é‘,.\b‘eﬂjw‘,jﬂﬁ Lo
casu g8) Gty (Jams ¥ sl o Ll o s (¥ dile sa Lol Baiuall slal3adl e Lias
a5l Lgbaas gl el s s sl 5 B sl 5ol 5 US oot o o (Gaanl
Lewlaww Pickering g S sein Lo (o e Ha ailidanalls elld alhdll Ga S Bl as glas L
2t shuman ;2 e alle (8 (e Lol a,a3 LS ol Lo aas il aal s maalill s eains o
) aiwls ela s unexpectable novelties das 3ie yue elaaTons G sasias cpilinonhuman .2l
Lielasi e politically light ulacs ¢ sea e 050 G el o Yo Jslas o i [ ]
(15 dadiall) omulbiall el o5 sghs Lal anatious

Conclusion da3la

(Al 8y yas Ulwro Liond JUaS oy )Suall a3l 500 0 A8 8ISl AATUMA e g
slasy LAY oS aolisacall yglas oy s il Friedman (yleas 535 Singer jaives Lioadsi
oL Llula (Andrew Pickering aiu ,S<u g 050 bl M3 ,Lay IMA oo A Eall Jat slas)

b bas s a8y allall s hybridity Cpaagll » describe Caaty o Jas¥ s elld e Y
Al Eay sl 5l allall Galaiall cbuadillmgs 48 )l Jadiuall
ﬁé‘g_‘élﬂé’glajul_’s_@\gdue Liaaas o yall a3 a0l N s o o3 3 paal dandles s
3aY o3 o8 4wt William Gibson ¢ seusad alabs g sassl
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s Al Glac¥) Gsia gounasal O)laall 4aill 45, 48)50) 038 (& #yhall Gy
Y ppgs danh (e mimpe S sy cdoalall @l e Saes alda 3 9SS o
O Alaallé Al 8 38 LAY o e g of s Ln dpagadly (bpds Bad pald
598l afiyg (52 (salall Allal) (g Sl Aaleoall b 4 Apadyl) llig Analall L) (gka
Bsall dgagr Cipias 3] s LAl 858 a8 s (A Bl Gllall g dpeliial)
L)l Bl ol i Ll oY) (Bs sl ey Cas DA daludly Aulal) Leadig Lelinal)
Lula ) bl jlae¥) 8 2aY) s by daje oo Whae gl L palad) Lailla L]
o sl ol IS Aglae 50 Lete s maaliy e S8 elis ga Baaal) 56 w3gd Al
Laginy CUATly (3LY) dangl Joli elld ey a5 Lagin 2l Juaill g8 Qulal6 .oyl (pla
laas V) Laalan) Blaves (5350 Lasg 01 o i) (Bla (8 a8 g @l (4505
() Slad) Gsin) JUAY) 138 sy JE) AT e (Lald) sl Gsin)

b L e Lol Las Wil aan laals il Jolag cdadyl) loally Gsiall L) i
O o - lgle adailad) W silal) caew (Mg ¢ i)y alead) Leald )y (<GS
Gyl sda Jid Casieat png Asgad) (e ad 36 Sl jsla 8l Y csladll 02

ial) dlae Lo (Al ddlsdall 8 — maaly IS0 — el gang sl

5Ny Gtall gsanse Johs oo L a1 130l SN clally stall -

Godal ayas (s 4kill AY) c¥sladl) e oy s leguimga 2ag of ccibiall il
Ayl omall (Aulen) 51l Ciyay Lok Lacky il 5alely ol (KL dulyyy i) ASL0
L)l @eaal) Ledle 3l 39aall b ! Digital rights Management DRM
.Future Technology Clause Laslg<ill Jaie Jayd @y Jaiug Digital Rights
5 World Wide Web sall cilasledl 4<0s joekn s Lulud 5,840 oda cavia oIS adl,

1 Robin Jeweler - CRS Report for Congress Received through the CRS Web
Copyright Law: Digital Rights Management Legislation, Congressional Research
Service ~ The Library of Congress, May 28, 2004 “ Digital Rights Management (DRM)
refers to the technology that copyright owners use to protect digital media.”.
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ALl racey (535 A gadll (o £ 538 Lin gl i Jitiane Jayd Clladl Caiaatll ) ol
Al cpatlaial) 2aY ey dgall 8 ))y8) of () ALYL Aald) A ) sas Bsis
Ball dilaall asie 8 pualadl ds )yl Jdoasi bayd sag g pSHY)

Ol sl (e e ¥ Uy (8 Ayl ol duig SN (3oaall 16Y) Carlal) g @l 1S 13y
sl 58 Lo Jady i) e el cilpally Ggiall sl asgie Gapal ¥slae llia

Ein 1996 ole 3 ' Peter Mere Si¥l i) Aglae cuilS clsladl 038 (s (s
Gy Yhagadl) 8 3ally 20l Bodn b alad] ek ) (3odall sia avudy ol8

' (RICH) Lloyd L. — Legal articles, Who controls e-rights- the writer or publisher ?

p-1, 1997 — available online in dec. 1997, at http://www.publaw.com/larticles.htm : e-
rights may currently include the right to place a literary work : 1 - in an online
database retrieval system ; 2 - in whole or in part, on cd-rom ( computer disk — read
only memory ) ; 3 - in whole or in part, on a DVD ( digital video disk ) ; 4 - on the
internet ; 5 - on a website on the world wide web ; and 6 - on an electronic bulletin
board services such as america on line, compuserve and prodigy.
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1 A Bill of Electronic Rights and Ethics, Version 0.23 (1996) Author: Peter Merel,
available online in Sep. 2004 at http://www.efa.org.au/Publish/ere.html

2 Rights of Communication

0.0 The right to accept any information from any source.

0.1 The right of every person to control and license intellectual property invested in
their own original expressions, but not in algorithms nor other properties of
mathematics.

0.2 The right to transmit any information to any person, as limited only by intellectual
property rights.

0.3 The right to publish any information in any unmoderated forum, and to submit
any information to any moderated forum, as limited only by intellectual property
rights.

3 Rights of Privacy

0.4 The right of every person to refuse to disclose any information they originate or
receive.

0.5 The right of every person to encrypt, decrypt or transform in any way any
information they originate or receive.

0.6 The right of every person to refuse to disclose the identities of the originators of
information they transmit or receive.

0.7 The right to monitor others only with their prior consent.

0.8 The right to ignore information of any nature.

4 Rights of Jurisdiction

0.9 The right of every person to abide only by those laws and regulations that apply at
their physical location.

0.10 The right to seek legal recourse against the originators of actions and expressions
that cause damages, but not against any intermediary person, organisation or
medium.

5 Rights of Access

0.11 The right of access to any information in the public domain, restricted only by
cost.

0.12 The right of every person to access any report, record, policy, regulation or law
that may apply to them, or which has been created in whole or in part by their
representatives or their agents, as limited only by the Rights of Privacy.

¢ Rights of Administration

0.13 The right, as moderator of a moderated forum, to observe and enforce the
charter of that forum.
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S el o A ST Glal )y cilally Gsaall e 2dSl al 8 dlglas aal of e
Ol Cula daalay <YL (3558 36ud) Herburt Burkert Sl 36uY) by ol
Lles 0els Jgn (1998 — 5 - 9/ 8) Lag,y paise () ariall dling die i (haeaguon
il 138 o 32l .1 11 garante per la protezione dei dati personali L.aisl
b el ellig sda Jilasg Ablina) ellis Alalal) Adlad¥) Goaall o aall ebad e
Herburt 3wy can il jaidls u,Ja Lawds. Responsabilities <l J<5

-Burkert

: Rights to communicational inclusion Ju=iyl & 3all ddsed Yl
t sl e o gl das)l (aoaall o2 Jadiiy

The right of access to the means of —YLaiV) Jilwy A Jsaall & 5all -1
e ady) b AL A Sl 8 JAe yglie e ST (3a) 134y .communication
Sl VL) Ay o ALl Aleallyy ¢Aoilils e Liinls A5 (e a3 iU el
I dsaall @l aladisly 3all 138 =ewy Total communication environment
lasg 30a3 8 8 550 Al (e oagiose Gall Viag .ale IKa cVLaY) Jilug
2eapl e lgidlals Jlay)

0.14 The right, as administrator of a system, to deny participation in that system to
any person for any reason, as limited by contractual obligations.

0.15 The right, as parent or legal guardian of a minor, to control the information
made available to that minor.

! (BURKERT) Herbert - Rights & responsibilities presentation at the internet . -

conf. on internet & privecy - which rules ? ROMC May 8 1998 .p.1 - available
online in mars 2000 at :

http://www.gmd.de/people/herbert.burkert/rom.htm

2 Rikke Frank Jorgensen- Internet and Freedom of expression- EUROPEAN MASTER
DEGREE IN HUMAN RIGHTS AND DEMOCRATIZATION 2000-2001 RAOUL WALLENBERG
INSTITUTE — SAYS “. Internet facilitates bi-directional communication, where users are

both speakers and listeners and allows for a variety of different communication
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AR g alally 2l ot axds elley 3,all IS 136 ¢ oalall wdglly amlie 3yme (e 20

) s Aaally ) aladiad Sy ALl Al Al b 4sle
43l o) .The right of access to information legledll I Jsaall 8 321l — 3
e Jyan) Ll & Jaam 4le s oyt Lgd Laily Leald 3 Agle o Alalal) 20LaY)
Jadgall 3gaall jlae) o0 lSudl) G dbialss B9 5) ALy (ed o ey Bl Cilaslaal

methods. The most common functions can be grouped into six categories (Ibid:7-11,
modified).
[1  One-to-one communication (such as e-mail or chat)
One-to-many communication (such as listserv or chat)
Many-to-many communication (such as newsgroups or chat)

Real time remote computer utilization (such as telnet)

N O I B

Information retrieval (such as ftp, gopher and world wide web)

[1  Publishing information (world wide web)”.
! Rikke Frank Jergensen- op cit, SAYS “And Internet does bear promising features for
strengthening pluralism and empowering civil society. Here are a few practical
examples to illustrate:

[J Easier to get your message out: Through e-mail and websites, human rights

organisations in Egypt and the Palestinian territories can disseminate
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information more effectively than before, despite modest resources and
limited access to local media (HRW 1999:17).

7 New means for suppressed media: When Radio B92 in Belgrade was closed
by the authorities, the station put its programming on the Internet using a
Dutch Service Provider. Radio Free Europe, Voice of America and Deutche
Welle picked up the station and broadcasted it back into Serbia. In response
to this, the government allowed the station back on the air (GILC 1998:C).

(] Easier to “meet and discuss”: Citizens of Arab countries have been able to
debate with Israelis in chat rooms at a time when it was difficult for them to
have face-to-face contact, telephone conversations, and postal
correspondence, due to travel restrictions and the absence of phone or mail
links between many Arab countries and Israel (HRW 1999:18).

(1 Harder for governments to censor information: The China News Digest
(www.cnd.org) makes available news from non-official sources. While the
Chinese government sometimes blocks the site, users in China have found
ways to access it (GILC 1998:B).

[J Easier to find information, for instance from a specific minority group: An
Arab Gay and Lesbian website (www.glas.org) caters to people who, in many
Arab countries, have few places to obtain information pertaining to their
sexual orientation (HRW 1999:19).

[J Easier access to public information, for instance new laws, decision making
and so on: Through the European Unions website (europa.eu.int) the public
can gain access to all EU publications in several languages.

(] Easier access to global information: For Indian children in the Chiapas
region in Mexico, a few computers with Internet access have meant access to
a “global library” of information.

[J  Mobilising civil society: The McSpotlight site (www.mcspotlight.org) is
created to provide information on the “McLibel” trial, against MacDonald
and other multinational corporations. The site is a new way of mobilising
consumers worldwide and has received some of the most extensive press

coverage ever given to a website (Liberty 1998:263).”.
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! Rikke Frank Jergensen- op cit- SAYS “Easier to “meet and discuss”: Citizens of
Arab countries have been able to debate with Israelis in chat rooms at a time when it
was difficult for them to have face-to-face contact, telephone conversations, and postal
correspondence, due to travel restrictions and the absence of phone or mail links
between many Arab countries and Israel (HRW 1999:18).”!
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glaa) @llia (LS oy sunall gl e vl Uia davassll &dgine o adlglly il sind]
WLl o) JalS ALY ) ATl Lavansl) AT Ailgiana ggumnge (B 2y .l e ag gl
aliant 5 (53 dhyatal Cangll e Tavassll o ) BLYL ot il) el e 5yl 3
e Capatll 2013 asf L adde oyl (€0 Y 28— Ylha —  Jeldll oy Lase ¢l A ghcdl)
s Sgma JaS Yo (sginnall 128 (BY iy adlaall 3 4] Jasi o Aggadd) G el il
s 22l BONN international ministerial conference 1ol (50 s<ige
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Sl jagall &% il cautoregolamentazione per i serviczi internet
Aaje oIS ga copll ola jolne s le -
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CaBga aadlasl are Jls @3S, positive  knowledge (lay) <ol dlls
A pgald OS] ae g pdiall g Jaall olad

1) gly 35 -Macro level responsibilities (<)) Cllgivd) (s5ina — 3
Adgall deaills Jadh ¢ el (ggianal) B Aaldl) el o il il (58l o iy
4lsied) a5 (Rule making progress il delia sacld 8 ola (63 JSI Ay (Sl
gal) Giany Gl saal) Gl b ol b ANXITY ghall sass aslss 3l 3809
ST digaiian (8 dany udie go (e i 52 Alell) Adladl A5 A phall ol slall
lgalaiy Lo Lide oty dasd pal (8 A . Linead iy Lillealy Llafien s Ll Y LaiY)
b ganill dleal ellyy L) (san3 Sups e Bl o ALl byl Al 3
by Wiead &

s Al Gl cljally Geaall Cavian (8 "@yS)e Cupna’ L) 4 culS el
S ¥laall ol Lajlac b (g W) Ssilal dawsl) 8 oY) mim € pils s Al
Lghl) (e Lara Lo ala o3 ailglae il alg o udl) ALl ) ALl 25l < fic)
) elall panll e Bpalaal 31l & Salall Joadl) ae slat Ly, L) Cus ddaad)
O3S 2y Y e & gyan Wgia Cnaall Joliny o Gy eV LWl dilagladll juac
eand) 138 8 Algaie a3 ol Al i 8l ) eaall loil G L sl Lalie
a3y Luisi€ dal e goleal palaall lgiliias & cll) Y Goiall 5558 of (e a2l Lo
Nadiad a3 p Slyally ClalilNly Botall Caial Aglas IS Qs ) ACa) Sy
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e Gall 1 e olsaall glan JSI sloayalls 0plaal) opial) ik 3 ¢ Lin apell b e
1986 45 5N VLVl dagead (sild Gy 4.5aY) saniall cl¥sll 4 . ca )
duad 84S 1 3aY) il 5laY abapll The € - communications privacy act
lsae IS MeVeigh sead) of 3 decaill s3a 2385 Jicns Timothy R. McVeigh
golaia N Ale Ay Sl Al Jlal a3 Larie Ordeal 4l cilasg A.5aY1 dyadlly
Uj2e BOYSRCH sl 4wl 3230 389 AOL 458 DI (e 9 7SN sy e dojadly
O Gy godiall e OIS Lad ¢ GAY agd e laa¥) adllag )< uall atigas TIM el
355 ot AOL 4558 sue (a3 iyt ) clagbeall sdgy Apadl 5l &
Glehya¥) Ayl plal @iasly 19 J<i MeVeigh .. J adall o) (Slels 5504
Y] lehal) el sl cacad LuagleS A1) Saall o V) MeVeigh 4EY L)Y
Laspad (olal Adllie o Glehya¥l el 8 Lal alee mila ) McVeigh salels
o Glaglan Ao Jomnl) il dasSall Ao jlias 531 1986 sy SN YLy

2001 Ll 1 ¢ uas — alaall) 2000 / 1/ 1 dds 519 Lad 106 pd; Grma 5 55uus ada i1 !
(sdal) il Jlaa (o gl LgSlay (A Albidd) o) el (e 4] " Gadal) 138 (b sls G (291 . 0a
P S5 o) daleall Jae Gal) e JUis Lasg clgaladdl e ¥ (AN Blall agal cpi (AN il 20|68 s
Ragas ey Lasd V) Al Soan S ¢ LeDIA (e W) Gudity ¥ 9 Lgad Juar 5013 (G J ) i ¢ olpdina
craal) B Aaaall ) b LaS " 00l gl (3al) Balian (A oo Il IS gl Lganthl 13 ¢ Aualal)
Aol 3 ) ¢ dng' 45l (367 e &Lal)) 2000 /8 [ 5 duls (520 Liwl 163 ab) & sinsl
¢ LBl ¢ra % Ialgudas Lgiplen ) sinl) Sy ol Le Aol Alal gl ¢ (Ggfal) aulith pouaga b g3dal)
dally dpay ) cplabial) (ra (gl ) 2ga 3 gl Sy . LgabadS o) LgalatBl Jaau ¥V Lgd Lagdd iy
sl ¢ra JU of Sean ¥ Ui 13a b Lagidl (o jaual ) Agll de sl Ol cCpra gouasa pliily
e gl Lgi¥lae e Ulsae dlld LS Yy ¢ Lglhl (b lgualiil) ) \guialiy slge Lghal il JiS )
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Cleha¥) Ol s Warrant  (ass o) e cilaan (1) = 2 13 Y) i) andies
(<) s« o Joes 0835 4l Federal rules of criminal procedure )2l 45lal)
o Jsanlly claill lak Gl 22y 5 Online subscriber sl 450 5<% e lglsas

Jslal) Jae cilagled) e cassll o

VL) (p3an ¢ silal Ailiailly dagadl) byl o aas Wils (gl alad (e Alleall Likals 131,
dadd (o DAY E ool S gAY 2dl The Stored Communications Act
diaa oy Electronic Communications Services ECS s S| ayiay)

. Remote Communications Services RCS i (e Jlaty!

2 Gl bkl 8 5gall LLadll (1w (1996 i) Gubler dmd i L by
Gl i i) Gyl ALY alad) shall e olsaall i ydl) sliadl) ool Sy (Aaingadl
S i Gonod  isall 2o Gubler )gSall (alall s JLal ()iie |y ud b
il oghe e oY) QLS 80lias a2y (Gl el (g ol e e cais
cuil) Abile (e Adlge 93 i) e @hSAal @l i BESANCON  dua.
Sl ) V) sSaall i) adge Byoleany sliiall @$lel a3g Laloadll L3131 askald gl

.?.1350\5

Gl e 4 a3 S5 ol Basae Woa o Aageadl) b all L) 8 ol of e
Jr Ligld lalhaias ul Privacy dragadll mllhas o) (ghalady) agill aly (ghalaty)
Prince Albertv. i b4 s Human value aslul 3aiS Lad Cagyma s
Invidate personality diasd) dvaiill xlaias )3 o5 (1849 olc) Strange
Ol 8 as) Yieal Jsdll o <arg A Sl & Plaintiff easll 3a goase Jols (pa
alae Ja 53 The Broadcasting act 1990 did tull (gild cliiuliy (gilad)
pagadll b Gall plhiad Ko dllia Gals 4306 1996 oo 3 jlaal) ¢l

! Eric J. Sinrod — Barak D.Jolish, controlling chaos: the emerging law of privecy and
speech in cyberspace, op-cit p. 5.
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Hes pliad) gy dall Jelall Jail A Sl LSl Goba colls A Kal AL Gon —
iy Llaall andall (gpaal) 321 38 Ll Joall pagll (S oy Anally (dgal) cpgindl)
E3a3e5 1866 /9 [ 9 (& 3l Jlac¥) dlead ¢y A8 2iad ¢ Anall ayil) e
A8l Crawn Mg Lo gungall dpaal Guled o Ciay L35 SN Goaall ) dgleall s3a dlial
Jsall (Ao il (st s Aulss A8l) JolS Lol g sumsall 138 1994 ale Gansill/cilal
ol e Ay (ag Ao Sl ALl (Bgdan dpad)llg dansal)l Clatiie Joadi 5)g i A SIS

(GG / oY1 Galally 10 salad) ksl cliball aelgdy agalall ey

okl e dliladll 8 aneal — gsagall 138 Jang e — O)lall aopdal) 8 — Jsal) (has
radl o gatt (a1 il e 8/1 salalls A sl Ggall (ggine I (B — el

“To promote the progress of science and useful arts, by securing for
limited times to authors & inventors the exclusive right in their
respective writings & discoveries”.

b @3a) Sl @yl e The Copyright act 1976 4l Syl fuill (gil8 2y
) bl JS saal ale 8 uynisSl xds a8 YLD Eanl) Akl ggunse slacY)
O iy pDe Yy n gl i€all Canieadll Hlae¥l b 3T 59 aaSy L gl i€l Lghans Cigms
o o Cuss Collective works  Locleal) JleeW) ae Jalall (C /201) il & paill
oaill 138 8 (55 aY) aSladll Jaa Le 525 Media il Sle¥) o ag8 4
O Y 2adagrcad) (al @) A ) e @bl aclg e GLladl dauly 4l
Digital Millennium g sels 3 IS Laadyl) £0Sal) 8L Ggaad san SV il
The Non — 35 5N (lsasll xie 2,0 42a9 1998 ole & Copyright Act DMCA

. E Theft Act

cadlall asie 5y ) o daddyl) 3gaall By 8 A el ALl 3gia Jaa e cap Nl
The grant right clause (Gsaall =i byl & Jlall 58 Lafic Baas Bgaa Jadal il

! Losey R.C — Practical & legal protection of computer database p. 2. available

online in march 2000 at http://www.uplink.com.au/lawlibrary/document/docs/doc32.htm
2 Lloyd Rich — op-cit at 3.
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salll Calgall mia wlaaiiay The future technology clauseba ol giSall Juiices daydg
Jadlsad g SV Jglal) 8 Gl

sliiia Ylga Adhadl) aSadll Ao (a)e Tasini V. NewyorkTimes Co. dod i
leasS Freelance (il Guisall JleeW 39 fSV) Jolaally alaall Halll joan Ja

o o ol e lilsally VR pday e Al s3a J8 e eladll LS
3a] dudl) oda aa I Archiving the articles Lgl Lasall fa Lo gi ddagaina al
1) geasil) (g aSgia (5350 Y bl o el Caad 2 tlas Lalal sloadl
ol Gubaall o¥sa o)) (e peoll o s il e cpliid) Cpdlaiall eV ds saled
dandl 13gs aLdll (e Gyl aie il B e (5S0 Wy ¢doig i8I Wgia (4,8l Ioaiag
i sale) ol aSall 13 (Spa) sliadll 5 aily L e Jilie 3 3ad) agd 05S Lailg
de sanal ALeLil) Aaalyall & cpplll J3gil5 3ol dusjlas 98 Lail L iU iV ad) s2a i
sY3a (3o oaa 4dd a0 Y (s3) gl b 2laydi Jeals I Collective works Jle)
[ 201) acil) 5 Spa¥) Gaill (5il8 5)58 La gp oSall 130 cliSipe aal IS sl < ppibaiall
Jal e I8 shs Lisa ) LIS Leasle 8 4l Jom el Gsoa e o' e (1= D

G W Ol e (27D [ 201) el )58 Lo DS igils ee 3ayk ) AShll Jis
OSar een Gsanll 038 (pe (sh e Gl 8 Loy cgeantl) (3gbn liges Gy b Lay ¢ goaail) (35in

! Lloyd L.Rich, Legal articles, op-cit at 1.

> 1dat2.

g0 ) bl B ciliall 3a Lles (Ui 1968 Ll 9 o3, 0 6ildl) 053l a (27 ) Balal) e il i

Ay b il L) Ciiaall g elaal) Ciiaall " 4dh o Laall Ciiadl) (1968 [ 3 /30 4 10.

plal) Ciagl (b A CuSiidall Jas ety 4TI Ciad epdly JASEy Gltie) o) oanh (add Ay dele

015 (A Shusaly SRR (a JS Jus 0 Y s (gsinall 5l anll adldl) 1ia 4l s (1)

o Gl oang Al (s<y Lalhe dalily Ciiaall 130 LS ) dag M) (L) o) ekl (adld) e
o (A Aasla ¢ Lol — (uigr O 0Sa) dena — Al Glayddl) doguiga ) Lt cAlfall (Bgia Bydlia

3 “The ownership of a copyright may be transferred in whole or in part by any means

of conveyance or by operation of law “
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Goiall J8 (e 2ay i Mmal) lpans (e dliaiio S Sae 458 of Sa .0l Lelis
Display right sl s A&l 45y 3 My Exclusive rights (o yslll 2l
0o Seatia Gad aslsiSll Gyl Ga o) 3 ecliall U (e Finase Liilse ) Aala (50

el 058 B ie g L Ly @llig (galall (el

e aas Ol 2221996 / 8 [ 14 8 (el [ Llall 2510V AaSaal) coal Lusjp g
Al 1Y) SIe 6 b o s e e Jyamall 052 Conlls i e
S(BREL ET SARDOU

Bas Al 8) 1999/4/14 8 GanlyfAdIn) daSad) @) B 38 iaall Haill ) iy
s23ll 3> e Une oeuvre collective claall il o (LE FIGARO sl
A Gy e laall Jaad) @l Saae coiill e ol Hadll ) el e nig Y 4l e
it daSae con adly L inal) (e Aheed) Llgd) o Jsmnll a3 3 (53,4l
Ldlge Ao Jsumnll 253185802000 /5 / 10 5yl uleal) LeaSa 6 4SSl 128 Gl
Ols - *Minitel 4<ei e il QS o) LS i) sue (gud i a9y Jla iaall
L dals ASad ) s Jibinalls sl a8 Glgall Lgaila 28 LaSaall il

Spallally Caaig dagite VIS Cualy dalaall Jaghaal) alaiy Jasty Jadh

Catsall (9gdn oLt 1954 &3l 35 o 8) (il all (plin 3 gy Bal) piiay yan (i
1992 Joaes 3 (sradl) G5Lalls (1994 200l 29 o3 (y5illls 1992 diud 38 A3, (y5ilall)
3250 L) sl slady) Glld b lgatie Llaad) (e Ledaa 32l Csnlal) by calia)
OS ol T Ggulal) Glinayy Wilaia OlS 5aY) of (Ao . Siladl CangS Lalasladll gl
LoSall 8L e lganll aihad Licajed Jla G (g A8)liall 5,8 Caguny i) el

! « Any of exclusive right, compromised in a copyright, including any subdivision of
any rights ... may be transferred ... and owned separatly”.

2 Rich op —cit at 3

3 Available on line in mars 2000 at http://www.juriscom.net/dauteur.htm

4 Available on line in mars 2000 at http://www.legalis.net/jnet/2000/actualite_os-2000.htm

i Heut, la commerce electronic, op-cit at 4.
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Gl sl 240 Aglae 8 L) plas oL 2003 2 10 23, 5Ll 4,
LSS ool painally iV e Jalal

O 58 Lapad ey Lpm i) e guagn (g9 (531 oalll qopil e Y1 b Galay Yy
e Ll cletad) 5588 U Gylay o o3 Calgall 3 Loles (L 1968 41l 9 a3,
7 o8 Ol Jaad) 1997 3l 5 o8) ol jlénal) gsild of (Ao oY) o GUY)
ASL Al o) b cle sange po Jolatll ol Anl€a) ) i s e 2003 Aid
Lebay) aiy ol elld aa (Sl (aualiilly i) Clelyg dlaall Adlall Jie diaaa §)g0ms 4083l

il Laad )l

OV 58 Calsall Bying faill dgall alaill o & Loy alyieV) cra (alin ¥ ) dRiiall
ehy Rial) Cudly callal) elail pan (8 dsibasll Aadail) U (e Balang Aleld daa)ie Jaa
LasloiS )55 Ly Updi (Al dpadyll Glalil )y iljally Bsaall 898 s dllill daaliall 028
V) sl bl ) 1508 Cilaslaall Lingl iS5 elale (o Joil) ey 4l s ccilasledl)
Lelslos (8 Hlazmad) hlaay asgdll (A dals (el dlay d- G 8ol ld cllidy
S U ) e BlaY) gl Joall glé SULY1 13a s dnledy) e gasall
Coalall onaay dinadll ClSyd Gue sassally ualilly QUSlly ulial) Jlael (pels (S

Tehadh agilaly 3 Gals (olSa IS 8 aellacl @llgml (e il

San D) i 3 saaall BV L Jied) yeabeddl Cigall Lead ey J3lcl) 138 Jiag
A Sl L GBgaa Alead 15 melin allall (laly (o el 5 2001 Hladl iy o Hi
alsall Bgin Adlinly (el A8l e S b

&SI ALY cilail) gl S Glegiasall o il dupm a3t il Ao Al -
Gstad) Lalaly dawbudly dpaadl Geaall Joall @laally (L) @siad oalledl (V) S

! Harry Jarvlepp, An introduction to the law of the internet , part 1, op-cit at 2
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GOaiy) Abaai aaad caag aild Glaglaall adinag el Lpa G A waas (Sa S
Wgadia 0585 of gl Gl Loglead) Caped 5l aaaty heiiy ecund) lgia fay 0 1Y)
A panll Aad dalladl d)gieall sae ) dyles,

Aledl I agyl ey Jam of oSa Y sl alladl gl el dpa Al o)
Glo diagyie 258 aag VoAl a3 clgle sl (e el g ol Alladl i ¢ )
S sladll el ALK Zygical alls cdaf Aaill odag . ad)ll allall el Ao
) S il eleadll oLl V) e JULY sles Lliad LIS cagnl 33 (i)
sladll Gy Velly Jhadll) grdall c @lasll COBAY) Gum e S ced Y
On S ghpal daay 8l COKE (o Gl i) e LDIAY) Allualls (Y
A)adl) declill B3N oS sa padll eliadl) 034 sliae Clige AT (IS5 a8 Dl Al
& Gnlly Janal) clalis sl (s3e clln 12 Gourde daid b 2004 w2

! Rikke Frank Jorgensen- Internet and Freedom of expression- OP CIT “In January
2001 a Danish public library announced that it had made filtering mandatory on its
public computers, in order to block access to pornography and other indecent
material for both adults and minors. The library announced that pornography is not
information according to the library’s definition of information and therefore is not
protected as such.”.

2 USA, v. MICAH J. GOURDE,9 th Cir. App. No. 03-30262, D.C. No. CR-02-06067-
FDB September 2, 2004. “We conclude that this case is much more like Weber than
Lacy or Hay. As in Weber, the evidence underlying the search warrant at issue here
fails to draw the crucial link between Gourde’s having some attenuated connection to
child pornography and his actually possessing it. As noted above, the evidence
presented to the magistrate included only that Gourde (1) affirmatively subscribed to
an internet pornography service that advertised “over one thousand pictures of girls
ages 12-17!” and displayed several thumbnail images of girls who at least appeared to
be “prepubescent” on the subscription page; (2) had unlimited “access to hundreds of
images, including historical postings to the site, which could easily [have been]
downloaded during his period of membership” and “would have had to have viewed
images of naked prepubescent females with a caption that described them as twelve to
seventeen-year-old girls”; and (3) failed to unsubscribe to the site for at least two
months. The affidavit also provided expert opinion evidence of the proclivities of child
pornography collectors and opined that Gourde’s affirmative act of subscribing to
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Lolitagurls.com and failure to unsubscribe provided a sufficient basis to place Gourde
in that «.
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Today I have signed into law H.R. 2458, the "E-Government Act of 2002." This
legislation builds upon my Administration's expanding E-Government initiative
by ensuring strong leadership of the information technology activities of Federal
agencies, a comprehensive framework for information security standards and
programs, and uniform safeguards to protect the confidentiality of information
provided by the public for statistical purposes. The Act will also assist in
expanding the use of the Internet and computer resources in order to deliver
Government services, consistent with the reform principles I outlined on July 10,
2002, for a citizen-centered, results-oriented, and market-based Government.
Title II of this Act authorizes agencies to award "share-in-savings" contracts
under which contractors share in the savings achieved by agencies through the
provision of technologies that improve or accelerate their work. The executive
branch shall ensure, consistent with applicable law, that these contracts are
operated according to sound fiscal policy and limit authorized waivers for
funding of potential termination costs to appropriate circumstances, so as to
minimize the financial risk to the Government.

Title I1I of this Act is the Federal Information Security Management Act of 2002.
It is very similar to title X of the Homeland Security Act of 2002, which also bears
the name Federal Information Security Management Act of 2002 and which I
signed into law on November 25, 2002. I am signing into law the E-Government
Act after the enactment of the Homeland Security Act, and there is no indication
that the Congress intended the E-Government Act to provide interim provisions
that would apply only until the Homeland Security Act took effect. Thus,
notwithstanding the delayed effective dates applicable to the Homeland Security
Act, the executive branch will construe the E-Government Act as permanently
superseding the Homeland Security Act in those instances where both Acts
prescribe different amendments to the same provisions of the United States Code.

Finally, the executive branch shall construe and implement the Act in a manner
consistent with the President's constitutional authorities to supervise the unitary
executive branch and to protect sensitive national security, law enforcement, and
foreign relations information. In particular, consistent with my constitutional
authorities and section 301(c) of this Act, the executive branch shall construe the Act
in a manner that preserves the authorities of the Secretary of Defense, the Director of
Central Intelligence, and other agency heads with regard to the operation, control,
and management of national security systems.

GEORGE W. BUSH, THE WHITE HOUSE, December 17, 2002.
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! African Charter on Human and Peoples' Rights , EIGHTEENTH ASSEMBLY

OF HEADS OF STATE AND GOVERNMENT, JUNE 1981, NAIROBI, KENYA
21 October 1986 . “ Article 9:

1. Every individual shall have the right to receive information.

2. “Every individual shall have the right to express and disseminate his opinions
within the law”. African [Banjul] Charter on Human and Peoples' Rights, adopted
June 27, 1981, OAU Doc. CAB/LEG/67/3 rev. 5, 21 L.L.M. 58 (1982), entered into
force Oct. 21, 1986: [excerpts] . ..

2 Constitutive Act of the African Union, Lomé, Togo, this 11" day of July, 2000.

Article 3 : Objectives : The objectives of the Union shall be to: h - Promote and
protect human and peoples' rights in accordance with the African Charter on
Human and Peoples' Rights and other relevant human rights instruments;

3 Thomas Cochrane , Note, The law of nations in cyberspace: fashioning a cause of

action for the suppression of human rights reports on the internet 4 Mich.
Telecomm. Tech. L. Rev. 157 (1998) available at
http://www.mttlr.org/volfour/cochrane.pdf P. 174
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The Uniting & strengthening America by
Providing Appropriate Tools Required to

Intercept & Obstruct Terrorism
Public law No. 107- 56, Oct. 26, 2001
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5 PA pagad dlaiul dis e (gl elall Je japi S Al Ll
The Homeland oY1 sl 0538 e silasll (53lal) pa W Joli dayeaiall aloel das)Y)
The Electronic Government 2, iSlY) daSall (5385 | Security Act 2002
SV Il gyl A el 4l Gaseall 38 DS (e 1y 38 &L 2 Act 2002

! The Homeland Security Act of 2002, Pub. L. No. 107-296, 116 Stat. 2135 (2002).

2002 plad Slaghdl) ol B3 056 98 LAT Uil slgine (B (Kuad) dig A) dagSal) 098 aalyy
sl Jalaill Jlis ¢ 539 1987 alad cgulall cpal 0536 A AN 0)sis 3ga3 sU) (FISMA Llasidl)
plad asSall Clagleall alii daala O juals 1996 alal Cilagleall LaglsiSi daala O gilly 1995 alal
Lag<all gl ua sily .okl Jae 2002 sl g dag<al) Ol aiie Al 2 2000
A3l Blg £LA) 4snsas a3 53 The Homeland Act 2002 o3 hash O3 gaa o 138 Lig ity
LigSY) dagSall O il (e Title TIT GG lgial) puailan AN OS5 ASipaY) Baaiall Ll B
AU QI B Lay g SY) AagSall JalSia el allai ald By 8 s FISMA Ol gacaly g3l
pliig clagleall Jady S AV A B pugil) tla A ABEY) jalUa (ag .Y AU 138 pughity
asSs Cilaglaa allany Aadipe g Claglea o) @ilsr Jalai ) cilgal) BB ik of cau uay Clagheall
st ¥ FISMA 056 o - elpad) o ilaghaal) aliilly cilagbeal) diles clagha 41 JAlss Lial Ll
FISMA qlhty cus 4 Ahgt 531 35a9 Ao sl (o Laad cilagleall alis Lailg Jadh cilagleal) Llaall
JS Jaay Ugilh paall a1 13 ey lgilals pa (Blsi Cuny A Al gkt dusbe JS ald 8
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claglaal) Linslgi€iy LD dahiaall JIKEY) g Auasaddl o calia e ol

Gung salatl) Jadd Ahaiad cpalil cilibial) ¢pify . clalal) Al ghaly ity Loy jaghaills a3l deuciba
Gl B haiuls BN il (@I QAN AR B i La deddl) i B haiad) e 13 RIS
-alad)

) —aisilhy ) allad) ) asia [dig S dagSally lasleall adiaal) Udle b ety Ll aat !
Apaal) Lagll) g aalall JSal) i3 (2003) S dadally (2002) (A dadal

2 Robert A. Pikowsky- The Need for Revisions to the Law of Wiretapping and
Interception of Email, 10 Mich. Telecomm. Tech. L. Rev. 1 (2003), available at
http://www.mttlr.org/volten/pikowsky.pdf P. 3 “Congress unduly focused on the
different communications technologies rather than the common privacy interests that
exist across all media of communication. As a result, different standards govern the
issuance of judicial authorization for law enforcement officers to conduct a telephone
wiretap, to intercept email, or to covertly access email from storage in a person’s
mailbox at his Internet Service Provider.”.
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b lasladll Y Akl dladll 4 ciels W ALl a5 2000 Ald) ) Lae 13 L)
Ol gsase Jsa cluhal Ao oy 8 culS dhaall sda o Langl £:K050Y) sasial) bVl
G Gleha) ub Dad iy Ll Gl Llgle Gile )l 3y ol
b o Ahadll Galul olE 8 2l e JSlie sl Al e paiilly Gl

DCS I oY) (i o) e B 4ecd dsa3 63 3 Carnivore 2 ,5)lS zeliy

—aisilhy i) allad) () i fAig YY) dasSally (Slastnal) ainall Uidlje el Juuaii & k) !
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http:// www.usdoj.gov/jmd/publications/Carnivore_draft 1

A Omnivore 4alS (uSes jéull asal JS1) ins &dal) 4laasi A Carnivore [sii)s plhas of 3
\giag+ Diagnostic Tool Auadds 81 J<a WL galip ) ud s sag (Qlaey) L] cilijgal) s
alin o8 Ble sgd clagheall LaglsiCi bl A agy Adidially Cuajaall Gty dsalaY) adlsal) i
Ci€a (€aT b malipll 1da cpa Cdaglly ¢ Sniffer atill saty Network Analyzer Gl Jlas
AV Aiaal) depualls dapal) Jga claglral) (uali pa FBI (40 dadasdl) Galuall) Ahasdl) cilidal)
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e Aaas gl malind) 138 dae Bapa 8 a2 ool il il 3 malgll gl
Onapaall da guiall QS palliy wiii (A 0)90 (535 Cum allall Jsa laalally palsal) (&
S Gat )l (S alad) @y g 2000 s B Aeadd) 5an)lS malin Jaa Sy .5Sgls
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SV 85l iy gl sanl) Ailia) g sl Cages il allall (e g laall Alasll o3 L (gs8
Glelhaall Llaall waas §ygpal Ls) G2 58 (48 - 03¢l §shdy Al b agds

LEalal Aally daally ¢ casill Lialy ¢lisleat] 8 dauliy!

Az Al Gus Black Box asal) @ssialls sdai)lS 4ndd aliy ¢ Widows OS 3lsill Juda sl f
13 oS aaly . Jleel o G prdin 4 agh Lo JS Gy agh (S) CEY) Glasd 3gje Al S B
il Guglie Jie bib Header clegiagall (ugiy il bga FBI Jalaa b odlae) by b galid)
Gl QIS Ai€ay S opghti a3 43 Y) ¢ &) .. DNS  elawd) il iy To 5 From (g ash)
"ALIS i) e ikl A5 O gadaag gAY Jilagd) O gaan did B La ge il cBluball Ciligina

dagal) @3 (lagleall gaiaall) BLIY) Gl Lilga il
! “The National Plan for Information Systems Protection is the first major element

of a more comprehensive effort. The Plan for cyber defense will evolve and be
updated as we deepen our knowledge of our vulnerabilities and the emerging
threats. It presents a comprehensive vision creating the necessary safeguards to
protect the critical sectors of our economy, national security, public health, and
safety. “ . Bill Clinton USA President Introduction to (Defending America’s
Cyberspace) National Plan for Information Systems Protection ,Version 1.0, An
Invitation to a Dialogue The White House 2000 http://www.ciao.ncr.gov .
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- The Communications Act of 1934.

A oy (A o) oyl 1934 ple paliall (SpaY) Y LatV) (p5ild 2l
Uglaes 5aaiall Vsl b sy Aliadl) cilgall coals adly L oluaibey NV Laail 485
) Jacsy YLy logleal) Linglgi€s 3 Ahalall yolatll pa (38153 Las sppds ale)
i Le a8 o ) ass o1 ) duecal) calaad) aad cl€ aaly L olal) 1aa 8 sals
Laxd (55 Je Ll Jadl) cnlS ) Alsled) Al b oK) ibasll OglEl jsaa
olaig ALAY) olad agalyall il o (3l Al agele camg LS s ISPs caigiY]
oo g Bl sl DY) dpagad b el slehe ag OIS 1Y Ly Liraseadd) Gla 8 ol
G5 OF sl ye (e 3 clge sy U8 in Aapad) Anil€e 8 cllalad) saeLisss Hlall (saY)
prx daadll 2g3e il o Ja alal) lia 5% Alld aag iy Cigu aba) go e lia
o sladll AlSaT cilgny clanyal) caals Gl sadl) gall ) il de Cadsl)
gpasall aun M Ygems olall 138 8 s lglae slac)

! FEDERAL COMMUNICATIONS COMMISSION FCC Washington, D.C. 20554
Communications Assistance for Law Enforcement Act and Broadband Access and
Services ET Docket No. 04-295 RM-10865. “For years, service providers have
attempted to balance the conflicting obligations of protecting the privacy interests of
their customers while at the same time fulfilling the lawful and ever-increasing
demands of law enforcement for subscriber information and call detail records as well
as demands for technical assistance for electronic surveillance.

The origins of these conflicting obligations can be found in Section 605 of The
Communications Act of 1934 and the cases interpreting Section 605.2 With respect to
the records created by service providers that contain detailed information about a
customer’s calling patterns, for example, the court held that Section 605 did not apply
to the release of telephone toll records because they are business accounting records
that subscribers know the telephone company prepares in the regular course of its
business. United States v. Costello, 410 F.2d 536 (2nd Cir. 1969). Costello and similar
decisions of other courts foreshadowed Smith v. Maryland, 442 U.S. 735 (1979), which
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held that there is no Fourth Amendment protection for toll records created by
telephone companies in the regular course of their business. Service providers now
respond to well over a million subpoenas, court orders, and search warrants annually
for the production of subscriber information and toll or call detail records. Except in
very limited circumstances, however, service providers bear entirely the burdensome
cost of producing these records for law enforcement. Hurtado v. United States, 410
U.S. 578 (1973); see Ameritech v. McCann, 297 F.3d 582 (7th Cir. 2002).3

Title III of The Omnibus Crime Control and Safe Streets Act of 1968, codified, as
amended, at 18 U.S.C. §§ 2510 et seq., (hereinafter Title III), resolved a long-standing
national debate whether law enforcement could engage in electronic surveillance and
whether the results of such surveillances would be admissible in court. Telephone
companies, however, resisted voluntarily cooperating with law enforcement in
implementing court-authorized interceptions. When it was established that Title I1I
did not authorize a federal court to compel a telephone company to assist law
enforcement, Application of the United States For Relief, 427 F.2d 639 (9th Cir. 1970),
Congress promptly amended Title III to enable law enforcement to request the court
approving the electronic surveillance to direct at the same time that the service
provider provide all information, facilities and technical assistance (“technical
assistance”) necessary to carry out the wiretap the court was authorizing. Since 1970,
law enforcement has routinely included a request that the court direct the service
provider to provide the essential technical assistance to make their electronic
surveillance tools operational. When such an order is issued, it also directs law
enforcement to reimburse the service provider for the costs it has incurred.
Nevertheless, service providers continued to resist assisting law enforcement in
installing pen registers, which were not covered by Title III, but their efforts were
unavailing. In United States v. New York Telephone Co., 434 U.S. 159 (1977), the
Court held that a federal court could compel a telephone company to provide
technical assistance (which the Court described as “meager,” id. 434 U.S. at 175) to
law enforcement in connection with the installation of a pen register. Service
providers’ arguments that they could not be compelled to provide technical assistance
for traps and traces were similarly rejected. See, e.g., In the Matter of the Application
of the United States for an Order Authorizing Installation of a Pen Register or a
Touch-Tone Decoder and a Terminating Trap, 610 F.2d 1148 (3rd Cir. 1979).

These opinions emphasized that service providers have an interest in assisting law
enforcement because they have a duty to see that their facilities are not used
unlawfully. See New York Tel. Co., 434 U.S. at 174. The Court noted that private
citizens, such as service providers, have a “duty to provide assistance to law
enforcement officials when it is required.” 434 U.S. at 176 n. 24. It has also been
established by other courts that this duty to assist law enforcement can even include
having the service provider itself execute a search warrant on behalf of law
enforcement. See, e.g., In the Matter of the Application of the United States for an
Order Authorizing an In-Progress Trace of Wire Communications Over Telephone
Facilities, 616 F.2d 1122 (9th Cir. 1980), cited with approval in United States v. Bach,
310 F.3d 1063 (8th Cir. 2002).

When Congress enacted the Foreign Intelligence Surveillance Act of 1978, (codified,
as amended, at 50 U.S.C. §§ 1801 et seq.), and Pen Registers and Trap and Trace
Devices, (codified as amended at 18 U.S.C. §§ 3121 et seq.)(“Pen/Trap Statute”),
(which was part of The Electronic Communications Privacy Act of 1986, Pub.L. 99-
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508, 100 Stat. 1848 (“ECPA”)),4 it ensured that law enforcement could compel a
service

provider to provide the technical assistance that is necessary to carry out the
electronic surveillance authorized by the court. See 50 U.S.C. § 1805(b)(2)(B) and 18
U.S.C. §§ 3129(a) & (b) respectively. But until 1994 service providers incurred no
significant expense or technical burden in complying with these court orders because
they could use those facilities and services that were readily available in their
networks to serve their customers to provide technical assistance to law enforcement.
With the enactment of CALEA, however, the nature, complexity and expense of the
technical assistance that service providers are now compelled to provide changed
radically. CALEA mandates that service providers deploy only those services that
ensure that electronic surveillance remains a viable investigative tool for law
enforcement. With CALEA, service providers could no longer fulfill their obligation
to provide technical assistance as they had in the past from service features that had
been designed to serve their customers. The service provider’s obligation changed
from reactive to proactive, thereby making the provision of technical assistance a
considerably more complex and expensive undertaking for service providers and
forcing service providers to become more involved in the technical issues surrounding
electronic surveillance. The expenditures incurred and technical complexities
encountered by service providers to meet the obligations of CALEA, however, were
considerably underestimated in 1994, and remain so today.

At the same time, service providers also risk criminal sanctions and civil liability if, in
the course of providing their technical assistance, things go awry, see, e.g., 18 U.S.C.
§§ 2232 (d) and (e) and 18 U.S.C. § 2520, or they do not meet their CALEA
obligations. 18 U.S.C. § 2522. Out of concern for these potential sanctions and
liabilities, some service providers, particularly the large entities, have established
sizable internal staffs to handle these matters. These service providers train and
update their internal staffs on a continuing basis on both the technical and legal
aspects of providing technical assistance.5 With the variations between the federal and
state electronic surveillance statutes, service providers face a complex challenge to
ensure they are complying with valid court orders.6 This challenge is even more
complex for service providers that operate in multiple states because there are
additional variances between state electronic surveillance statutes.

The financial reality for the service provider is that the production of customer
records and the provisioning of technical assistance afford only a limited opportunity
to recover its associated costs, making the production of records and the provision of
technical assistance an increasingly expensive cost center. It is not surprising that
many service providers, especially new entrants providing voice communications and
traditional Internet service providers, have chosen to fulfill their obligations by
looking to third parties for best-cost, efficient solutions associated with these support
services rather than incur the burdensome expense. Many service providers have
chosen Fiducianet to provide full end-to-end law enforcement support services.”.
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- Title II1 of the Omnibus Crime Control and Safe Streets Act of 1968
(Title IIT) , the Wiretap Act, 18 U.S.C. §§ 2510-2522 (1994).
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- The Electronic Communications Privacy Act of 1986 (ECPA)
18 U.S.C. §§ 3121-3127 (1994)1.
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- Steve Jackson Games v. US Secret Services. US App. 5" Cir. No. 93 — 8661 36
F.3d 457 Oct. 31, 1994 “ As stated, the sole issue is a very narrow one: whether the
seizure of a computer on which is stored private E-mail that has been sent to an
electronic bulletin board, but not yet read (retrieved) by the recipients, constitutes
an "intercept" proscribed by 18 U.S.C. Sec. 2511(1)(a). Section 2511 was enacted in
1968 as part of Title III of the Omnibus Crime Control and Safe Streets Act of
1968, often referred to as the Federal Wiretap Act. Prior to the 1986 amendment by
Title I of the ECPA, it covered only wire and oral communications. Title I of the
ECPA extended that coverage to electronic communications. In relevant part, Sec.
2511(1)(a) proscribes "intentionally intercept[ing] ... any wire, oral, or electronic
communication", unless the intercept is authorized by court order or by other
exceptions not relevant here. Section 2520 authorizes, inter alia, persons whose
electronic communications are intercepted in violation of Sec. 2511 to bring a civil
action against the interceptor for actual damages, or for statutory damages of
$10,000 per violation or $100 per day of the violation, whichever is greater. 18
U.S.C. Sec. 2520. The Act defines "intercept' as 'the aural or other acquisition of
the contents of any wire, electronic, or oral communication through the use of any
electronic, mechanical, or other device." 18 U.S.C. Sec. 2510(4).
- An "electronic communication" is defined as:
any transfer of signs, signals, writing, images, sounds, data, or intelligence of any
nature transmitted in whoole or in part by a wire, radio, electromagnetic,
photoelectronic or photooptical system that affects interstate or foreign commerce,
but does not include--
(A) the radio portion of a cordless telephone communication that is transmitted
between the cordless telephone handset and the base unit;

(B) any wire or oral communication;
(C) any communication made through a tone-only paging device; or
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(D) any communication from a tracking device (as defined in section 3117 of this
title)....

18 U.S.C. Sec. 2510(12).

- Title I of the ECPA increased the statutory damages for unlawful interception
from $1,000 to $10,000. See Bess v. Bess, 929 F.2d 1332, 1334 (8th Cir.1991). On the
other hand, as noted, Title I authorizes an award of "the actual damages suffered
by the plaintiff and any profits made by the violator as a result of the violation, but
in no case ... less than the sum of $1000". 18 U.S.C. Sec. 2707(c). As discussed, the
individual appellants each received Title II statutory damages of $1,000.

- Wire and electronic communications are subject to different treatment under the
Wiretap Act. The Act's exclusionary rule, 18 U.S.C. Sec. 2515, applies to the
interception of wire communications, including such communications in electronic
storage, see 18 U.S.C. Sec. 2510(1), but not to the interception of electronic
communications. See 18 U.S.C. Sec. 2518(10)(a);

- Stored wire communications are subject to different treatment than stored
electronic communications. Generally, a search warrant, rather than a court order,
is required to obtain access to the contents of a stored electronic communication.
See 18 U.S.C. Sec. 2703(a). But, compliance with the more stringent requirements
of Sec. 2518, including obtaining a court order, is necessary to obtain access to a
stored wire communication, because Sec. 2703 expressly applies only to stored
electronic communications, not to stored wire communications. See James G. Carr,
The Law of Electronic Surveillance, Sec. 4.10, at 4-126--4-127 (1994) (citing
H.R.Rep. No. 99-647, 99th Cong., 2d Sess. 67-68 (1986)). “.
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!'In re: IN THE MATTER OF THE APPLICATION OF THE UNITED STATES,
FOR AN ORDER AUTHORIZING THE ROVING INTERCEPTION OF ORAL No.
02-15635 COMMUNICATIONS, D.C. No. CV-01-01495-LDG THE COMPANY, v.
UNITED STATES OF AMERICA,.App.Filed November 18, 2003: “Section 2518 was
first enacted as part of the Omnibus Crime Control and Safe Streets Act of 1968, Pub.
L. No. 90-351(1968). Title III of the Act, Wiretapping and Electronic Surveillance, has
the dual goals of: “(1) protecting the privacy of wire and oral communications, and (2)
delineating on a uniform basis the circumstances and conditions under which the
interception of wire and oral communications may be authorized.” S. Rep. No. 90-
1097, at 66 (1968), reprinted in 1968 U.S.C.C.A.N. 2112, 2153. Title III therefore
attempts to balance protecting the privacy interests of individuals with facilitating the
investigation of crime, especially organized crime. Pub. L. No. 90-351, § 801 (1968); S.
Rep. No. 90- 1097, at 66-73, reprinted in 1968 U.S.C.C.A.N. at 2153-63; see also
Bartnicki v. Vopper, 532 U.S. 514, 523-24 (2001); Dalia v. United States, 441 U.S. 238,
252-53 & n.13 (1979) (citing S. Rep. No. 90-1097, at 70); United States v. Kalus- tian,
529 F.2d 585, 588 (9th Cir. 1975); Clifford S. Fishman & Anne T. McKenna,
Wiretapping and Eavesdropping § 1.6 (2d ed. 1995).

“To assure the privacy of oral and wire communications, title III prohibits all
wiretapping and electronic surveillance by persons other than duly authorized law
enforcement officers.” S. Rep. No. 90-1097, at 66, reprinted in 1968 U.S.C.C.A.N. at
2153. Law enforcement officers may only intercept communications after receiving
“the authorization of a court order obtained after a showing and finding of probable
cause.” Id. Any person who illegally intercepts oral, wire, or electronic
communications is subject to civil and criminal penalties. §§ 2511 & 2520. The statute
prohibits the admission of most evidence obtained in violation of title III. §
2518(10)(a).

[2] The statute also has provided, since 1970, that certain enumerated entities and
individuals must assist law enforcement in wiretapping or eavesdropping when
directed by a court order to do so. See Pub. L. No. 91-358, § 211(b) (1970); § 2518(4).
.............. Tracing allows law enforcement to determine the telephone numbers from
which incoming calls originated. See In re Application of the United States for Order
Authorizing Installation of Pen Register, Touch-tone Decoder, Terminating Trap, 610
F.2d 1148, 1152-53 (3d Cir. 1979).

“A pen register is a mechanical device that records the numbers dialed on a telephone
by monitoring the electrical impulses caused when the dial on the telephone is
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- The Communication Assistance for Law Enforcement Act of 1994
(CALEA)? 47 USC 1006 (b).
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released. It does not overhear oral communications . . . .” United States v. N.Y. Tel.
Co., 434 U.S. 159, 161 n.1 (1977).%.

! Orin S. Kerr- Internet Surveillance Law after The USA Patriot Act: The big brother
that isn’t- GWU- Public Law & legal theory Working paper No. 043- Northwester
Uni. School of Law, Northwestern Law Review Vol. 97 No. 2. (2003) p. 635, Founded
at http://www.ssrn.com .

2 Pub. L. No. 103-414, 108 Stat. 4279 (1994).
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! Testimony of Robert Corn-Revere, Hogan & Hartson L.L.P. before the

Subcommittee on the Constitution of the Committee on the Judiciary United States
House of Representatives The Fourth Amendment and the Internet April 6, 2000
http://www.house.gov/judiciary/corn0406.htm

Also See: FEDERAL COMMUNICATIONS COMMISSION Washington, D.C. 20554
In the Matter of: Communications Assistance for Law Enforcement Act Petition for
Rulemaking under Sections 107 and 109 of the Communications Assistance for Law
Enforcement Act, filed by Center for Democracy and Technology Joint Petition for
Expedited Rulemaking, filed by Federal Bureau of Investigation and U.S. Department
of Justice Petition for Rulemaking, filed by Telecommunications Industry Association
CC Docket No. 97-213 May 20, 1998 “Congress enacted the Communications
Assistance for Law Enforcement Act in 1994 in order to “preserve the government’s
ability . . . to intercept communications involving advanced technologies . . . while
protecting the privacy of communications and without impeding the introduction of
new technologies, features, and services.8 CALEA did not replace the basic statutory
framework for authorization of wiretaps — which is contained in Title III of the
Omnibus Crime Control and Safe Streets Act of 1968 (“Title III”), as amended by the
Electronic Communications Privacy Act of 1986 (“ECPA”). Rather, the purpose of
CALEA was “to further define the industry duty to cooperate with wiretaps and to
establish procedures based on public accountability and industry standards-setting.
Congress made it very clear in enacting CALEA that the statute was not driven by
just one purpose, but involved a balancing of competing interests. In defining
telecommunications industry duties under CALEA, Congress weighed the asserted
needs of law enforcement against the interests of privacy, innovation and efficiency.
Accordingly, Congress sought to balance three key policies: (1) to preserve a narrowly
focused capability for law enforcement agencies to carry out properly authorized
intercepts; (2) to protect privacy in the face of increasingly powerful and personally
revealing technologies; and (3) to avoid impeding the development of new
communications services and technologies.

In interpreting CALEA, the Commission must be careful to balance the competing
policies considered by Congress, rather than to focus only on satisfaction of the needs
of law enforcement, as DOJ and FBI urge. The “hallmark” of CALEA, as FBI
Director Freeh has testified, “is reasonableness.” Another important, and unusual,
aspect of CALEA is that there is no agency responsible for overall implementation of
the statute. While the Commission plays certain important roles in implementation of
CALEA, it is the telecommunications industry, in the first instance, that is responsible
for adopting standards for design of networks that comply with the statute. Under
CALEA, with regard to network design, “industry, not a government official, runs the
show.

CALEA explicitly restricts the role of law enforcement in design of CALEA compliant
networks. Law enforcement agencies are not authorized “to require the adoption of
any specific design of equipment, facilities, services, features, or system
configurations” or “to prohibit the adoption of any equipment, facility, service, or
feature” by any telecommunications carrier or equipment manufacturer.16 Recently,
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Senator Leahy, one of the original sponsors of CALEA, stated: “This law did not give
a license to the FBI to redesign our telecommunications networks to suit its purposes.”
Indeed, FBI Director Freeh himself has stated that “law enforcement has no intention
of becoming a technology czar or of regulating the development of new and beneficial
telecommunications systems, services or features.” provisions of CALEA at issue in
this rulemaking proceeding — Sections 103 and 107 of the statute — make clear the
general limitations on CALEA obligations imposed by Congress and the primary role
of the telecommunications industry in implementation of CALEA. These provisions
also carefully define the nature of the Commission's review, in a proceeding like the
present one, of industry standards like JSTD- 025 that are adopted for CALEA
compliance.

The affirmative obligations of CALEA at issue in this proceeding are the “assistance
capability requirements” of Section 103 of CALEA.19 Under Section 103(a),
telecommunications carriers must, to the extent “reasonably achievable,” have the
capability (1) to deliver the content of communications to law enforcement, (2) to
deliver “reasonably available” call-identifying information to law enforcement, (3) to
make such information available to law enforcement at remote locations, and (4) to
protect the privacy of intercepted communications and the security of information
regarding the interceptions. It is these requirements that J-STD-025 implements, and
it is these requirements that are the basis of the DOJ/FBI Petition and the CDT
Congress explicitly cautioned against “overbroad interpretation” of the assistance
capability requirements of Section 103.22 “Carriers are required to comply [with
assistance capability requirements| only with respect to services or facilities that
provide a customer or subscriber with the ability to originate, terminate or direct
communications.” Furthermore, a carrier need only assist interception of
communications which are in its control, a question which “will depend on the design
of the service or feature at issue . . . .” In addition, if call-identifying information “is
not reasonably available, the carrier does not have to modify its system to make it
available.”

Section 107 of CALEA26 provides the Commission’s authority to consider the
DOJ/FBI Petition and the CDT Petition. Section 107(a) contains a “safe harbor,”
providing that telecommunications carriers and equipment manufacturers are
considered to be in compliance with the assistance capability requirements of Section
103 if they comply with “publicly available technical requirements or standards
adopted by an industry association or standard-setting organization . . . to meet the
requirements of section 103.” Section 107(a) thus provides that telecommunications
industry organizations, in the first instance, are responsible for setting standards that
satisfy the requirements of Section 103 of CALEA.

Section 107(b) of CALEA gives the Commission authority to resolve disputes that
arise where a government agency or other person believes that industry-adopted
standards are “deficient.” In considering such disputes, the Commission is required to
evaluate factors relating to (1) cost-effectiveness, (2) protecting privacy and security of
communications, (3) minimization of costs to ratepayers, and (4) encouraging
provision of new technologies and services to the public. Thus, Section 107(b)
explicitly indicates that the Commission’s review of J-STD-025 must be based upon
consideration of the various competing interests that Congress considered in adopting
CALEA.
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- The Foreign Intelligence investigations act of 1978 (FISA) 50 U.S.C.
sec. 1842.
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In sum, CALEA is a carefully-conceived statute that seeks to preserve a reasonably-
focused ability of law enforcement to intercept the content of wire and electronic
communications, as well as reasonably available associated -call-identifying
information, while not impairing the important interests of the public in privacy,
reasonable telecommunications rates, and innovation. In considering the DOJ/FBI
Petition and the CDT Petition, the Commission should carefully consider these
statutory policies, as well as the defined standards of review imposed on the
Commission by Sections 103 and 107 of CALEA.

! Anthony E. Orr — Marking carnivore’s territory: rethinking pen registers on the

internet (Note) — 8 Mich. Telecomm. Tech. L. Rev. 219 (2002), P. 221 available at
http://www.mttlr.org/voleight/orr.pdf

% Charles Doyle - Terrorism: Section by Section Analysis of the USA PATRIOT

Act, P. 17, Updated December 10, 2001, Order Code RL31200, American Law
Division, also see to the author : The USA PATRIOT Act: A Legal Analysis, CRS
Report for Congress , Received through the CRS Web, Order Code RL31377, April
15, 2002, Congressional Research Service,The Library of Congress P.12

3 SEC. 218. FOREIGN INTELLIGENCE INFORMATION.

Sections 104(a)(7)(B) and section 303(a)(7)(B) (50 U.S.C. 1804(a)(7)(B) and
1823(a)(7)(B)) of the Foreign Intelligence Surveillance Act of 1978 are each
amended by striking "the purpose' and inserting “a significant purpose'.
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! SEC. 214. PEN REGISTER AND TRAP AND TRACE AUTHORITY UNDER

FISA.
(a) APPLICATIONS AND ORDERS- Section 402 of the Foreign Intelligence
Surveillance Act of 1978 (50 U.S.C. 1842) is amended--
(1) in subsection (a)(1), by striking “for any investigation to gather foreign
intelligence information or information concerning international terrorism' and
inserting “for any investigation to obtain foreign intelligence information not
concerning a United States person or to protect against international terrorism or
clandestine intelligence activities, provided that such investigation of a United
States person is not conducted solely upon the basis of activities protected by the
first amendment to the Constitution';
(2) by amending subsection (c¢)(2) to read as follows:
*(2) a certification by the applicant that the information likely to be obtained is
foreign intelligence information not concerning a United States person or is
relevant to an ongoing investigation to protect against international terrorism or
clandestine intelligence activities, provided that such investigation of a United
States person is not conducted solely upon the basis of activities protected by the
first amendment to the Constitution.';
(3) by striking subsection (¢)(3); and
(4) by amending subsection (d)(2)(A) to read as follows:
*(A) shall specify--
*(i) the identity, if known, of the person who is the subject of the investigation;
*(ii) the identity, if known, of the person to whom is leased or in whose name is
listed the telephone line or other facility to which the pen register or trap and trace
device is to be attached or applied;
*(iii) the attributes of the communications to which the order applies, such as the
number or other identifier, and, if known, the location of the telephone line or other
facility to which the pen register or trap and trace device is to be attached or
applied and, in the case of a trap and trace device, the geographic limits of the trap
and trace order.'.
(b) AUTHORIZATION DURING EMERGENCIES- Section 403 of the Foreign
Intelligence Surveillance Act of 1978 (50 U.S.C. 1843) is amended--
(1) in subsection (a), by striking “foreign intelligence information or information
concerning international terrorism' and inserting “foreign intelligence information
not concerning a United States person or information to protect against
international terrorism or clandestine intelligence activities, provided that such
investigation of a United States person is not conducted solely upon the basis of
activities protected by the first amendment to the Constitution'; and
(2) in subsection (b)(1), by striking “foreign intelligence information or information
concerning international terrorism' and inserting “foreign intelligence information
not concerning a United States person or information to protect against
international terrorism or clandestine intelligence activities, provided that such
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investigation of a United States person is not conducted solely upon the basis of
activities protected by the first amendment to the Constitution'.

! Testimony of Orin S. Kerr, Associate Professor, George Washington University Law
School, United States Senate, Select Committee on Intelligence, Hearing on The USA
Patriot Act February 19, 2005 “FISA covers the three basic authorities as follows:
First, 18 U.S.C. §§ 1821-29 covers the authority to conduct physical searches, a
parallel to the provision of the Federal Rules of Criminal Procedure that allows
investigators to obtain a search warrant in criminal cases. Second, 18 U.S.C. §§ 1861-
62 and 18 U.S.C. § 2709 covers authority to compel third-parties to disclose records
and physical evidence, a parallel to the provision of the Federal Rules of Criminal
Procedure that allows the issuance of subpoenas in criminal investigations. Third, 18
U.S.C. §§ 1801-22 and 18 U.S.C. §§ 1841-45 cover the authority to conduct real-time
monitoring over communications networks. Specifically, sections 1801-22 cover the
authority to obtain the contents of communications, a parallel to the Wiretap Act used
in criminal cases, and sections 1841-45 cover the authority to obtain non-content
information, a parallel to the Pen Register Statute used in crime investigations.”.
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- a pen register is "device or process which records or decodes dialing, routing,
addressing, or signaling information transmitted by an instrument or facility from
which a wire or electronic communication is transmitted, provided, however, that
such information shall not include the contents of any communication"'.
- A trap and trace device is defined as "a device or process which captures the
incoming electronic or other dialing, routing, addressing, and signaling information
reasonably likely to identify the source of a wire or electronic communication,
provided, however, that such information shall not include the contents of any
communication"

2 Smith v. Maryland, 442 U.S. 735 Supp. (1979)

3 The Forth Amendment: “The right of the people to be secure in their persons,

houses, papers, and effects, against unreasonable searches and seizures, shall not be
violated, and no Warrants shall issue, but upon probable cause, supported by Oath or
affirmation, and particularly describing the place to be searched, and the persons or
things to be seized. «.

4 “Telephone customers have no reasonable expectation of privacy in the electronic

impulses dialed and transmitted over telephone lines to initiate a telephone call”
See Anthony E. Orr — Marking carnivore’s territory op cit
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Orin S. Kerr - DIGITAL EVIDENCE AND THE NEW CRIMINAL PROCEDURE -
Columbia Law Review (Jan. 2005), This paper can be downloaded free of charge from
the Social Science Research Network at: http://ssrn.com/abstract=594101

2 Nikos Bogolikos - Zeus E.E.L.G -The perception of economic risks arising from
the potential vulnerability of electronic commercial media to interception ,
EVELOPMENT OF SURVEILLANCE TECHNOLOGY AND RISK OF ABUSE
OF ECONOMIC INFORMATION- Report by Working document for the STOA
Panel, SCIENTIFIC AND TECHNOLOGICAL OPTIONS ASSESSMENT STOA
-  Luxembourg, October 1999 PE 168.184/Vol 5/5. Workplan Ref.:
EP/TIV/B/STOA/98/1401 Publisher: European Parliament Directorate General for
Research Directorate A The STOA Programme. P.11. DEFINITIONS Surveillance
is the systematic investigation or monitoring of the actions or communications of
one or more persons. The basic born physical surveillance comprises watching
(visual surveillance) and listening (aural surveillance). In addition to physical
surveillance, several kinds of communications surveillance are practiced, including
mail covers and telephone interception. The popular term electronic surveillance
refers to both augmentations to physical surveillance (such as directional
microphones and audio bugs) and to communication surveillance, particularly
telephone taps. Data surveillance or Dataveillance is the systematic use of personal
data systems in the investigation or monitoring of the actions or communications
of one or more persons. Dataveillance is of two Kinds: "personal Dataveillance",
where a particular person has been previously identified as being of interest,
"mass Dataveillance', where a group or large population is monitored, in order to
detect individuals of interest, and / or to deter people from stepping out of line.
Surveillance technology systems are mechanisms, which can identify, monitor and
track movements and data. Privacy is the interest that individuals have in
sustaining a '"personal space" free from interference by other people and
organizations. Information privacy or data privacy is the interest an individual has
in controlling, or at least significantly influencing the handling of data about
themselves. ‘Confidentiality is the legal duty of individuals who come into the
procession of information about others, especially in the course of particular kinds
of relationships with them’... Communication Intelligence (Comint).. defines
Comint,,, as.. Comint is a large-scale industrial activity providing consumers with
intelligence on diplomatic, economic and scientific developments.
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The “ Provide Appropriate Tools Required To Intercept & Obstruct
Terrorism Act”. (The Patriot Act). H.R. Bill No. 2975.
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I Seth F. Kreimer- Watching the Watchers: Surveillance, Transparency, and Political
Freedom in the war on Terror- 7 U. Pa. J. Const. L. 133 (2004). (Vol. 7-1) P. 134.

2 Uniting and Strengthening America Providing Appropriate Tools Required to

Intercept and Obstruct Terrorism (USA PATRIOT) Act of 2001, Public Law 107-
56. “An Act to deter and punish terrorist acts in the United States and around the
world, to enhance law enforcement investigatory tools, and for other purposes”

2‘..’-5 abd&tﬂ bhj
TITLE II--ENHANCED SURVEILLANCE PROCEDURES
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Sec. 201. Authority to intercept wire, oral, and electronic communications relating
to terrorism.

Sec. 202. Authority to intercept wire, oral, and electronic communications relating
to computer fraud and abuse offenses.

Sec. 203. Authority to share criminal investigative information.

Sec. 204. Clarification of intelligence exceptions from limitations on interception
and disclosure of wire, oral, and electronic communications.

Sec. 205. Employment of translators by the Federal Bureau of Investigation.

Sec. 206. Roving surveillance authority under the Foreign Intelligence Surveillance
Act of 1978.

Sec. 207. Duration of FISA surveillance of non-United States persons who are
agents of a foreign power.

Sec. 208. Designation of judges.

Sec. 209. Seizure of voice-mail messages pursuant to warrants.

Sec. 210. Scope of subpoenas for records of electronic communications.

Sec. 211. Clarification of scope.

Sec. 212. Emergency disclosure of electronic communications to protect life and
limb.

Sec. 213. Authority for delaying notice of the execution of a warrant.

Sec. 214. Pen register and trap and trace authority under FISA.

Sec. 215. Access to records and other items under the Foreign Intelligence
Surveillance Act.

Sec. 216. Modification of authorities relating to use of pen registers and trap and
trace devices.

Sec. 217. Interception of computer trespasser communications.

Sec. 218. Foreign intelligence information.

Sec. 219. Single-jurisdiction search warrants for terrorism.

Sec. 220. Nationwide service of search warrants for electronic evidence.

Sec. 221. Trade sanctions.

Sec. 222. Assistance to law enforcement agencies.

Sec. 223. Civil liability for certain unauthorized disclosures.

Sec. 224. Sunset.

Sec. 225. Immunity for compliance with FISA wiretap.

! SEC. 216. MODIFICATION OF AUTHORITIES RELATING TO USE OF PEN
REGISTERS AND TRAP AND TRACE DEVICES.

(a) GENERAL LIMITATIONS- Section 3121(c) of title 18, United States Code, is
amended--

(1) by inserting “or trap and trace device' after *pen register';

(2) by inserting °, routing, addressing,' after “dialing'; and
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(3) by striking “call processing' and inserting “the processing and transmitting of
wire or electronic communications so as not to include the contents of any wire or
electronic communications'.

(b) ISSUANCE OF ORDERS-

(1) IN GENERAL- Section 3123(a) of title 18, United States Code, is amended to
read as follows:

“(a) IN GENERAL-'

(1) ATTORNEY FOR THE GOVERNMENT- Upon an application made under
section 3122(a)(1), the court shall enter an ex parte order authorizing the
installation and use of a pen register or trap and trace device anywhere within the
United States, if the court finds that the attorney for the Government has certified
to the court that the information likely to be obtained by such installation and use is
relevant to an ongoing criminal investigation. The order, upon service of that order,
shall apply to any person or entity providing wire or electronic communication
service in the United States whose assistance may facilitate the execution of the
order. Whenever such an order is served on any person or entity not specifically
named in the order, upon request of such person or entity, the attorney for the
Government or law enforcement or investigative officer that is serving the order
shall provide written or electronic certification that the order applies to the person
or entity being served.

'(2) STATE INVESTIGATIVE OR LAW ENFORCEMENT OFFICER- Upon an
application made under section 3122(a)(2), the court shall enter an ex parte order
authorizing the installation and use of a pen register or trap and trace device within
the jurisdiction of the court, if the court finds that the State law enforcement or
investigative officer has certified to the court that the information likely to be
obtained by such installation and use is relevant to an ongoing criminal
investigation.

“(3)(A) Where the law enforcement agency implementing an ex parte order under
this subsection seeks to do so by installing and using its own pen register or trap
and trace device on a packet-switched data network of a provider of electronic
communication service to the public, the agency shall ensure that a record will be
maintained which will identify--

‘(i) any officer or officers who installed the device and any officer or officers who
accessed the device to obtain information from the network;

*(ii) the date and time the device was installed, the date and time the device was
uninstalled, and the date, time, and duration of each time the device is accessed to
obtain information;

“(iii) the configuration of the device at the time of its installation and any
subsequent modification thereof; and

*(iv) any information which has been collected by the device.

To the extent that the pen register or trap and trace device can be set automatically
to record this information electronically, the record shall be maintained
electronically throughout the installation and use of such device.

*(B) The record maintained under subparagraph (A) shall be provided ex parte and
under seal to the court which entered the ex parte order authorizing the installation
and use of the device within 30 days after termination of the order (including any
extensions thereof).'.
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(2) CONTENTS OF ORDER- Section 3123(b)(1) of title 18, United States Code, is
amended--

(A) in subparagraph (A)--

(i) by inserting “or other facility' after “telephone line'; and

(i) by inserting before the semicolon at the end “or applied'; and

(B) by striking subparagraph (C) and inserting the following:

*(C) the attributes of the communications to which the order applies, including the
number or other identifier and, if known, the location of the telephone line or other
facility to which the pen register or trap and trace device is to be attached or
applied, and, in the case of an order authorizing installation and use of a trap and
trace device under subsection (a)(2), the geographic limits of the order; and'.

(3) NONDISCLOSURE REQUIREMENTS- Section 3123(d)(2) of title 18, United
States Code, is amended--

(A) by inserting “or other facility' after “the line'; and

(B) by striking , or who has been ordered by the court' and inserting “or applied,
or who is obligated by the order'.

(c) DEFINITIONS-

(1) COURT OF COMPETENT JURISDICTION- Section 3127(2) of title 18, United
States Code, is amended by striking subparagraph (A) and inserting the following:
“(A) any district court of the United States (including a magistrate judge of such a
court) or any United States court of appeals having jurisdiction over the offense
being investigated; or'.

(2) PEN REGISTER- Section 3127(3) of title 18, United States Code, is amended--
(A) by striking ‘electronic or other impulses' and all that follows through ‘is
attached' and inserting ‘dialing, routing, addressing, or signaling information
transmitted by an instrument or facility from which a wire or electronic
communication is transmitted, provided, however, that such information shall not
include the contents of any communication'; and

(B) by inserting “or process' after “device' each place it appears.

(3) TRAP AND TRACE DEVICE- Section 3127(4) of title 18, United States Code, is
amended-

(A) by striking “of an instrument' and all that follows through the semicolon and
inserting “or other dialing, routing, addressing, and signaling information
reasonably likely to identify the source of a wire or electronic communication,
provided, however, that such information shall not include the contents of any
communication;'; and

(B) by inserting ‘or process' after “a device'.

(4) CONFORMING AMENDMENT- Section 3127(1) of title 18, United States
Code, is amended-

(A) by striking ‘and'; and

(B) by inserting °, and “contents' after “electronic communication service'.

(5) TECHNICAL AMENDMENT- Section 3124(d) of title 18, United States Code,
is amended by striking “the terms of".

(6) CONFORMING AMENDMENT- Section 3124(b) of title 18, United States
Code, is amended by inserting “or other facility' after "the appropriate line'.
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! Catherine M. Barrett, FBI Internet Surveillance: The Need for a Natural Rights

Application of the Fourth Amendment to Insure Internet Privacy, 8§ RICH. J.L. &
TECH. 16 (Spring 2002) at http://www.law.richmond.edu/jolt/v8i3/article16.html

2 Darci G. Osther - JUVENILE INFORMANTS — A NECESSARY EVIL? ,
Washburn Law Journal [Vol. 39 - 1999 | P. 108

3 Honors Report, Active Network Security Theuns Verwoerd. 5 November, 1999,
Supervisor: Ray Hunt P. 39
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Searches , University of Chicago Law School 2002
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oY) ) e Ol dae o b 295 e Bilaall

pladl g o Lalolhas oy syt Caang 388 Al ol () gaw Lk sl 5aY) (O e
b ) e cdal gay Lasd Alleadlls e yil) s3ge 1 upnisS Gl aaes a5 2005
$352 38 O sagag pae ol oags IS Basiall GVl ddles & il silal daaal (e

2001 paciss 11 Glaal o lgialaa Goin 8 25K o ST )

1 In re DOUBLECLICK INC. PRIVACY LITIGATION, Master File No. 00 Civ. 0641 (nrb) opinion and order by NAOMI REICE

BUCHWALD US District judge, US District court southern district of New York March 28, 2001 P. 8 “It is important to note that

the term “user” actually refers to a particular computer, not a particular person”.
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N den Guind LgiSay Lol yules @llia Gl 4l paill 13a agag Ll Al ACa Sy
g58y (Ao daadly dpladl 060 julall ddads Casy Ul & lbjally Geaall o dddladl)
foreign intelligence  Aus)lall 1udY) cilagledl) 5lac oyl o e Ayl
pcll 138 ey GBS Mo um gy IS pngall aldall 336 il L 53))Y information
DA 3 e lalgall Bl dleial) Slasted) st 8 Spe¥) aladl (lill Gladla

Ngie il 55 i are (5 A el olidly lgie CaSIL masy )

Wi a2) Aol pageai (& 038 (gibagll gl Gageai Of 138 skl shaie i Y (Kl
o Sy slmdl) liilid diae OIS a8 Aol Aed Al el sSad) GsiaE L (800
LsallS [pustad) asl 3 Alhadll Sladl) aaf ol 2004 il 27 i ) gicl] daalil
domanll pin Gacani Ally Sl ol 52))50 Sec. 805 (a) (2(B) il dyygicd pae

! John Podesta- USA Patriot Act, The Good, the Bad, and the Sunset - American Bar
Association- available at http://www.abanet.org/irr/hr/winter02/podesta.html Last
Visited October 2005. “The definition of "foreign intelligence information" contained
in the Patriot Act is quite broad. Foreign intelligence is defined to mean "information
relating to the capabilities, intentions, or activities of foreign governments or elements
thereof, foreign organizations, or foreign persons or international terrorist activities."
The definition goes on to specifically include information about a U.S. person that
concerns a foreign power or foreign territory and '"relates to the national defense or
the security of the United States" or "the conduct of the foreign affairs of the United
States." The sharing of such a broad range of information raises the specter of
intelligence agencies, once again, collecting, profiling, and potentially harassing U.S.
persons engaged in lawful, First Amendment-protected activities. “.
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slaadll o glpalls .yl ilagl) gilal) W & puelailly Canill e aihe ) LS Ladl
Aalsad) ISyl A gial) Fadll demy olaily Ty 28 2051 Baaiall LY gyl
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2005 slo b aad) Lol el ) el s el (gl semg bl b Ll aaf el
5o illabu auegs il Joi ol 4l o e i fidl Ggilal) adanll side (g8l 138 o) (e
Jaastg i) Ol GilieVl S IS sale L Laily o) ae Jeladl) 8 dasSal
bt A0le) 2y Lo Gslal) 138 et Cam i) e pelst S lanydil (e dael)
o el Glas fhouany S JS& cusllly c¥LaY)y Glaslaad) LasleS ae ¢ yial)
Cun e sl d e gl 138 IS 13y L eliailly 48l (s (alin lgdiul) (3halic
SV gdall U e SalS el cu il Ggilal adanlly CalieVh ol dalias s
s 68 oY dals dla oS A (gale apin B ilsu of e oIS GilaeY) 1 of V)
Loglsall 3haie (8 olad¥) 138 sal 3 LLd eglsh aupdn DA (e canil) il Caljicd
adal) ) ) Gsilh Qalie¥) (Qedl) grdall Sa S Al Liee G alled) il
Ol 1iaasSa) 5502 Y) daliadd clbadlall e wje o Jili o qany Lol ol 353080

1l G sSally candd) (n daglose 4 Y]

! Judge Strikes Down Part of USA PATRIOT Act. A federal judge has ruled that a
provision of the USA PATRIOT Act that prohibits providing "expert advice or
assistance" to designated international terrorist organizations violates the First and
Fifth Amendments because it is overly vague. This is the first court decision striking
down a provision of the controversial law. (Jan. 27, 2004) See:
http://www.epic.org/privacy/terrorism/usapatriot/

- See: In her ruling in Humanitarian Law Project v. Ashcroft, 2004 U.S. Dist. LEXIS
926 (C.D. Cal. 2004).

The Antiterrorism & Effective s ¢ (303) 5 (302) aludy) 4 il pay aSal) 13 b ISy
-o3a Bpal) dygliy (33 ANl Death Penalty Act AEDPA
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ad o) sty baasi legumge (Spa¥) sl il sna J8 L dlsje ) duageasl
dall oS Ml Liaf goagall sliad adl gi Cage Loy Afliadll sl 43,5 Lo
aiilly Al b magi o3 (pa¥) gl Ol i Wy Asagadl) Jss Do
Callie aydill 138 (e Gad b€ Yaa B dddal) 3 pusd) 138 dragadll Glea e
Gl Alaye oy slod) o 0aYls dlabianl) plia lgesliy dllue dllid GLu¥) 3gial
LS -daliadl) fasdd bas dalhianll Glus e (Y] dalaal bgie ghill 138 el el
Ox @) The Wall sl 4] sllas L3lall dllad) s & V1 130 e (3l
b Sl @l AlE il A Salead) sl b Tasladly ) ddhad) el
G gouase Gy ) gaan La Bl Jisudl o e ¢ gl Ol saa 8 Le dlae
13 Loy (Sl Jarall dypale ol & diliadly duaY) cbadiall cp CaEA) 9 Lul<d)
ey Slasteall e il ) b Sliadl) Lasal) dia e Algjes die) cllalud) il
LAY aa¥)s dilial)l Cilgal) ae Cilasteall 038 Jols

dases goragal 4l e anlal OIS (Y1 bl Ol dss Sl Jaall o dasall
il aled Lo o 3 L) o A pulee Gulo Aol Jhadl gyl Gilyel
sl il ddhe Jolm (A pageailly Gl Glkil daar poEl o W bl

O ey I Galiay LVl ailgl) o pa€ cdbal) @lia Wil adl (e a2l e 2Calgly
Glaall o) o Lo yualedll ghyall ) 3 S g8 aali 4 OIS Y1 13 e

1 See: U.S. Department of Justice- REPORT FROM THE FIELD: THE USA
PATRIOT ACT AT WORK- JULY 2004 p. 2

2 Orin Kerr- Internet Surveillance Law after The USA Patriot Act: The big brother
that isn’t- Op Cit at 642.
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Sl 5 Baball Balad) g Gay Adlagleall (e Saaxie glyl) CumW) (grinag
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sl Jul 1l

U PNEPR R I NI O S 0 R TS [
o S| ikl Qyw\géa”uomgéd_w\ ledols ) il ey (gmpeie
f Plasleall oY) Jslis (g

Federal Rules of Criminal Jhad) Lilall clehal) (g8 haatg 203 audl) —
(= Rule 6(e)(3)(c) salall Joas 3 Jihagll (53l (0 puadll 130 e @ Procedure
oL Lgie & Lady) &5 8 (dye aalall) Clastea dllia IS 13 JIhadl) Asliall clela¥) (5308
sladll (S ol Glaglas 1388 Jid .Grand Jury Llall cpilsal) s 4y o985 (g3 (aaanl)
doany A6 63l 203 saled) (i die Alla) o) el p0 ad) Caedd 13 llae Lglgiy aay

b Glagpdal) odag !

Wiretap Statute (Title I1I):

Electronic Communications Privacy Act
Computer Fraud and Abuse Act

Foreign Intelligence Surveillance Act
Family Education Rights and Privacy Act
Pen Register and Trap and Trace Statute
Money Laundering Act

Immigration and Nationality Act

Money Laundering Control Act

Bank Secrecy Act

Right to Financial Privacy Act

Fair Credit Reporting Act

See: http://www.epic.org/privacy/terrorism/usapatriot/
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! See: U.S. Department of Justice- REPORT FROM THE FIELD: THE USA
PATRIOT ACT AT WORK- JULY 2004. p. 8 “Section 203: Other provisions of the
USA PATRIOT Act besides sections 218 and 504 have also facilitated the sharing of
information between law enforcement and intelligence personnel. Before the USA
PATRIOT Act, for example, federal law was interpreted generally to prohibit federal
prosecutors from disclosing federal grand jury and wiretap information (including
“wire, oral, or electronic communications”) to intelligence and national defense
officials even if that information indicated that terrorists were planning a future
attack, unless such officials were assisting with the criminal investigation itself.
Sections 203(a) and 203(b) of the USA PATRIOT Act, however, now allow for the
dissemination of that information to assist federal law enforcement, intelligence,
protective, immigration, national defense, and national security officials in the
performance of their official duties, such as protecting the nation’s security, even if
their duties are unrelated to the criminal investigation. Section 203(d) further specifies
that any foreign intelligence information obtained by investigators and prosecutors as
part of a criminal investigation may be disclosed to such officials. The Department has
made disclosures of vital information to the intelligence community and other federal
officials under section 203 on many occasions. For instance, such disclosures have
been used to support the revocation of visas of suspected terrorists and prevent their
reentry into the United States, track terrorists’ funding sources, and identify terrorist
operatives overseas.

The Attorney General issued guidelines in 2002 that establish procedures for carrying
out these sharing provisions including, under section 203(c), for sharing grand jury
and wiretap information that identifies a United States person with the Intelligence
Community. These guidelines provide important safeguards to United States citizens
identified in information disclosed to the Intelligence Community under the USA
PATRIOT Act. These procedures require that precautions are taken to ensure the
information is used appropriately. All such information must be labeled by law
enforcement agencies before disclosure to intelligence agencies and must be handled
by intelligence agencies pursuant to specific protocols.

Section 905

Additionally, section 905 of the USA PATRIOT Act requires all federal law
enforcement agencies to disclose expeditiously to the Director of Central Intelligence
any foreign intelligence acquired in the course of a criminal investigation. Section 905
makes such information sharing mandatory unless the Attorney General, after
consultation with the Director of Central Intelligence, determines that disclosure of
certain foreign intelligence would jeopardize an ongoing law enforcement
investigation or impair other significant law enforcement interests. On September 23,
2002, the Attorney General released guidelines that formalized the sharing procedures
and mechanisms for the Department of Justice and other federal law enforcement
agencies that acquire foreign intelligence in the course of a criminal investigation.
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! Testimony of Orin S. Kerr, Associate Professor, George Washington University Law
School, United States Senate, Select Committee on Intelligence, Hearing on The USA
Patriot Act February 19, 2005 Op cit “The constitutionality of orders to compel
evidence without probable cause can be justified on two alternative grounds. The first
is that the disclosure of information to third parties has been held to eliminate Fourth
Amendment protection in that information. As the Supreme Court stated in United
States v. Miller, 425 U.S. 435, 443 (1976): This Court has held repeatedly that the
Fourth Amendment does not prohibit the obtaining of information revealed to a third
party and conveyed by him to Government authorities, even if the information is
revealed on the assumption that it will be used only for a limited purpose and the
confidence placed in the third party will not be betrayed. Under the disclosure
rationale of Miller, third parties normally can be ordered to disclose records held by
them without implicating the Fourth Amendment on the theory that the information
was disclosed to them in the course of their coming into possession of the
information.”......

The rationale also applies to library records. For example, in Brown v. Johnston, 328
N.W.2d 510 (Iowa 1983), a library challenged a subpoena obtained by a state
investigator who wanted to gather library circulation records to see if anyone had
checked out books relating to cattle mutilation. The Iowa Supreme Court rejected the
argument that an ordinary subpoena could not be used to collect library records: "It
is true the State's investigation was only preliminary; and as Brown and the library
board argue, no suspects were identified nor was the search for information limited to
any named library patrons. This does not diminish the need for the information,
however, as we assume the whole purpose in examining the record was to gain enough
information so that the investigation could be narrowed. The State's interest in well-
founded criminal charges and the fair administration of criminal justice must be held
to override the claim of privilege here. Brown and the library board have cited no
cases to us which have reached a contrary conclusion under similar facts, and we have
found none. Id. at 513.”.
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! The "adverse result" standard (defined in 18 U.S.C. § 2705.

rlld & 3 FISA 0gi8 b jj5e g8 LS FBI ...Jl galais) (e Gueail) dadlSa of a2
The Attorney General’s Guidelines for FBI National Security Investigations and
Foreign Intelligence Collection (Oct. 31, 2003) redacted version available at
http://www.usdoj.gov/olp/nsiguidelines.pdf.

3 Michael J. Woods- Counterintelligence and Access to Transactional Records: A
Practical History of USA- PATRIOT Act Section 215- JOURNAL OF NATIONAL
SECURITY LAW & POLICY [Vol. 1:37] P. 53 (The USA PATRIOT Act revisions to
authorities governing counterintelligence access to transactional information are
spread across three sections: §214 (“Pen register and trap and trace authority under
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FISA”), §215 (“Access to records and other items under the Foreign Intelligence
Surveillance Act”), and §505 (“Miscellaneous national security authorities”). The
cumulative effect of these three sections is to make an across-the-board adjustment of
the legal standard for access from “relevance” plus “specific and articulable facts
giving reason to believe” the target was a foreign power or an agent of one, to simple
“relevance” to an investigation to protect against international terrorism or
clandestine intelligence activities (provided such an investigation of a U.S. person is
not based solely on protected First Amendment activity).110 Section 505 also lowers
the signature authority for the three types of FBI national security letters from
Deputy Assistant Director to Special Agent in Charge.).
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In re DOUBLECLICK INC. PRIVACY LITIGATION, This Document Relates To:)
NRB) UNITED STATES DISTRICT) 0641 .Civ 00 .ALL ACTIONS. Master File No
;497 2d .F. Supp 154 COURT FOR THE SOUTHERN DISTRICT OF NEW YORK
at 2005 .Filed available on line in Nov ,2001 ,29 March 3498 U.S. Dist. LEXIS 2001
readings/doubleclick. html/ “DoubleClick argues that/http://cyber.law.harvard.edu/is02
its conduct falls under this exception. It contends that the DoubleClick-affiliated Web
sites are «users» of the Internet and that all of plaintiffs> communications accessed by
DoubleClicks>s cookies have been «of or intended for» these Web sites. Therefore, it
a)s)2701 § asserts, the Web sites> authorization excepts DoubleClick>s access from
were DoubleClick-affiliated Web sites «users» of this (2)....general prohibition
service?;..... This court takes judicial notice of the fact that all people and entities that
utilize Internet access subscribe to ISPs or are ISPs. Although the vast majority of people
who sign-up for Internet access from consumer-focused ISPs such as America Online
every Web site, company, university, and government [32] ,and Juno are individuals
agency that utilizes Internet access also subscribes to an ISP or is one. These larger
entities generally purchase «Internet access» in bulk from ISPs, often with value-added
services and technologically advanced hardware. Nevertheless, they

purchase the same underlying Internet access as individual users. Therefore, plaintiffs
fail to distinguish class members from Web sites and servers based on whether they
subscribe to an ISP for Internet access.... Again, plaintiffs seem to ignore the statute>s
a) embodies plaintiffs> position that)2701 § plain language. The general rule under
only those authorized to use a «facility» may consent to its access. Nevertheless,
s{2Xc)2701 § a)s general rule subject t0)2701 § Congress explicitly chose to make
electronic [33] exception for access authorized by authors and intended recipients of
communications. Thus, plaintiffs> argument is essentially that this Court should ignore

because Congress failed to take adequate account of «basic property and (2Xc)2701 §
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privacy notions.» However, it is not this Court>s role to revisit Congress> legislative
judgments. One final point bears mention, even though plaintiffs did not raise it. One
could imagine a facially sensible argument that Web sites are not «users» of Internet
access because they are passive storage receptacles for information; the human is the
«user» and the Web site is what is used. However, the Internet>s engineering belies this
description. Because the Internet functions through packet-switching and dynamic
routing, human users do not in any sense connect to a passive receptacle and obtain
information. Indeed, no direct connection ever exists between the human user and
the Web site. Rather, the human user sends a request to which the Web site must
actively respond: processing the request, deciding whether to provide the information
sought, obtaining the document from the server, translating the document into TCP/IP
protocol, sending the packets and awaiting confirmation of their arrival. Indeed, in a
practical sense, Web sites are among the most active «users» of Internet access -- their
existence and utility depend on it, unlike humans. Therefore, we find as a matter of
law that the DoubleClick-affiliated Web sites are «users» of Internet access under the
“.ECPA
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United States v. Justin Tanner Petersen,
98 F.3d 9) 502th Cir. 1996)

Court of Appeals for the Ninth Circuit
Filed: October 22nd, 1996

Precedential Status: Precedential
Citations: 98 F.3d 502

Docket Number: 50037-96

98 F.3d 502

65 USLW 96 ,2367 Caal. Daily Op. Serv. 7770,

96 Daily Journal D.A.R. 12,819

UNITED STATES of America, Plaintiff-Appellee,

V.

Justin Tanner PETERSEN, Defendant-Appellant.

Nos. 50038-96 ,50040-96 ,50037-96 and 50039-96.

United States Court of Appeals,

Ninth Circuit.

Argued and Submitted June 1996 ,4.

Decided Oct. 1996 ,22.

Jay L. Lichtman, Los Angeles, CA, for defendant-appellant.

David J. Schindler, George S. Cardona, Assistant United States Attorneys, Los
Angeles, CA, for plaintiff-appellee.

Appeals from the United States District Court for the Central District of California,
Stephen V. Wilson, District Judge, Presiding. D.C. Nos. CR-00956-91-SVW, CR-91-
-00995SVW, CR-00575-92-SVW and CR-00214-95-SVW.

Before: FLETCHER, BEEZER, and KLEINFELD, Circuit Judges.

FLETCHER, Circuit Judge:

180

0N
doddl dogdl L@
2025 \Q/



GO, -

B =
2o Shihilh
T = g S S

5L 6,580 aas Ls8alls sas juleall <l Justin Tanner Petersen agiall casliow
A5l sl e Ll 23 885 e 8 lean 35l s o senlalls JL3a Y1 a5 3 plea of guilty
ualyiels cwire fraud &;S_Lu.t.“ JLiaYly computer fraud o seoladls JLoa¥l OIS Y LUl
s interception of wire and electronic communications £ 5,381y LSLeudl &YLasY)
LaSaal (1) gaelaill Jouaill 5 Petersen cyalays aSall Lgaos a3 dlindie LLAS o)
s Shlge (A st special skill dala 3,lge alaaies G sicus o (55l dabalil
W@fm‘(:s)fabﬂ‘ﬂm‘)ﬂoﬁpmu_‘&gmwdfdﬁ(z).yw‘aﬂ
40,000 alis sy o¥1(4) 5l glas 3 yas calK JliaY olilae gaal O Gubad e day yal
3 aS 53528 a3 ) Baatall Y sl 0 538 (e 1291 Bolall ias s Sl Galiaial Loal. j¥ 50

FLETCHER :dalkl3.ll g_,.élj

CR &gl 55 ilia LLa3 &8 5 L3de <G Petersen 311992 5055 20 3
3 rrlal JLiadl ags Slad e Suals Lagd daa st G33e 4L 31 .SVW-00995-91
LY eiaiasy US.C daatall oli¥ ol 00385 e 18 avudll 00 (2X11030 doball ellgssl
o aall ud Jsemsll e 1991 Ju5s 215 1991 4l 53 11 s a3 3L indictment oL
&;S)LGA.‘_JXI OLaiYl e £ UK, s TRW Information Services dS & caulsa A
OlS gl Petersen O oSl o) wie AuYl o ,¢laly .consumer credit reporting agency
Jals e elaad LAl 3asb e oLty olElay e Jlaad) S Dol el 8 Wlast
bl Lpoaniiid wloslas e Janll SLaii¥ LY wloas "hacking 3,584 5 aslell
ALY GlaitYl s llas e slolgslaa s o8 Lllaial o Laisl elalas

Ore Saaly dagis pled guilty (33s 450 Petersen L3I SVW-00956-91-CR 44,3 4l E
0538 oo 18 Bolall ellgmil o3 ¥l ssaa o pue 485 e Blacs B5laad Baals alesl Loy
ay el gas 61 1991 Lulas 12 < Ul oSl Slas) wie AV o e laly 2313 Suatall oYl
Ot Sl (a0 Llas Laaais 5 el e Lo, 534S 3 JIAST IS (4l Petersen
oeaaail ela gl J85 3500l slasls Sobaall LAY 3Ll Petersen 3T . ol 1986
couleesSE () 835 48 g yeall 5 99 8 5Les (M s i 3 L o4 license plates

Y e P pled guilty _3s 43U Petersen 3 SVW-00575-92 CR 443l 2
alas Mz ymall 5ue Jgm sl 5olIL Petersen 531 aill a gl ags as i ope G 5Sall o slaall
REEIPICI N RO IOUDUR N NRNIC AP T SO TTRTEOR W CHE SN DURRTII JVERC FIOR

181

e
doddl dogdl L@
2025 \\o//



GO, -

B =
2o Shihilh
T = g S S

U 3l 43125115 (4) (1) 10305 371 ol sl amiall ¥ sl 85 e 18 acaiill ellg sl
clall (e 2511 Balall elgml o3 4 o a1y 4 satill s Sl =YLVl (2 53eLs Petersen
L raall ué s sl Petersen dasl | s Bl o Liagill cagS) Saatall oY ol 00085 00 18
Baaiall el sl s e 18 Llll e (4) (1) 1030 sulall gl o3 M ouas 35S allas M

OSa3 1989 H1atin 28 i aall sl wie AWl qlifd 0 a ¥ dagills 3lats Laads
LAl 3 jubias g (2l yie) Jageudl Pacific Bell A 4 ¢ ymall 508 (5ol (1o Petersen
Laa s Petersen scuall confederates clala (5.50S) KPWR FM deliy danal Laaslyll
manipulated 4 e M3l <oy s seula a5 53 Ronald Mark Austin g Kevin Lee Poulsen
Lisha e Skl M (o Luel¥l o all Ty 30 clileaally 'rig Eopall e P
Aalias 3ileas Hodll maacall batall 18IS agil (o oS gaalyll dans M Dol Caslel)
GeldYldbaaall JlaiW el slasll Petersen anaiiul g dalasall ligs Petersen mead al ca
oo J3Y Lo 405 ,Licus Austing Poulsen "33 5. ,¥ 50 10000 Lands 45085 3550 "5 58l
Oaila 5 5¥ 90 10000 Lands £085 835la 9« ,¥ 50 20000 Laass L3085 835l 5 Porsche ¢ 53
glta

11991 sai5s o5 Texas LulenSS &Y 5 Dallas (u¥ls & Petersen e 2.8l 3l
O3 (3lasl a iy -criminal activities Lol ya¥) diba il Gl wlgatiod e 38159 elly a3
sl dalanall N a5 o salall slas) = Gacliuoe g 4 glas Ll plea agreement Caalls
O aas - Aoasall elaasanl a<e Sacliwe Jal fre LS dal o 3llal elliay Lo, 500lI< e
Clecdldal fre ol yo Bae il aSall satiuledefs, sSaall agill o5 Sde 4Ly Petersen L3
A die 58 L3 o s<all glaill da il y Bucliws 3 Petersen of )Lt 5 Petersen ¢ slats
sleaia¥Syealsila bk s sl Sgal pedad ol oliaaail ool jali
-1 Las Poulsen (i seula Lo seize § olas 3 Petersen aelos (s AT 5 sl (s (o pagers
Lles 5 0nals pSoa (il Austin ws Us¥l pan 5 aelous Poulsen BlsY coondioaf i )
.ultimately _sUsall

a3 Petersen of (I 523 wloslas Mouaal cliadash (oo (8151993 95K 45
25 ale3Y) Lga cuaaials on bail UES, e g, 391 L8l L3 ol al LS 3 el,Ls
SSS,L Petersen s yiely aclyall sdgs agigalsal daolasy Petersen po suaiiall LYl
ot dllae A S aie )89 ST olaasyl ollay e JLaa) e sl Jlacd
ale (sl SLAS 46l uim . Petersen

182

e
doddl dogdl L@
2025 \\o//



GO, -

B =
2o Shihilh
T = g S S

Lola st by dabaliall daSas alel olaall S5 1994 SUH 03/ ,00, 24 35
S i e Gl AT 3 eyl Jssadl e aSally 3l ol LeSaall i
-self-surrender 1Al 4ol

Heller Financial & Lealall o seulall 35440 3,34 fugitive U La Petersen oS Lai
17 3 5AT G rae Olaua M Heller (o o8 yeme Jy a3 358330 LM 5 90,0l e Juans
M) oLy Ll Heller e 8 dLii3 ssasn (aaaagS Petersen gLty (1994 ulain]
Mellon ¢ slse cbiy 5ae Heller o ;Y55 150000 dayds (3 imn Jyoas 20235 al8 (il
Cre oSy dysaill Hlaa (oSt JGll s sl (3. Union Bank slas¥lelis o8 Clewa [ Bank
alas¥l el e dilly) Ja3 ;Y 90 150,000 alis e o Dne)

(3 ie Gl 811995 Lujle 27 s Gyt e (il a3 1994 Lulan2] 29 55
-00214-95 CR 4330l A<, dhe 1,8 L8] LSl 3l ashyall M sl oaiagnll IS
S Sheall Junia¥ly saladl JLaad OIS Y LGIL J5¥) aiall 335 agdl cua SVW
2l 385 agls. 1343 5(4) (1) 1030 5371 ol sall Suatall ¥ ol (20385 (o 18 avudllellgs)
&) L pomall ut Jsio sl 85gal o SAST Sl hlga e Liwad 85Lias Petersen UM
1029 zolall ellgmsl o3 Jliadl ol Lale Jsantlads ol Sl Csalad) 550 olal<
Baaiall =LY ol 50385 e 18 Ll e (1)

LaSao cuaSa 1995 5135327 o3.aSalls 3haill o, ¥ Lladl consolidated waa 325
eI e ol shw @M Sual g |y 41 La a8 Lllaa) fyaiud y35, Petersen e dalalaall
g2 18 (o Juae day ya (s 5iun (M aSall il s Lo 85 1Y 50 40,000 alao o5 8l
B A1 533 G 10T Lagaan 55 (sabie desane () (oo Lao BN 5001 0o ol ] 3,55

s ol dagsad) g sine s JEI saill e Jasmall Loy yall (g 53ue Sloua a3
sle sl il a3l ol ;Forgery 94l ;Deceit glaally Fraud JLaaYl) 2F1,1 § . US.S.G
¢[LLss 6] (Offenses Involving Altered or Counterfeit Instruments {asyo of duse el oo
oY aall e 3T ([alas 8] (1XD)2F1,1 3,380 (i sas ¥ 50 200,000 (po H3ST 35l
special Lala & ,lge alaaiiul[oailags] 2F1 dolall e (2X)1,1,2 5,880 Caa sy Jaalaasll
3ulall _ia sas Obstruction of justice dlaall , w413 ,0 <[ l5a35] 3B1,3 5,33l i 5o skill
committing offense while on bail U< die 71,8Y) LS] Loy o OISS ) <[ lilags] 3CLLL
5,8all Cia sas acceptance of responsibility 4l s 5ewall Jsa8 ([las 3] 21,7 Zulall Cia 5o
substantial assistance downward 3 ;laall ;38,0 Baclwally ([ Ll33 3 (30] (D3EL1
Jomikass a3U] 5K1,1 5,385l (s 5as departure

183

e
doddl dogdl L@
2025 \\o//



GO, -

B =
2o Shihilh
T = g S S

pSadl Jlaal i dallialldaSas Lgall cilin o3 Sl daaila oll iliill daal yo a3 03l laa
3AF 56 .15 sutie - Gusitisd O Santall LY sl aud Santall oY sl masls Uai e iay
133,326 .S.Ct 116 suasiall LY oll ;- — s 5 50 30leus (9th Cir) 1116 ,1113
bl iyt s (6) 3742 § saniall oY il il s3 L sae (18) 1(1995) 227 2d.LEd
alaaiol selod e Bian Alash e alKa¥ Jlaa¥ digan o8l (gubiall daboliall LoSas
UlweS Ligan 5l fouliall dabaliall LaSa s ,1udsg.abuse of discretion & ,uadill dal.ull
siadanlye citial BS 1 Lo ) i JsaS’ o o sl le e YTl 3as ¥ 5305
Labaliall daSas ¢ ceai o)) ol e canan (o sl ot dlalall alasisul e bon) Al Ll
L5530 Uaa S555 Lot &Gl Ll cu al i L) Loy 53 aSas

o w53 fooliall e s LSae gaa o 5p8)) Bae alSal 3 5 eun
LAY T 5585)) 585 Loy (o) Tl il alsaTead 3elea] v s L
(a5 Lo Lugum 5l fgoluall allEal LaSas Gaskatl oal a3yl

Special Skill Adjustment L olalld,lgall a.ns A

Ol e 3B1L3 sulall s s (o gicie (o Linelead Monai dabaliall daSa o ool 58
O ore a5l e s "USE of a special Skill Ll 3,lgs alaaiol Jal oro aatall ol ol
district Labalaall LaSae o ¥ senlad 35¢al Jlae (3 Liacs, Lusus 315 ol Petersen
Sl Jae Lo Liliin) 48,20 ul o sl pll (" 45T reasoned st court
oleslaall als ;i) 418.< ¢ how information is stored cleslaall 5325 4,845 sl
Al "lagye sldalanWada ool e Llasdl <oy (5.5 5 how information is retrieved
LUl pealal e Y eI Tl 3 ol ST S ol L] cya ST o)
Lala 3,lge i Ly geuladl Petersen o503 o dabliall dalas o, 58 Sl saa
3B13 § 3,380 b s yemiall iaally

Lol 1) agiall Lo o (g 5mis 528 dabaliall Lol gy 1 Lo 3B1,3 acudll s
elg o 43 ,las special skill Lala 3 ,lge audiod sl sl ol Lole 485 vnto alaaniil
Lala 5, 5,lie L,y 3B13 § USS.G "Llanl i Lay,all LSS, a0 U<t
cre 1S 1,3 ule Ly sgant Lale cpa o3 LeSlias ¥ 85lee’ LSl " special skill
ol LTy oy yalanall s oy gLl el e Y1 5 a3 gl a3l 5] alal
POV U PEC U RPCURIORY R TS [ PR TRV [ SURVPLARO M IR T
a0 s S oo ) LA ST S bttt el 51 e 2830
"culpable SLIM Ls ye SiTagdl e Logac (alandl

184

e
doddl dogdl L@
2025 \\o//



GO, -

B =
2o Shihilh
T = g S S

a5a 5o de g yin Blgs" aludTod agiall o Qllats LgsT e 3B1,3 3,840 U yuns wal
il Tavall aladtodd o LeSlaa) of dasyall JISS S oulill dale LeSliay ¥ s
3 dolall o sas Lisla 35lge alaniin¥ Iha5a0 o Liacs ey facilitated 8 e’ daI<I
ale ccaall Lo 530 S o Jaas Lalall 3 )lgall cal 1) gabais o s 3-1-:L
o OIS Loyl 3 ymal 3BL3 8,880 ke Ui, an "Laa] i Loyl IS5
shaS aldabliall daSas o it oty "LALSY Lala 35 lge et of Ll ) aall
LaSas many LS Lol ol jlgall 0525 aeas Ly seulad) Petersen ol a3 o waaas 5
ol ol lgallsia. Lo e Mally o snlall Lalail M) (5o sl 3 sale Petersen ()5 dalslaall
oulall ole (yo ol 581 LSl Yy Jle (s s5cus

i "usually Sule” Lalall ol leall o e paiSdigaa silligaliall i e a Hll e
daniall LYol 2385 e B3B3 8,880 ls ana 53l o oyl ol anlaill e 1S | ad
Lllao iin Un s o (s 530 ol o yaill ol aslaill 1aa g (2 daadlall) elly Lo 313
W epman 3 5T el ol M Petersen HLassl e ae 0l e s Lealadl ol lgall Jauasl
ol LS 3l lalls S sine St Lol slana S a5 skl sl sl 5o o
3B13 5,8l ol e ¥ angll el yun 5 0 saibiasSlly o golaally

A A all LSS ) 8o snladl 3 45] g "used auail Petersen o el sl (s
sophisticated computer 3 ; shaiall o geulatldaliifalatdl o a3 IMA (o Lgs 830 0l
transfer 3 ;< Adls s 55 5 83l 5¢ll Lo place wire taps coaiill5gal s g5 Systems
45 ,u3 "facilitated =g’ Lo geuladl Petersen ol )lgs (4L el sl ops JLadl o0 large sums
el e dal LIS ) e

de g i’ ol )lges JSLAS A geulal Petersen ol ;a3 calS 13 Lo sa o, 8Y) Il s
district court dalaliall LaSas o fyan 0 3BL3 5,380 3 ysadall Jalll Mlegitimate
Lelds Sas geulal 35134 s> Petersen ahles of I properly maa s (<0G coals
Lelial L a¥ Llgnll s Jaadl Jho (LiSiuall 3 legitimate use g g ydiall alaainN M
8,5l o Y 1ia ;s -work in the security end of the computer industry o gculadl

.preexisting legitimate skill Liicuo 83 5o g0 de 5,450 3 ,Lgo possessed  sas Petersen .
aehles alani i il Gala s b Lnale¥) eloslaall 35S0 Hueuss o)

more Ly JAST agdl e Logac agull S5 cua aelal Luadl sans Lalall
ouraiey b Csla e e S Gadat e Joandll Gl 40 ),k culpable

185

e
doddl dogdl L@
2025 \\o//



GO, -

B =
2o Shihilh
T = g S S

o Y1 Ll 3y 035 e Ll (35 53 Sl s L syl 1 S
3B13 5,880 o ) ot Lo Galatll 5 am s V) Jadieaall 3 d uiaSpgitie Jae
Lole am ¥ dayya SISGH) 3 Le sl ramn s 45,510 aas aliay gl o saall e 34las
(LS5 0 5 Ll

oala aiae SLatiol Tai 4y Lpalad 3l sl Petersen 33 ,as oS5 o
Cre 55 3 elld s L Balaia¥l oy 3l el el CLeiSU s tll oy Lao an i
Soles A s elaial latiod ¢y s Loala 8 5lee LaiSI L o Sas <15 Lasan Ll 3530
3 I3 3 gl oia cllias ¥ (g3l i il e Tallas LIS S5 A1 Uil (o yall a3
Petersen f gas Loy dalaall ¢ g 3 Lgolaaniial byl SSTealy Mials ol o 6<s
el oo linilatll 3 Teala 328a3 TS5 it Jaall 3 Coganlal 3 Lo puiiod
s UL, e Y1 oL ol il emi a3 S50 L plaall alao iyl ooyl
daSaall Petersen cua o yA Y palliiall oo Lol ags alad) SignaaStiallas Jaa’ 400
3 dae 3lacs 8 Gslall 3hgal alaniil (e Petersen pie ane Lo daSaall oilsl g
Llaal o geilall o3 4llge alaniil Gl<LL IS Petersen of (M o 1o . Jadieaal
e oL 45,553 Lim 515300 438y al Tl oLl e Y5 Lie i) e 3513
Sl a5 o €350 Lam Lo e Ml el a1

Solgallsia Lo oMl sealad Laladl M Jsim sl 3 sale (it 5o Petersen ¢
Basa e il Sl yall e Alculiad 83,855 8 lgrall ilgron fulil) ol o o531 Lpacal sy ¥
sl g mdio aladiiul M (caan 53 03 ) ranslatable Loa ,3ALIS oy a3l ,allednais Ju3
3B1,3 3,33l i gas Petersen day o (s sheie Jyaad S dablialldaSaor aasalelly (e
Lalad,lealinty

Obstruction of Justice ddfaad) 1S 4o .

C11 8olall onyas Daall 405 yal s s e Line Lo Yot Lalaliall LaSa o s 43
A e )81 L3T o Petersen ¢ LaSaall a9y 8aatall LY sl 3 sl 0085 s
sl Sua a3 I s Sosall 3lase JtisgaSallasas i oo iaall o IS dialay oS5
pedll ot cua dllaall 550 Petersen f LaSaall o553 eiliill saa M sl g a<S )
S 3Lel 5l lae pgiall 350 130" Galaall Fos sl (5 seie 3 Cpasiuna (0 83l Lo 3C11
cres "yl Ly yall e aSall isLalial o suiathl L JuallLals) Eale] L8 50 Jsla
U5 5Laa ) e el Uglae g s el 5upatll e 3ty (o3l sl 3 Lo ALY
o crsells pSall el g1 TaSlal 3 Slata¥l e el Sl el SideSlal

186

e
doddl dogdl L@
2025 \\o//



GO, -

B =
2o Shihilh
T = g S S

anl " SLas cpal S s ol sl sl e e Jsiall pse g LaSlaall 5 5lata
avoiding aia oy el s JESEY) Lia ya 5u5ail 5kl 5 Y sillelsbeallp 53 e A3
"or fleeing from arrest

e oSl aboliall daSae ol inly (1993 5asi 18 0 wale glaind) deada <
olame 53 ey e dalaall daSaall o il Loaie 5.1994 550, 24 Sa Petersen
Petersen Juiud «elld poy L)l aien¥l (ale e oIS JGIL ) e 3385 U< 50 (] Petersen
Petersen o saaiall slb¥oll colas Jiey.1994 10l 24 saSall glailldida gna 03
Tabalaall TeSae ccala il a3 Sl s e o s 48 e s 0 Jleadl e (1S
dsadall Jaalls’ SLaS ey el LS daae jusas ol Petersen of () aalew 5o e
3C113,3a 3

conviction 4y aas A<, e ) ,8Y) - LiS] Petersen's absconding e yiw 51,8 o LS
3 3aiaill LT g5l asae (O G (B Alaall 53523 A3 50 Lisl aeay dule asall L
ot praall JUER T il 3 i a T LS 08 s 535 55230 s Y Lo e
e s 5 g3 (e IS ]l (1S il L83 54 o 3]l ks dias )
el sk

Coladoas 85403 ,5 Al ed ol o8 Lasl sl Js e s Jae] w3 Petersen (o al s
Lale aSall sy Lemilol s G Las s g Lt dagiall gy 0 (653 AID LaSaall o, 53
Petersen Lg3 oS 3013 5tiall 5e2¥) Jislos (Ulaall s se Leb i M LalK Lo o<
A oy L33 8,8 e L o 5T (il 53l L3 bl Jlad! Le S L L

a5 aSally YT s Petersen s »a of I maaes JSits abliall LaSas coali
a3 e s L (gelia Jusa olpald 5 rasaSalls i et s oL kel
Alaaldl

Attempt/Conspiracy Reduction yoUll audas /ddglas

2X1,1 dolall 835 dias ya (s 5tcun adA dabliall daSas a3, s Petersen Oradas
Cren s 531.00214-95 CR a3, Leadll 35.2X1,1 § US.S.G duniall slo¥ sl i85 oy
oo ¥l Jasail lalaiias 3laty Lass (Sl sl Jlatal OISE,Y 1L Code 4L
sle defraud JLaad) blase 3,253 o ceass AT Llle Lewiuse I Heller Financial
reduction Liaaaasdlsaidatie Lae @yl e sl dslas solely (g gou < al Heller Financial
O 1 Tyl LSl el 52X, 1 8ulall o s o (5 5eme 3 B3 35 iy
Al ol a3 w8 e ot IS daSaall maa 55 TS Ut Loy ol Lgad culaiI 4 a3 00"
caady elly el edls Gk 13 (e a8Blef a3 08" jls oo Agaall JsoW Gy
.the court declined to reduce the offense level Lo yall s sicuoe (asaaS LAl

187

e
doddl dogdl L@
2025 \\o//



GO, -

B =
2o Shihilh
T = g S S

T3 el3e o] Aslae ellia =alS 130 5L Lo Lo dlaall (53 a3 (D2XL 1 Sulall Gais
LS Ty s Lol it 30 Jlae W] peam il Lo ol Lol s B s S s
ste OIS [ reliall ] agiall o o g lall =S of Lass substantive offense duc s gall Loy a1l
Solares e oLa ilas Ban 3 o dellaiil g aile (asill sl JlacHl oia pran JLaS] elits
Lo e liall 1] dale ceuall

i Lo e 2X1,1 § Background Note to 3,841 &“Aa.ul.wyl Ologleall3,S30 yanig

Lie pud gall Loy yall (5SS @Y glaall ol ol ol alls Lalatall L5LAEN ololgsYl alaas D)
ol delady Ly el e cuaio of cuadgh ol S aa I culaiS) a3 substantive offense
s Laall g siiue paaaS Hrn Lo aa s Ye¥lallada Jie 5 victim Laaall o oy 53Lal 3las)
Jus¥ld el Lie solio & o pgiall JLaS] o ashe 39 Jud Jiie Yl maan La ¥l (aas sHells
s olsTane 3 6503 GAGAT e el gl sia Sl 35 e s sall Lasall a3
(2) 51(1Xb)2X1,1 5,34l

Ll Loy el wlalS e Jian s Telenet caila b e cuaiills Petersen al3
elis I Heller Financial ;o ;¥ 50 150,000 dasds Lid yume Mysad 335 a5 . 8 yuanall Jysaill
Syl el slaa alif. Ul & sall 3 Heller Financial Ju3 (e labaall e 2l a3y alasl
coconspirators s:< ;. gf Petersen o,<ats o Ju3 ;¥ 50 150000 alio Lo oMiesdl oo Kl
-withdrawn das s oye

Araudulent wire transfer aad¥ Soull Jssasll Jaalls 335 43 o< Petersen (¥ 1,15
the substantive < (<G el oS ad dae sl gall Lo yall' o Lo dabaliall LaSas ao 335 Luils
Jos ¥ oK Le ,adyg.(backgr'd). 3.1252X1,1 § .offense was substantially completed." U.S.S.G
"Laal.intercession dela iy g el g e aio 518368 JLia¥l olo ol sl alasll opaaty
(S5ie GAAAAT 3480 sa le dabliall daSas cuas; wlld (Lo <Ly Heller Financial a5
gl Lol OIS cua 2X11 Sulall i pas (20835 e (gand) agiall 3an oG al) oy ol
el i JLal e Jpemnlly aeill am 3 Lolsiitod elity e 1S5 Lo ¢ rme s Jyams
(gl aal dliate S al g hll el ol G d808a g alliielslad 4 133

Restitution ol ¥ /00 /Balaio D

Glea 3B a e sy saidablialldaSa s sy Petersen 3as jolallaSall e e 52,
40,000 C_Lu 3663 § .U.S.C 18 ,the Victim and Witness Protection Act ss¢ully Lia Al

188

e
doddl dogdl L@
2025 \\o//



GO, -

B =
2o Shihilh
T = g S S

! Petersen (gl (S al @Sall Jlaal @35 3. 0o diall pala sy oL (ol [Y 0
Llblialllafascua gellipng. 5¥ 50 19,100 Lands & pactio 5ud o gua ol IS Jan 51 sal
S35 guisy glels . articulate Lasls’ Gl disd 53 saS o ylgas alals GIS Petersen of
pretty laals Laas s 60 o oS0 Las )" 5 "creative gaa g resourceful dhaall acul g5 smart
e 3,03 ,glal a3y ol Petersen . Jadiuall s 'productive person laa Laiie s successful
sound = gim udigas concert promoter Ladcy gall o laall = g ,< g_‘ALdl < Jlall s
.private investigation company Lol 5385455 < Jeas 5 engineer

Slandabistiiadadh g e Jpmalbddablaadltalas ca o Petersenzladl e by
probation officer L3l ,all lslis o 3 e Juamns o das y o genlad) S5gad alaatols
rosladl e HLatiasS Jae e ead) aabation 4 adiay AT ) i Slaly s el
(LS AT elin 55 o Al s (i sl pds Ssaall agiall ol o dalaall aSaall 5o
restitution ol Lo Lli8Tiue 3 a8 asnl ¢ o< i cnds Sl

Gl s Jae e Jsmadl 3 obisaiall (aas dals a8 Petersen of (o ae Ml e
pay restitution i, a3 adu e 15008 0 9<ues 0l Y s8a0 Ylaial L STIL ellin o ¥ Lliay
Y53 454,841.97 flay ,l) (a5 -Ls) 337 2d atF 986 Ramilo Ll ;¥ 50 40000 aloay
i Y Lnily Ll 55 Y 5Y el sl gl o) e s 8305 s 3t
dasall abiallads Lo 1Huls agiall 050 B Gle oYl aay” s o ol oy (aluall lia J5s agiall
abuse its 43 ,508130 Lgilalis aluaiol) dabliall dafas ¢l al "ellis aludll M dalall sie
ol )3 s discretion

Lgo 1 Al plea agreements _alls 1,391 l8LASH (e ¢ 52 4 Petersen Sy wlld pejs
olasatll i le 43,3 a5 Las dasSall LlEwall aalyi e S50 4o Lllaa oS
il das sl e 33l Petersen f (M e (53l L3 glas) 8 Gt o3 Y
Laslas¥leaa e a8 gill wie” G Lo Cndll 5,3 5lasl ety elld o puSall e s 30 <A
soand alias wlib il (e Laalill Aol 8 Leaad) e (o 903 ado Lo [omuyin] 33053 cbils
N ENS RN IOV PRONEWN |

KPWR- deli] dlanal ;Y53 10000 pds M slaiss o o3 ¥ 4 Petersen e J5aals
Oaleaiall (and aduion calS Leli daaall (¥ I 41 ceny s ala il ol (o o 5a< FM
L oS3 al das ol o3 rigged the system alaills e M al 51 355aS ;¥ 53 10000 ¢y ,A )
355 oaasatll dl adas aal o o s iy ue Joad 33kl Y5 suffered no loss & Leaa
Petersen Ui .aLsal dfliwall s2a 3,080 ;8 Juid Petersen (L raso 5aé < dalall LU

189

e
doddl dogdl L@
2025 \\o//



L '.1_'-'1_& L
Ty '.';n
@ M

I PEL U BT T
= Ciloglogll &y L8]

oulesl ¥ daall s lls poy dabaliall LaSaal Lajuia] Al oS 05 K00 8 dlliall sda
oo Jiia¥) 335k e Liale Jseaall a3 855" Bule] (o pgiall (R Y5 daall (e Led
oo (Sl LieliY dlanall JI3 ¥ 3550 e Jiann (IS SAT Lads Y dueld] dans
Criminal restitution Sladl o 4" LIS 31,3 cas ;Y50 10000 ads IMA (o 8,5l
Jualill 3ule] i deterrence gl Jis penal objectives Lyl yall Calua¥l 3a3aidliigg 94
.compensation i saill A< ¢ " retribution Lel.~3ll f rehabilitation

upward Liaelial eMouas (a8 JSbaialdablialldalas of M palas
obstruction of dllaall 415 ,e 5 3B1,3 § 8,850 (o gy Lola 3 ,lg0 alaasosY adjustments
2X11 § 3,880 oo gas g yall (s 5iee (a0A (23,5 (3 3CLT § 3ulall i g justice
.ordering restitution s,ILs .Y < sl attempt/conspiracy Uil / U ylaall

asSlll a3
AFFIRMED.

190

7~ O\
ol dlogll —L@YR
2025 \Q/



3 gamen 4y Sl ASU) 3 92
©
L}Q'\‘A\ &_;QJ:. &}vm;,w'
r“u Jﬁuj-"d@ JL””J

elall a1 8a3 3, AN LKLl e o sl

SV eladll Siase

191
U~UJLO dug9dpl dloqul \g/

2025



A, L
B8 =
B
-
= g NEL LT La|
_I_"'-E,,. -3'.7-"—_.-_ r-_l-\_l: plon A id

daniodl Cabitlgll Llell dodaedl

TIKTOK g &3

oI5 Aabolie 52100 S0 Y1 Bl AuSons oLl
2025 L\ 17

192

0N
doddl dogdl L@
2025 \Q/



=N E‘
18 &

'_"hér' 3";-'—: -_|L|:-|E_|.!-Lr\..:! -'\.l::dl

saoezall DY G Ll Sl

ERIUR P
darlpall st 2 (g2 [ S el o) U sy
\.MAjS;A.’ja\.o.o "J/ .,\3 A&me g_ﬁwy %§>w ‘a\,:\
2025 .\ 17

SUPREME COURT OF THE UNITED STATES

Nos. 65624 and 657-24

TIKTOK INC., ET AL., PETITIONERS 656-24 v. MERRICK B. GARLAND,
ATTORNEY GENERAL

BRIAN FIREBAUGH, ET AL., PETITIONERS 657-24 v. MERRICK B. GARLAND,
ATTORNEY GENERAL

ON APPLICATIONS FOR INJUNCTION PENDING REVIEW TO THE UNITED
STATES COURT OF APPEALS FOR THE DISTRICT OF COLUMBIA CIRCUIT
[January 2025 ,17]
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